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Agenda

1. Standing Items

1.1. Welcome & Introductions

Eileen Brandreth

1.2. Apologies for Absence

Eileen Brandreth

1.3. Declarations of Interest

Eileen Brandreth

1.4. Minutes of the Committee Meeting held on 8th October 2020

Eileen Brandreth

B 1.4 Unconfirmed Minutes SR 08.10.20.pdf (7 pages)

1.5. Action Log following the Committee Meeting held on 8th October 2020

Eileen Brandreth
Bj 1.5 Action Log - DHIC - 08.10.20.pdf (3 pages)

1.6. Chair’s Action taken since the Committee Meeting held on 8th October 2020

Eileen Brandreth

2. Iltems for Approval / Ratification

2.1. Information Governance Policy EHIA

James Webb

Bi 2.11G Policy EHIA.pdf (2 pages)
B 2.1 Appendix A IG EHIA.pdf (16 pages)

3. Items for Review and Assurance

3.1. Digital Transformation Progress Report (Digital Dashboard)

David Thomas

B 3.1 Digital Transformation Progress Report.pdf (6 pages)

3.2. Digital Strategy - Plan on a Page



David Thomas

Bj 3.2 Digital Strategy - plan on page.pdf (2 pages)
B 3.2 Appendix 1 Digital PlanonPage.pdf (4 pages)

3.3. Digital Strategy — Case for Investment

David Thomas

B 3.3 Case for Investment cover.pdf (3 pages)
Bj 3.3 Digital Strategy Case for Investment appendix 1.pdf (15 pages)

3.4. Wales Audit Reports:

David Thomas

1. Management of Clinical Coding Across Wales
2. Welsh Community Care Information System

Bj 3.4 Welsh Audit Reports.pdf (4 pages)
Bj 3.4 Management of Clinical Coding Across Wales.pdf (36 pages)
Bj 3.4 Welsh Community Care Information System.pdf (54 pages)

4. Items for Noting and Information
4.1. 1G Data & Compliance (Sls, Data Protection, GDPR, FOI, SARs, Staffing & Mandatory
Training)
James Webb
Update on NIIAS Position
B 4.11G compliance.pdf (5 pages)
4.2. Clinical Coding Performance Data
James Webb
B 4.2 Clinical Coding Performance Paper.pdf (3 pages)
4.3. Joint IMT & IG Corporate Risk Register

David Thomas / James Webb

B 4.3 Joint IM&T & IG risk register.pdf (3 pages)
Bj 4.3 Joint IMT & IG Risk Register.pdf (2 pages)

4.4. IMT Audit Assurance Tracker
David Thomas
B 44 IMT Audit Assurance Tracker (2).pdf (5 pages)
4.5. 1G Audit Assurance Tracker and Work Plan

James Webb

B 4.51G Audit Tracker.pdf (2 pages)

B 4.5 Appendix 1 Internal Audit Tracker.pdf (6 pages)
B 4.5 Appendix 2 Reg tracker.pdf (52 pages)

B 4.5 Appendix 3 ICO Action plan.pdf (2 pages)

4.6. IMTP Work Plan Exception Report

David Thomas



Bj 4.6 IMT WorkPlan Exception Report.pdf (4 pages)
B 4.6 Appendix 1 WIn 10 Proj.pdf (11 pages)

4.7. Schedule of Control Documents (Policies & Procedures)

David Thomas

B 4.7 schedule of control docs.pdf (3 pages)
Bj 4.7 control docs APP1.pdf (1 pages)

4.8. IG Training, Communications & Engagement Plan

James Webb

Bj 4.81G Training Comms & Engagement Plan.pdf (2 pages)
B 4.8 Appendix 1 IG training plan.pdf (1 pages)

4.9. Minutes:

David Thomas

1. IMT Capital Management Group Report
2. Capital Management Group 16/11/2020

B 4.9 IMT Capital Management Group report Jan 21.pdf (17 pages)
Bi 4.9 CMG Minutes of the meeting held November 2020.pdf (7 pages)

5. Items to bring to the attention of the Board / Committee

Eileen Brandreth

6. Review of the Meeting

Eileen Brandreth

7. Date & Time of next Meeting:

Eileen Brandreth

Tuesday 1st June 2021 - 9am



Unconfirmed Minutes of the Public Digital Health & Intelligence Committee

Thursday 8th October 2020 9:30am — 12:30pm

Via MS Teams
Chair:
Eileen Brandreth EB Committee Chair / Independent Member - ICT
Members:
Michael Imperato MI Committee Vice Chair / UHB Interim Vice Chair
Charles Janczewski CJ UHB Chair
Gary Baxter GB Independent Member
In Attendance:
Nicola Foreman NF Director of Corporate Governance
Christopher Lewis CL Interim Executive Director of Finance
Angela Parratt AP Director of Digital Transformation — IM&T
David Thomas DT Director of Digital & Health Intelligence
James Webb JW Information Governance Manager
Secretariat:
Raj Khan RK Corporate Governance Officer
Apologies:
Allan Wardaugh AW Chief Clinical Information Officer
Stuart Walker SW Executive Medical Director
Len Richards LR Chief Executive Officer

DHIC 20/10/001

Welcome & Introductions

The Committee Chair (CC) welcomed everyone to the public meeting.

Action

DHIC 20/10/002

Apologies for Absence

Apologies for absence were noted.

DHIC 20/10/003

Declarations of Interest

There were no declarations of interest.

DHIC 20/10/004

Minutes of the Committee Meeting held on 9t July 2020
The Committee reviewed the minutes of the meeting held on 9" July 2020
Resolved that:

(a) The Committee approved the minutes of the meeting held on 9t
July 2020 as a true and accurate record.

DHIC 20/10/005

Action Log following the Committee Meeting held on 9t July 2020
Actions were noted as complete or on the agenda save for:

20/02/009 Data Repository Governance — The Information Governance
Manager (IGM) updated Committee that this work had not yet been
progressed and requested that it be deferred to the next meeting.

20/02/017 Information Governance Policy EHIA — this had been deferred
to the February meeting.

JW
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DHIC 20/10/006 | Chair’s Action taken since the Committee Meeting held on 9t July
2020

There were no Chair’s Actions.
DHIC 20/10/007 | Digital Strategy — Final Version

The CC highlighted that this was approved by Board on 30" July and had
come back to Committee to update on changes since, mainly in relation to
governance arrangements.

The Director of Digital & Health Intelligence (DDHI) advised that following
Board approval there was one change made to the governance structures
to manage the implementation of the strategy being the establishment of
Delivery Programme Boards.

The UHB Chair queried whether the structure was too bureaucratic to
enable decisions to be made at speed. The DDHI responded that there was
a balance between ensuring appropriate representation and the ability to
make decisions at pace. He considered that this current structure was the
best way going forward and the only problem would be in how quickly they
could work through the massive transformation programme. He highlighted
that they did not underestimate the complexity of the situation.

The CC queried where the financial approvals sat and who managed any
contingencies. The DDHI responded that it ultimately sat with the
Management Executive. He added that there would be finance
representation within the Programme Boards and a number of business
cases over the next year.

The Interim Executive Director of Finance (IEDF) added that a Business
Case Group had been established and depending on review of that group,
a recommendation went to the Management Executive to consider
approval depending on funding so there was a well-rehearsed system in
place to manage such things.

The CC queried the part played by the Digital Service Management Board.
The DDHI responded that the Digital Service Management Board would
oversee how the work programs were being delivered and prioritization. He
would follow up with the IEDF with regards to ToR and how they are
consistent with BCAG.

Resolved that:
(a) the final version of the Digital Strategy for the UHB for 2020-2025
be agreed.
DHIC 20/10/008 | Digital Strategy - Plan on a Page

The DDHI explained that the challenge was capturing what they wanted to
achieve from the Digital Strategy on one page. It was a first draft and
provided a useful outline but did not give the detail behind or timelines on
the delivery of all items but including too much detail could make it illegible.

The CC commented that it should show progress made, risks and
budgeting information and in addition a dashboard so that the Committee
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could easily consume the full scope of the Programme. The Committee
would like to see this evolve and get more structure introduced in each of
the themes to see what the plan was, the timescales, where
approval/funding was obtained, the spend, key risks etc. to provide
assurance of progress and status.

Resolved that:
(a) the progress being made in developing a plan on a page to support
the roadmap for delivery of the Digital Strategy be noted.

DHIC 20/10/009

Digital Mobile Strategy — Final Version

The DDHI stated that the Mobile Strategy had been developed late last
year ahead of big changes made due to the pandemic, he added that it was
focused on the community services component of the UHB.

They had since been able to mainstream this as part of other programs to
further enable true mobile working:

¢ National mobilization program

e Office 365

e MS Teams

From this, a high level roadmap had been produced to ensure the right
resources in investment and correct implementation of the Strategy. A
number of personas were also developed to understand what we were
trying to deliver as part of the mobile strategy.

The Director of Digital Transformation (DDT) advised that it was about more
than homeworking. She updated on the current position with regards to the
personas and how staff had to be equipped with the right tools for the job
and ensure that it was accessible and secure for the individuals using it. It
was hoped to improve the quality of data to inform clinical decision making,
speed up decision making and free up time to care. She confirmed that the
personas had been developed by staff, informed by direct clinical input and
highlighted that it was not complete yet due to the size and complexity of
the organization but that the building blocks of the strategy could be seen.

It was acknowledged that progress had been immense but the timescales
for Office 365 were queried. The DDHI responded that implementation of
Office 365 was due within the next 6 weeks. He highlighted resourcing
considerations set out within the paper and commented that securing
adequate resourcing would affect the timescales.

Resolved that:
(a) progress with the Digital Mobile Strategy for the UHB be noted.

DHIC 20/10/010

Self-assessment of Committee Effectiveness & Forward Action Plan

The Director of Corporate Governance (DCG) advised that the self-
assessment was completed on an annual basis at the end of the financial
year; this was the first time it had come to this Committee.

Appendix 1 showed the results of questions raised and appendix 2 provided
an action plan for where there was an “adequate” or “no” response.
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The CC was reassured by the positive outcomes and considered the action
plan a very pragmatic and sensible approach going forward. She wanted
to encourage the availability of information in a timely fashion.

Resolved that:
(a) the results of the Committee’s self-assessment Effectiveness
Review for 2019-20 be noted
(b) the action plan for improvement to be completed by March
2021 in preparation for the next annual self-assessment which
will feed into the 2020-21 Annual Governance Statement be
approved.
DHIC 20/10/011 | GP Pilot Action Plan

The CC advised that this was to close an historic action.

The DDHI informed Committee that this was a pilot of GP access of CAV
patient records, it had started in 2018 and not progressed as planned. It
had been picked up, expanded, lessons learned and now the action was
complete.

Resolved that:
(a) the actions taken to achieve closure on this plan be noted and
ratified.
DHIC 20/10/012 | Digital Transformation Progress Report (Digital Dashboard)

The DDHI informed Committee that he was unable to bring the dashboard
format to this meeting but would bring to a future one. The DDHI informed
Committee that there had been a lot of progress over the last 5 or 6 months
despite the Covid pressures on the Digital teams i.e.
commissioning/decommissioning of Dragon’s Heart, mass immunisation
program, progress on the data repository on personal health records
PARIS, lighfoot support. The DDHI assured the Committee that projects | DT
were moving forward and aimed to provide a simplistic view via a
dashboard to highlight the risks and issues.

Resolved that:

(a) the progress across the IT Delivery Programme be noted.
DHIC 20/10/013 | IG Data & Compliance (Sls, Data Protection, GDPR, FOI, SARs,
Staffing & Mandatory Training)

The IGM informed the Committee that the paper provided an update on key
IG compliance performance measures, in summary the IG structure
remained largely unchanged overall, however following a retirement and
departure the IG workforce had been reduced. The IGM is hopeful to
reappoint vacancies which would depend upon ongoing CRP and
restructuring of the digital health department.

The IGM reported that the number of incidents reviewed continued to be
large but those reported to ICO low. A national reporting tool was awaited
to ensure a consistent approach for |G breaches across Wales.

With regards to Medical compliance, subject access request compliance
had been sustained throughout the year which he emphasized was a
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fantastic achievement for the department considering the circumstances
faced.

In regards to FOI Compliance, this area had suffered due to the fact they
had decided not to chase senior members of the Health Board due to Covid
however they were processing them.

The CC praised the efforts in improving the level of compliance and queried
the NIOS position. The IGM responded that earlier this year they had
received training and picked up responsibility, he mentioned that NIOS was
an audit tool on number of national systems to look at members of your
own house, celebrities, and members of your department. They had run the
system once but unfortunately as a response to covid had to prioritise work
and dropped audit function but intended to resume this work. He added that
there was also a consequence on services as they would be running it
however they would not be running the investigations as it did not
differentiate between lawful and unlawful. The CC noted why it was paused
and requested at the next Committee meeting an update on this item. JW

IM-University queried progress in regards to IG mandatory training and if
there was any particular pattern to note. The IGM responded that the
figures presented were a point in time from August with a 3% drop since
last Committee in February, he mentioned there was a huge variance
across patch. He highlighted that he had not broken down the staffing
groups i.e. medics — only 25% of doctors had completed the mandatory 1G
training. The CC commented that as so many more people were now
working from home this became more vital.

IM-University was interested to know if there was a trend and if 70% was
normal or whether we had seen a real drop during the last 6 months and if
it had ever approached 100%. The IGM responded that it had never been
close to 100% and that they had aspirations for 85 %. At the last Committee
figures across Wales showed C&V as lowest for IG, he would bring back a | JW
communications plan for the next Committee meeting.

Resolved that:
(a) a series of updates relating to significant Information Governance
issues be received and noted.
DHIC 20/10/014 | Clinical Coding Performance Data

The IGM reported that this took a dip in February and March due to Covid
however they now had recovered and were above the Welsh Government
targets of 95%. Audits were rearranged for the end of the year. Also a
42% reduction on FCE compared to last year was seen, last year we
were above average as we were this year.

Resolved that:
(a) the performance of the UHB’s Clinical Coding Department be
noted.
DHIC 20/10/015 | Joint IMT & IG Corporate Risk Register

The CC was pleased to note that the interim Cyber staff had been deployed
to mitigate risk and extra resource had arrived to manage the Windows 10
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work with the Dell managed service team. The CC referred to an audit | DT
action around cyber staff marked as closed and wanted the DDHI to confirm
that it had been fully closed.

The DDT commented that resourcing was an issue and should now be
included on the risk register. The DDHI responded that this was there
against top 3 risks in infrastructure referencing insufficient capital this year
to deliver against the necessary plans in terms of the server infrastructure,
but given it impacted against other things we may need to resource more
wisely rather than aligning it to another risk where it has an impact.

Resolved that:
(a) progress and updates to the Risk Register report be noted.
DHIC 20/10/016 | IMT Audit Assurance Tracker

The CC noted that the action was closed in the audit tracker but queried
this when only interim resources were provided with no assurance of
ongoing funding. The DDHI responded that interim resources would remain
until they had recruited to permanent resources.

The DCG further commented that these now linked in to the Audit
Committee Tracking Reports.

Resolved that:
(a) progress and updates to the IMT Audit Assurance report be noted.
DHIC 20/10/017 | IG Audit Assurance Tracker

The CC noted all but one action had been closed but queried had they been
closed as they had been moved onto the ICO tracker. The IGM confirmed
that not all had been closed but as some had been duplicated in the ICO
report, for ease they had been consolidated into one action plan. The IGM
also highlighted that the one action that had not been closed related to FOI
structure which was being progressed as part of the overall wider
restructure of Digital Health.

Resolved that:
(a) progress and updates to the Information Governance Audit Tracker
be noted.
DHIC 20/10/018 | ICO Recommendations and Action Plan

The IGM highlighted that appendix 1 was a full list of recommendations,
without the Cyber elements for security reasons, and appendix 2 a work
plan. He reminded Committee that the 60+ recommendations had been
broken down into 5 actions.

The CC noted the progress made on the 5 prioritized actions. The IGM
confirmed that at the next Committee the recommendations would be | JW
replaced by another 5 as they were able to work through them and
progress.

Resolved that:
(a) the Information Governance Department’s action plan which would
ensure that the ICO’s recommendations were addressed be noted.
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DHIC 20/10/019 | IMTP Work Plan Exception Report
The Committee noted the report.

Resolved that:
(a) the areas of exception which required further attention and
consideration be noted.
DHIC 20/10/020 | Schedule of Control Documents (Policies & Procedures)

The CC observed that even though the report listed all policies and
procedures that would be presented to the Committee, it did not show when
they should have been reviewed or provide a plan for when they would
come to future meetings.

Committee was advised that the list would be shared out within the team to
review and the DDHI committed to complete this by the end of the financial
year.

It was proposed that the DCG work with the DDHI’s team to bring those to | NF/DT
the Committee for review that have changed significantly and advise:
e What can be deleted as superseded
e Those that need minor change
e Those that need Committee review and include in next year’s
timetable.

Resolved that:
(a) progress to date and plans to address the review of remaining
documents be noted.
DHIC 20/10/021 | Minutes:
i Capital Management Group 17/08/20

Resolved that:
(a) The minutes were noted.
DHIC 20/10/022 | Items to bring to the attention of the Board / Committee

None

DHIC 20/10/023 | Review of the Meeting

The CC conducted a review of the meeting. All present confirmed the
meeting had run very smoothly and good, positive discussions were held.
DHIC 20/10/024 | Date & Time of Next Meeting

Thursday 11t February 2021
9:30am — 12:30pm
Via MS Teams
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Action Log

Following the Digital Health & Intelligence Committee
Held on 8th October 2020

Minute Ref | Subject | Agreed Action | Lead | Date | Status
Complete Progress
ITGSC 18/028 | GP Pilot Three month pilot report to be David 08/10/2020 Complete
IGSC 17/031 submitted to the next meeting Thomas
DHIC Digital Strategy Final version of Digital Strategy to be | David 08/10/2020 Complete
20/02/008 brought to committee Thomas
DHIC Digital Strategy — | DT to discuss with Exec Dir of David 08/10/2020 Complete
20/02/008 Informatics for Planning re Informatics to create a Thomas
Plan on a Page ‘plan on a page’ for the Digital
Strategy
DHIC Digital Mobile Final Strategy be brought to the June | David 08/10/020 Complete
20/02/016 Strategy meeting Thomas
Actions in Progress
DHIC Digital Dashboard style report to be provided | David 11/02/2021 On agenda for February item 3.1
20/02/010 Transformation at the next meeting Thomas
DHIC Progress Report
20/10/012
DHIC 20/02/17 | Information Information Governance Managerto | James 11/02/2021 On agenda for February 2.1
Governance Policy | undertake a local EHIA on the policy | Webb
for those areas that deviate from the
All Wales policies.
DHIC Data Repository A verbal update regarding the 1G James 11/02/2021 On agenda for February 3.10
20/02/009 Governance Promise be brought to the June Webb
DHIC meeting — Now February meeting
20/10/005
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Minute Ref Subject Agreed Action Lead Date Status
DHIC IG Data & NIOS position - had run the system James 11/02/2021 On agenda for February item 3.4
20/10/013 Compliance (Sls, once but unfortunately as a response | Webb
Data Protection, to covid had to prioritise work and
GDPR, FOI, SARs, | dropped audit function — CC
Staffing & requested an update at the Feb
Mandatory meeting
Training)
DHIC |G Data & IG mandatory training - 1GM will James 11/02/2021 On agenda for February item 4.3
20/10/013 Compliance (Sls, bring back a communications plan for | Webb
Data Protection, the next committee.
GDPR, FOI, SARs,
Staffing &
Mandatory
Training)
DHIC Joint IMT & IG The CC referred to an audit action David 11/02/2021 On agenda for February item 3.6
20/10/015 Corporate Risk around cyber staff which is marked as | Thomas
Register closed and wanted the DDHI to
comment on whether the interim
nature of that had addressed this to
ensure it has been fully closed.
DHIC ICO The IGM mentioned that at the next James 11/02/2021 On agenda for February item 3.8
20/10/018 Recommendations | committee meeting these Webb
and Action Plan recommendations will be replaced by
another 5 as they are able to work
through them and progress.
DHIC Schedule of The DCG proposed to work with the Nicola TBC The Head of Corporate Governance
20/10/020 Control DDHI’'s team to look at where they Foreman / and the IG manager will work
Documents need minor changes and bring to the | David together on updating the current
(Policies & committee for review are the ones Thomas policies
Procedures) that have changed significantly:—
e What needs to be deleted
e Policies that need minor change
e Ones that need Committee review

2/3
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Report Title: Information Governance Policy EHIA

. 1th
Meeting: Digital and Health Intelligence Committee Meetllng February
Date:
2021
Status: F?r . For For x  For Information
Discussion Assurance Approval

Lead Executive: Director of Digital and Health Intelligence

Report Author
(Title):
Background and current situation:

Information Governance Manager

Cardiff and Vale UHB considers information to be a vital asset, and a key enabler, on which the
UHB is dependent as we move forward in delivering our Shaping Our Future Wellbeing strategy
and becoming a data driven organisation.

It is therefore of paramount importance to ensure that information is efficiently managed, and
that appropriate policies, procedures, management accountability and structures provide a
robust governance framework for information management.

The information governance policy is the cornerstone of this framework.

Whilst an all Wales information governance policy was available, the Information Governance
Department took the opportunity to consolidate a number of key policies, such as the Internet
and Email policies into a single overarching Information Governance Policy. A small number of

amendments were made to this policy to ensure it was as enabling as possible. As such, the
UHB is required to perform an Equality and Health Impact Assessment (EHIA).

Executive Director Opinion /Key Issues to bring to the attention of the Board/ Committee:

The Information Governance Policy EHIA hasn’t identifed an impact to the relevant staffing
groups or inequalities in health
Assessment and Risk Implications (Safety, Financial, Legal, Reputational etc:)

The completed Information Governance Policy EHIA is attached as Appendix A and hasn’t
identified an impact to the relevant staffing groups or inequalities in health.

Recommendation:

The Board is asked to:

e APPROVE the Information Governance Policy EHIA. ‘
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This report should relate to at least one of the UHB’s objectives, so please tick the box of the
relevant objective(s) for this report

1. Reduce health inequalities 6. Have a planned care system where
demand and capacity are in balance
2. Deliver outcomes that matter to 7. Be a great place to work and learn
people
3. All take responsibility for improving 8. Work better together with partners to
our health and wellbeing deliver care and support across care

sectors, making best use of our
people and technology

4. Offer services that deliver the 9. Reduce harm, waste and variation
population health our citizens are sustainably making best use of the X
entitled to expect resources available to us

5. Have an unplanned (emergency) 10. Excel at teaching, research,
care system that provides the right innovation and improvement and
care, in the right place, first time provide an environment where

innovation thrives

Five Ways of Working (Sustainable Development Principles) considered
Please tick as relevant, click here for more information

Prevention x Long term Integration Collaboration Involvement
Equality and

Health Impact Yes/ No/ Not Applicable

Assessment If “yes” please provide copy of the assessment. This will be linked to the
Completed: report when published.
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Appendix A
Equality & Health Impact Assessment for

Cardiff and Vale UHB’s Information Governance Policy
Please read the Guidance Notes in Appendix 1 prior to commencing this Assessment

Please note:
e The completed Equality & Health Impact Assessment (EHIA) must be
» Included as an appendix with the cover report when the strategy, policy, plan, procedure and/or service change is submitted for
approval
» Published on the UHB intranet and internet pages as part of the consultation (if applicable) and once agreed.
e Formal consultation must be undertaken, as required?
¢ Appendices 1-3 must be deleted prior to submission for approval

Please answer all questions:-

1. For service change, provide the title of the Information Governance Policy
Project Outline Document or Business Case and
Reference Number

2. Name of Clinical Board / Corporate Directorate Information Governance Department
and title of lead member of staff, including Digital and Health Intelligence
contact details James Webb
James.Webb@wales.nhs.uk
3. Objectives of strategy/ policy/ plan/ procedure/ Cardiff and Vale UHB considers information to be a vital asset, and a key
service enabler, on which the UHB is dependent as we move forward in delivering our

Shaping Our Future Wellbeing strategy and becoming a data driven
organisation.

http://nww.cardiffandvale.wales.nhs.uk/portal/page? pageid=253,73860407,253 73860411& dad=portal& schema=PORTAL

1
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It is therefore of paramount importance to ensure that information is efficiently
managed, and that appropriate policies, procedures, management
accountability and structures provide a robust governance framework for
information management.

Therefore the policy objectives are:

- We protect the legal rights of individuals, patients and staff in respect of
confidentiality and privacy.

- We safeguard our information and systems.

- We make appropriate use of ICT services, such as email and the
internet.

- Our staff have access to the relevant and appropriate information they
require at the point that it is required.

- The value of the information that the UHB manages is increasingly
realised

- All services transition towards the appropriate adoption of the UHB’s
technical and data standards and achieve these by 2023.

- Opportunities to achieve improvements in clinical and cost-effective care
provided by digital technologies are realised.

- We improve the ability of our population, patients, and staff to make
timely, evidence-based decisions.

- Our staff are valued, trusted and enabled.

- Our staff are supported to better manage and balance work and out-of-
work commitments.

- We comply and act in the intended spirit of the Welsh Government’s
policy and notably the ‘Once for Wales’ design principles.

Evidence and background information
considered. For example
e population data

A sub group has developed this policy with a membership consisting of
information governance leads and an OSSMB representative. IM&T leads and
the Wales Partnership Forum have been consulted.

2
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staff and service users data, as applicable
needs assessment

engagement and involvement findings
research

good practice guidelines

participant knowledge

list of stakeholders and how stakeholders
have engaged in the development stages
e comments from those involved in the
designing and development stages

Population pyramids are available from Public
Health Wales Observatory? and the UHB’s
‘Shaping Our Future Wellbeing’ Strategy
provides an overview of health needs3.

The NHS Wales Information Governance Management and Advisory Group
have approved the text of this Policy. The policy will be approved by the Wales
Information Governance Board.

The policy is based on good practice and legal obligations as set out by the
Information Commissioners Office and in the legislation. The policy has also
been constructed from existing agreed principles and the corporate knowledge
of its stakeholders.

The Information Commissioner has been a key stakeholder in its development
and the document has been through several iterations in its development, with
comments and feedback being discussed and where appropriate, incorporated
at each stage.

Documented evidence provided by reviews of other NHS IG policies have
demonstrated that there are no statements, conditions, rules or requirements
which could potentially exclude or where applied cause an adverse impact
against any group of individuals in respect of the protected characteristics.
These other organisations include: NHS England and NHS Improvement and
NHS Wales.

5. Who will be affected by the strategy/ policy/ plan/
procedure/ service

This policy will have no direct impact upon service users, however the effect of
it will be to improve the confidentiality, integrity and availability of personal data,
which in turn will lead to increased public confidence. All staff are required to
comply with this policy.

2 http://nww2.nphs.wales.nhs.uk:8080/PubHObservatoryProjDocs.nsf
3 http://www.cardiffandvaleuhb.wales.nhs.uk/the-challenges-we-face

3
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6. EQIA / How will the strategy, policy, plan, procedure and/or service impact on people?

Questions in this section relate to the impact on people on the basis of their 'protected characteristics'. Specific alignment with the 7
goals of the Well-being of Future Generations (Wales) Act 2015 is included against the relevant sections.

How will the strategy, policy,
plan, procedure and/or
service impact on:-

Potential positive and/or
negative impacts

Recommendations for
improvement/ mitigation

Action taken by Clinical Board /

Corporate Directorate.
Make reference to where the mitigation is
included in the document, as appropriate

6.1 Age This policy applies equally to all | N/A
For most purposes, the main UHB staff members. Therefore
categories are: the impact of the policy on our
* under 18; staff is not affected by their age.
e between 18 and 65; and
e over65
6.2 Persons with a disability This policy applies equally to all | N/A
as defined in the Equality Act | UHB staff members. Therefore
2010 the impact of the policy on our
Those with physical staff is not affected by a
impairments, learning disability, | disability.
sensory loss or impairment,
mental hgalth cond_ifcions, long- If requested, an audio version
term medical conditions such as )
diabetes would be provided.
6.3 People of different This policy applies equally to all | N/A

genders:

Consider men, women, people
undergoing gender
reassignment

UHB staff members. Therefore
the impact of the policy on our
staff is not affected by their

4
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How will the strategy, policy,
plan, procedure and/or
service impact on:-

Potential positive and/or
negative impacts

Recommendations for
improvement/ mitigation

Action taken by Clinical Board /

Corporate Directorate.
Make reference to where the mitigation is
included in the document, as appropriate

NB Gender-reassignment is
anyone who proposes to, starts,
is going through or who has
completed a process to change
his or her gender with or without
going through any medical
procedures. Sometimes referred
to as Trans or Transgender

gender.

6.4 People who are married or | This policy applies equally to all | N/A
who have a civil partner. UHB staff members. Therefore
the impact of the policy on our
staff is not affected whether they
are married or have a civil
partner.
6.5 Women who are expecting | This policy applies equally to all | N/A
a baby, who are on a break UHB staff members. Therefore
from work after having a baby, | e impact of the policy on our
or who are breastfeeding. staff is not affected by women
They are protected for 26 weeks .
after having a baby whether or who are expecting a baby, who
not they are on maternity leave. | are on a break from work after
having a baby or who are
breastfeeding.
6.6 People of a different race, | This policy applies equally to all | N/A

nationality, colour, culture or
ethnic origin including non-

UHB staff members. Therefore

5
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How will the strategy, policy,
plan, procedure and/or
service impact on:-

Potential positive and/or
negative impacts

Recommendations for
improvement/ mitigation

Action taken by Clinical Board /

Corporate Directorate.
Make reference to where the mitigation is
included in the document, as appropriate

English speakers,
gypsies/travellers, migrant
workers

the impact of the policy on our
staff is not affected by people of
a different race, nationality,
colour, culture or ethnic origin
including non-English speakers,
gypsies/travellers, migrant
workers.

6.7 People with a religion or This policy applies equally to all | N/A
belief or with no religion or UHB staff members. Therefore
belief. o the impact of the policy on our
The term religion” includes a staff is not affected by their
religious or philosophical belief .
religion.

6.8 People who are attracted This policy applies equally to all | N/A
to other people of: UHB staff members. Therefore
* the opposite sex the impact of the policy on our

(heterosexual); staff is not affected by their
e the same sex (lesbian or :

; sexuality.

gay);
e both sexes (bisexual)
6.9 People who communicate | This policy applies equally to all | N/A

using the Welsh language in
terms of correspondence,
information leaflets, or service
plans and design

UHB staff members. Therefore
the impact of the policy on our
staff is not affected if they speak
Welsh.

6
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How will the strategy, policy,
plan, procedure and/or
service impact on:-

Potential positive and/or
negative impacts

Recommendations for
improvement/ mitigation

Action taken by Clinical Board /

Corporate Directorate.
Make reference to where the mitigation is
included in the document, as appropriate

Well-being Goal — A Wales of
vibrant culture and thriving
Welsh language

If requested, a copy in Welsh
would be provided.

6.10 People according to their | This policy applies equally to all | N/A
income related group: UHB staff members. Therefore
ConS|de.r people on low income, | the impact of the policy on our
economically inactive, staff is not affected by their
unemployed/workless, people .

who are unable to work due to Income.

il-health

6.11 People according to This policy applies equally to all | N/A
where they live: Consider UHB staff members. Therefore

people living in areas known to | the impact of the policy on our

exhibit poor economic ana/or staff is not affected by where

health indicators, people unable hev i

to access services and facilities | €Y live.

6.12 Consider any other This policy applies equally to all | N/A

groups and risk factors
relevant to this strategy,
policy, plan, procedure and/or
service

UHB staff members. Therefore
the impact of the policy on our
staff is not affected by any other
groups or risk factors.

7
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7. HIA / How will the strategy, policy, plan, procedure and/or service impact on the health and well-being of our population
and help address inequalities in health?

Questions in this section relate to the impact on the overall health of individual people and on the impact on our population. Specific
alignment with the 7 goals of the Well-being of Future Generations (Wales) Act 2015 is included against the relevant sections.

How will the strategy, policy,
plan, procedure and/or
service impact on:-

Potential positive and/or
negative impacts and any
particular groups affected

Recommendations for
improvement/ mitigation

Action taken by Clinical Board /
Corporate Directorate

Make reference to where the
mitigation is included in the
document, as appropriate

7.1 People being able to
access the service offered:
Consider access for those living
in areas of deprivation and/or
those experiencing health
inequalities

Well-being Goal - A more equal
Wales

No impact on people based on
deprivation and/or health
inequalities.

N/A

7.2 People being able to
improve /maintain healthy
lifestyles:

Consider the impact on healthy
lifestyles, including healthy
eating, being active, no smoking
/smoking cessation, reducing
the harm caused by alcohol and
/or non-prescribed drugs plus
access to services that support
disease prevention (eg
immunisation and vaccination,

No impact on people trying to
improve/maintain healthy
lifestyles.

N/A

8

20/278



9/16

How will the strategy, policy,
plan, procedure and/or
service impact on:-

Potential positive and/or
negative impacts and any
particular groups affected

Recommendations for
improvement/ mitigation

Action taken by Clinical Board /
Corporate Directorate

Make reference to where the
mitigation is included in the
document, as appropriate

falls prevention). Also consider
impact on access to supportive
services including smoking
cessation services, weight
management services etc

Well-being Goal — A healthier
Wales

7.3 People in terms of their
income and employment
status:

Consider the impact on the
availability and accessibility of
work, paid/ unpaid employment,
wage levels, job security,
working conditions

Well-being Goal — A prosperous
Wales

No impact on people based on
their employment status.

N/A

7.4 People in terms of their
use of the physical
environment:

Consider the impact on the
availability and accessibility of
transport, healthy food, leisure
activities, green spaces; of the
design of the built environment

No impact on people based on
physical environment.

N/A

9
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How will the strategy, policy,
plan, procedure and/or
service impact on:-

Potential positive and/or
negative impacts and any
particular groups affected

Recommendations for
improvement/ mitigation

Action taken by Clinical Board /
Corporate Directorate

Make reference to where the
mitigation is included in the
document, as appropriate

on the physical and mental
health of patients, staff and
visitors; on air quality, exposure
to pollutants; safety of
neighbourhoods, exposure to
crime; road safety and
preventing injuries/accidents;
quality and safety of play areas
and open spaces

Well-being Goal — A resilient
Wales

7.5 People in terms of social
and community influences on
their health:

Consider the impact on family
organisation and roles; social
support and social networks;
neighbourliness and sense of
belonging; social isolation; peer
pressure; community identity;
cultural and spiritual ethos

Well-being Goal — A Wales of
cohesive communities

No impact on people based on
social and community influences
on their health.

N/A

10
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How will the strategy, policy,
plan, procedure and/or
service impact on:-

Potential positive and/or
negative impacts and any
particular groups affected

Recommendations for
improvement/ mitigation

Action taken by Clinical Board /
Corporate Directorate

Make reference to where the
mitigation is included in the
document, as appropriate

7.6 People in terms of macro-
economic, environmental and
sustainability factors:
Consider the impact of
government policies; gross
domestic product; economic
development; biological
diversity; climate

Well-being Goal — A globally
responsible Wales

No impact on people based on
macro-economic, environmental
and sustainable factors.

N/A

11
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Please answer question 8.1 following the completion of the EHIA and complete the action plan

8.1 Please summarise the potential positive
and/or negative impacts of the strategy,
policy, plan or service

This is a high level framework approach which aims to achieve the values under
the policy, it is the protection of everybody’s information and gives clear
guidelines.

The policy details how the organisation protects someone’s data and security
without prohibiting access to services and providing adequate access to data to
meet individual needs and the appropriate sharing of data.

Action Plan for Mitigation / Improvement and Implementation

Action

d | Corporate Directorate

Lea | Timescale | Action taken by Clinical Board

8.2 What are the key actions | To ensure, if requested, that a Welsh version and | Jam | When
identified as a result of an audio version of the policy be provided. es requested

completing the EHIA?

We
bb

12
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Action

Lea

Timescale

Action taken by Clinical Board
| Corporate Directorate

8.3Is a more comprehensive
Equalities Impact
Assessment or Health
Impact Assessment
required?

This means thinking about
relevance and proportionality
to the Equality Act and asking:
is the impact significant
enough that a more formal and
full consultation is required?

This document forms part of Cardiff and Vale
University Health Board’s commitment to create a
positive culture of respect for all staff/patients etc.
service users. The intention is to identify, remove o
minimise discriminatory practice in relation to the
protected characteristics (race, disability, gender
identity, sexual orientation, age, religious or other
belief, marriage and civil partnership, trans status a
pregnancy and maternity), as well as to promote
positive practice and value the diversity of all
individuals and communities.

13
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Action Lea | Timescale | Action taken by Clinical Board
d | Corporate Directorate
8.4 What are the next steps? | For the Information Governance Policy to be JW | Q1 2021/22

Some suggestions:-

e Decide whether the strategy,
policy, plan, procedure and/q
service proposal:

o continues
unchanged as there
are no significant
negative impacts

o adjusts to account
for the negative
impacts

o continues despite
potential for adverse
impact or missed
opportunities to
advance equality
(set out the
justifications for
doing so)

o stops.

e Have your strategy,
policy, plan, procedure
and/or service proposal
approved

e Publish your report of this
impact assessment

e Monitor and review

updated with this EHIA assessment.

The EHIA will be reviewed by the Information
Governance Manager.

The policy will continue to be enhanced by the
actions identified within the EHIA.

The EHIA will inform actions and further policy
changes of the Policy and inform EHIA’s of the
component parts of any related policies.

The EHIA will be published, alongside the Policy,
on the intranet and internet once approved.

This EHIA will be reviewed three years after
approval unless changes to legislation or best
practice determine that an earlier review is
required. The UHB standard is that all policies
are reviewed within 3 years (1 year if a statutory
requirement).

14 26/278
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Report Title: Digital & Health Intelligence — Digital Transformation Progress Report

. 1th
Meeting: Digital and Health Intelligence Committee Ie)llaeteet.lng February
) 2021
Status: F?r . For X For For Information
Discussion Assurance Approval

Lead Executive: Director of Digital and Health Intelligence

Report Author
(Title):

Background and current situation:

Assistant Director of IT

The UHB has a constantly evolving 3 year strategic outline plan for informatics development
designed to underpin delivery of our strategy, IMTP, transformation programme and the Welsh
Government’s Healthier Wales and Informed Health and Care policies and strategies.

The D&HI directorate staff are committed to delivery of the digital strategy and the supporting road
map as it is developed. A key issue is the continued focus and efforts to support the UHB during
the on-going Covid19 pandemic as well as addressing the more strategic issues associated with
the organisation’s ambitions for digital maturity.

Work to present Digital developments via a dashboard-type report has not progressed as planned,
mainly due to pressures arising from the on-going pandemic and the UHB’s response to it.

Executive Director Opinion /Key Issues to bring to the attention of the Board/ Committee:

The Work Plan to support the emerging Digital Strategy (2020-2025) consists of multiple projects
and programmes, both local and national.

A summary of progress across Digital transformation work over the past 4 months from October
to January 2021 is set out below, starting with Covid-specifc developments.

Covid support programme

e De-commissioning of all the IT infrastructure at DHH is now complete

e Commissioning of the 400 bed Lakeside wing at UHW to open in November 2020 — Phase
one complete, phase two will be completed on the 13t and 14" February 2021 as planned

e Mass Covid Immunisation programme - Digital support is being given to the four Mass
Vaccination centres (Splott MVC, Pentwyn MVC, Holm View MVC and UHL). This includes
the availability of Win10 devices and full WiFi availability at all sites to enable access to the
Wales Immunisation System (WIS), set up of user accounts and a helpdesk bespoke to the
Mass Vaccinations/WIS service. Systems support includes the calculation and

— __d
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arrangement of auto-scheduled appointments into WIS across these sites, system testing
and change requests to the functionality of WIS.

e Continued support for thousands of staff to work from home

e Enabling virtual meetings through the extensive deployment of Teams and Office 365,
consultations via Attend Anywhere and Consultant connect

¢ Delivering all the Digital infrastructure redesign initiatives to support implementation of
Green Zones and ward / departmental moves which is on-going

e Upgrading of the PAS (PMS) system and Business Intelligence system in support of COVID
activities and reporting

e The Covid19 dashboard developed in the Business Intelligence System to support the
C19 Operational Group and wider organisation.

o Additional intelligence around test conversion rates and rapid testing has been provided
and data from the mass vaccination programme, visualized in the dashboard providing
intelligence around vaccines given and future bookings by population cohorts and
locations such as nursing homes and GP surgeries.

e The BIS team led modelling work being undertaken to support the vaccination
programme and developing the visualizing of staff lateral flow testing.

e Covid-19 Pathway functionality in PAS (PMS), released at the end of December 2020 to
allow clinical staff to manage pathways, providing a more accurate and up-to-date picture
of Covid within the UHB.

e Covid Biomarker Study with Cardiff University This is an ongoing collaboration with Cardiff
University that makes use of data supplied from our Oracle repository

e Covid Self-Test App (i0S/Android) a small app distributed to staff administering the
Vaccine to record daily test results from self-test kits. The data is also available to the
Data Warehouse for reporting. The app runs on users own devices and is distributed
through a secure server where app updates are also managed.

e COVID Testing using the all-Wales WCP instance in place in both UHW and UHL
Emergency Units, allowing SMS results to be sent to patients not required to stay in
hospital.

Other progress

C&V Data Repository

This focusses on accessible data, through sharing and wider clinical use of data stored in GP,
community, mental health, EU, outpatient, theatre and maternity information systems. Work is
continuing to deliver phase 1 of the Clinical Data Repository (CDR) with preparation including
hardware and training on FHIR (Fast Healthcare Interoperability Resources), which is the
standard describing data resources and APIs for exchanging electronic health data. This will feed
into the National Data Resource programme led by NWIS.

There are currently three proof of concept initiatives running:

o WAST feed. This is a real-time feed from the Welsh Ambulance Trust of impending
ambulance arrivals at UHW (a collaboration between CAV, BCUHB and WAST).

e 2-Way cancer data link between CAV and Velindre. A real-time data feed between the

organisations for patients that are co-managed, work is in the final stages of the.li _
— CAV.1o Velindre.
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e Prehab2Rehab - supporting at a data and system level. We are currently in discussions
with NWIS and the Primary Care system suppliers to interface with the GP systems.

Other ongoing and future work:
¢ Single Cancer Pathway (SCP) reporting. A real-time feed to the NDR for the reporting of
SCP information. This will be used for reporting initially but could be used for operational
use in the future in line with the principals of NDR.

Integrated Digital Health and Care Record

Work has progressed with enabling multi-disciplinary teams to share common records, e.g. use
of Vision 360 GP clinical record system to allow clinicians to see primary care data at a cluster
level. GPs can now access and see community data via the PARIS system.

Data to Knowledge

Data shared with Lightfoot to support the “Signals from Noise” insights work includes data feeds
completed for Radiology, Out of Hours (Adastra), CRT Services and Mental Health. Data feeds
have been developed and released by the Bl Team. Agreement has been reached in
developing an information sharing framework between health and social care providers creating
a unified view of patient demand for core services, understanding patient flow between different
organisations across the “system” and patient outcomes and interventions.

A more detailed update on progress against specific projects forms the remainder of this report.

Local / National Projects

o Pharmacy System Replacement Programme - Training on the new system began Jan
2021. Go live still scheduled for May 2021. Windows 10 upgrade required to implement the
new pharmacy system 90% complete in pharmacy.

e Philips Cardiology system upgrade —IT preparation work with the service ongoing. Agreeing
costs of new servers with service, once agreed will plan go live date. SBAR submitted to
cardiology clinical board Dec 2020.

e Chemocare Version 6 Upgrade — IG agreements signed off Sept 2020, planning to start
upgrade early 2021. Awaiting server configuration before supplier will schedule upgrade.

e Consultant Connect - Over 1000 calls have been made through the service for telephone
advice and guidance since launch.

e Cardiology GE system upgrade — system is end of life and agreement to upgrade system
and servers was reached by Cardiology and GE in Dec 2020. Plan for implementation early
2021

Welsh Clinical Portal and GP Test Requesting

— o Pathology Electronic Test Requesting continues to be rw_
B e —
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go live areas include Lakeside Wing wards, Neonatal and Paeds Outpatients.

e A Laboratory Medicine and Clinical Diagnostics & Therapeutics (CD&T) service driven
eTR Mandate Project commenced in December 2020 aiming to increase eTR up-take to
90%+ across CVA UHB and Primary Care by January 2023.

e WCP Results and Notifications functionality is being implemented in additional specialties
following the successful pilot in Gastroenterology.

o Result Notification pilots extended to Gastroenterology Consultants, Haematology
Consultants, Metabolic Medicine, Haemophilia Centre and Neurosciences consultants.

e GPTR Pilot - restarting the GPTR pilot initially with three GP sites in Feb ‘21.

ETR Rolled out to Major Trauma Unit and Neo-natal with roll-out complete for Paediatrics
WCP Mobile Application increased roll out to Nurse Practitioners and Pharmacists
November 2020.

PARIS community system

e Expansion of GPs direct access to PARIS in support of cluster working agreed to be
expanded across the region. Rollout will be through Q4 2020/Q1 2021.

e Overhaul of PARIS solution (major efficiency version change from vendors) in testing and
preparation for Feb 2021 rollout. In-system dashboards, navigation shortcuts,
customisation and Subject access request (SAR) are all major component parts.

Infrastructure

The Cancer Tracking Module

This was released on the 20" January 2021 with the first SCP report from the system due at the
end of January. This is a replacement of the Tentacle system which resides on our Oracle
repository and links in directly with the PAS (PMS) system.

COM2/D&T
Additional functionality has been included and released within COM2 and D&T as part of
Outpatient transformation including:
e See on Symptoms and Patient Initiated Follow-up functionality
¢ Video capable functionality to support the use of Attend Anywhere
¢ Clinic management functionality allowing clinicians to work without admin support
¢ Integration with e-comms to make communication with patient by SMS possible
e Prototype WCP stapling (to a test WCP instance) successful

PSA Tracker

System to log and track patients with prostate cancer. The system records all PSA results for
patients who are monitored and generates alerts where problems are identified. This allows the
users to contact the patient accordingly.

Two versions have been developed — one for CAV and one available to all-Wales.

Major Trauma System _
———Eallowing a successful trial in CAV, the locally develow
e ————
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Network is being rolled out across all health boards in the network.
Electronic Radiology Referrals

This ongoing development makes use of our in-house developed eAdvice platform and will be
piloted with GPs initially.

Assessment and Risk Implications (Safety, Financial, Legal, Reputational etc:)

Assurance is provided by regular internal updates and planning reviews with items for exception
highlighted to the Digital Health and Intelligence Committee.

Recommendation:

The Committee is asked to:

o NOTE the progress across the broader Digital Work Programme

Shaping our Future Wellbeing Strategic Objectives
This report should relate to at least one of the UHB’s objectives, so please tick the box of the
relevant objective(s) for this report

1. Reduce health inequalities 6. Have a planned care system where
demand and capacity are in balance
2. Deliver outcomes that matter to 7. Be agreat place to work and learn
people
3. All take responsibility for improving 8. Work better together with partners to
our health and wellbeing deliver care and support across care

sectors, making best use of our
people and technology

4. Offer services that deliver the 9. Reduce harm, waste and variation
population health our citizens are sustainably making best use of the X
entitled to expect resources available to us

5. Have an unplanned (emergency) 10. Excel at teaching, research,
care system that provides the right innovation and improvement and
care, in the right place, first time provide an environment where

innovation thrives

Five Ways of Working (Sustainable Development Principles) considered
Please tick as relevant, click here for more information

Prevention Long term Integration Collaboration  x Involvement

Equality and Yes / No / Not Applicable

Health Impact If “yes” please provide copy of the assessment. This will be linked to the

Assessment report when published. _
—

Completed:
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Digital Strategy — Plan on Page

Report Title:

M . 1th
Meeting: Digital Health Intelligence Committee eet.mg February

Date:

2021
Status: F?r . For For x  For Information
Discussion Assurance Approval

Lead Executive: Director of Digital Health Intelligence
R(?port AT Director of Transformation
(Title):

Background and current situation:

Cardiff & Value UHB’s Digital Strategy, approved in 2020, sets out ambitions and plans for the
next 5 years. The attached appendix seeks to describe the Digital strategy on as few pages as
possible to provide an overview of our plans to transform digital services via the roadmap
describing our plans.

Executive Director Opinion /Key Issues to bring to the attention of the Board/ Committee:
The Digital Strategy roadmap will develop into a detailed work programme requiring investment
and support from across the UHB. It will deliver digital transformation as a key enabler to

support the UHB’s strategy “Shaping our Future Wellbeing” and deliver the UHB’s digital
maturity standards and capabilities.

Assessment and Risk Implications (Safety, Financial, Legal, Reputational etc:)

Delivery is to be overseen and managed by the governance structure agreed within the Digital
Strategy, clinically led with the four strategic delivery programme boards (Patient, Analyst,
Clinician and Capabilities channels) each chaired by a clinician.

Recommendation:
The Digital Health and Intelligence Committee is asked to:

¢ RECEIVE and NOTE the progress being made in developing the underpinning roadmap
plans in support of the Digital Strategy

— ___/
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Shaping our Future Wellbeing Strategic Objectives
This report should relate to at least one of the UHB’s objectives, so please tick the box of the
relevant objective(s) for this report

1. Reduce health inequalities 6. Have a planned care system where
demand and capacity are in balance
2. Deliver outcomes that matter to 7. Be a great place to work and learn
people
3. All take responsibility for improving 8. Work better together with partners to
our health and wellbeing deliver care and support across care

sectors, making best use of our
people and technology

4. Offer services that deliver the X 9. Reduce harm, waste and variation
population health our citizens are sustainably making best use of the X
entitled to expect resources available to us

5. Have an unplanned (emergency) 10. Excel at teaching, research,
care system that provides the right innovation and improvement and
care, in the right place, first time provide an environment where

innovation thrives

Five Ways of Working (Sustainable Development Principles) considered
Please tick as relevant, click here for more information

Prevention Long term Integration Collaboration Involvement
Equality and

Health Impact Yes/ No/ Not Applicable

Assessment If “yes” please provide copy of the assessment. This will be linked to the
Completed: report when published.

Kind and caring Respectful Trust and integrity Personal responsibility
Caredig a gofalgar ddiriedaeth ac Cyfrifoldeb personol

2/2
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Q . . . Digital & Health Intelligence
ovid response

Telephone advice & guidance - i
2020 . . p g SNOMED CT - all PAS in UHB 0365 and MSTeams
Virtual Consultations

Telemedici Digital dictation & Transcription| Analyse platform - ability to * chat message video calling
) elemedicine i . visualise complex data e.g. * file share (collaborate)
o _ Digital primary care ,
Telecare, assistive technologies capacity across the UHB

Scheduling — community nursing Upgrade desktop estate &

E-Consent Online referrals/e-referrals Electronic test requesting (€-TR) \yingows 10 upgrade

Clinical Data repository (CDR)
/ Local data repository (LDR)
National data repository (NDR)

Personal Health Record with

Staff mobilisation inc. UYOD
PREMS/PROMS - Telehealth

‘Making things easier for staff’

Electronic Patient record
Electronic Health record

- i Clinical / specialty applications
Choose and Book / e-bookings P y app Rotas/e-rostering

Self directed enquiry management Integrated diagnostics
Shared health and d Electronic pathology ordering |E-health platform Staff WiFi channel with seamless
ared heaith and care record | Electronic observations (e-obs) -
. . i onnectivity throughout the estate
across multiple agencies Extend POCT Interoperability internally & ¢ Ctivity throughou

between agencies

Broadcast (film) public meetings All Enablers inc. virtual desktop

) ePMA — electronic prescribing
e.g. Board meetings

Scan4Safety (completed)

& medicines administration Managed / Follow Me print
Digital communications Process automation (bots, Al)

Letters, Correspondence

Single Sign On (completed) ‘Smart’ staff cards — log-in,
Signals for Noise door access, secure print, permits

2025

Patient Channel Clinician Channel Analyst & Platform Capabilities
Programme Programme Channel Programme Programme



Roadmap Red Amber

HIGHLIGHTS

* eTR mandated

* 1,116 virtual consultations

* TAG - 20 specialties, live in all
GP surgeries, over 1000 calls
85% mailboxes migrated 0365

Vaccinations

OPPORTUNITIES

ENT shop window

See separate slide
e Cardiff City Region bid
0365 Broadcast *  PHR re-procurement

Ask Len * Business case completions
Velsh subtitles Jan 202

Public meetings

TRATEGIC QUESTIONS

C-19+ New Ways of Working
Gillick competence (PHR)

46% of elective

e A referrals avoided
Additional CAV1.5m irtual consultatig
funding * LINC £203K tbc by WG /67K hours travel time

° WG £500K capex saved for patients

i =

T 1 B R BN |



How digital could enable new models of care - Planned Care

Patients&Carers

i3
@

Enablers
My personal device
Pre referral — Patient pathways
information
Post referral — PHR

.

Primary&Community

._s-.%_
{

Deliver consult virtually from
home or F2F in care setting

Enablers

Up to date Win10 device with

0365 & MSTeams

Gpe-TR

Single sign on in some settings

Digital dictation & transcription

Healthcare Pathways

CAV247

Patient Communications
“

L..!

1

SecondaryCare

Deliver consult virtually from
home or F2F in the hospital

Enablers
Up to date Win10 device with
0365 & MSTeams
Electronic test requesting
Single sign on in some areas
Digital dictation & transcription
Al to reduce DNAs
ScandSafety supporting flow
ePMA, EPR




Report Title: Digital Strategy — Case for Investment

. 1th

Meeting: Digital Health Intelligence Committee Meet.mg February
Date:
2021
Status: F?r . For X For For Information
Discussion Assurance Approval

Lead Executive: Director of Digital & Health Intelligence
?I'?trl):)r't AL Director of Digital Transformation

Background and current situation:

Cardiff & Vale UHB Board approved the Digital Strategy (2020-2025) in July 2020 on the
recommendation of the D&HIC committee. The strategy sets out the future direction and plans
for a digitally advanced organization through the development of a detailed roadmap including
plans to address legacy underlying infrastructure issues to build new and innovative digital
solutions. Creating and maintaining a solid platform and fit for purpose infrastructure are
essential to the delivery of all future digital transformation plans.

The UHB has committed additional short-term investment funding for Digital services during
2020/21 to assist with fast-tracking and resourcing the Win10 rollout programme, O365 mail
migration and mobilization.

There is however no recurrent funding to address an annual PC/device replacement programme
nor adequate capital investment to ensure that all critical IT infrastructure upgrades and
replacements are fully funded.

Executive Director Opinion /Key Issues to bring to the attention of the Board/ Committee:

The case for investment seeks to secure regular annual investment in the UHB’s digital
infrastructure, partly to address the legacy challenges, but also to improve our current level of
digital maturity from the current basic level of 1&2 to becoming a digitally mature organization
where we have complete health records, accessed anywhere by any device and where real time
data available across all systems to anyone who needs it.

The Covid pandemic has been the cause of much digital transformation over the last 10 months
with more and more staff relying on digital solutions to work from home, provide virtual
consultations and to participate in virtual meetings; a large proportion of staff are now reliant on
mobile devices, expecting to be able to connect and work seamlessly irrespective of where they
are.

— ___/

CARING FOR PEOPLE L\ GIG |t merrse
KEEPING PEOPLE WELL Y7 NHs | curaie
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Assessment and Risk Implications (Safety, Financial, Legal, Reputational etc:)

ASSESSMENT

Whilst CAV UHB will have benefitted from WG digital funding (both revenue and capital), the
amounts are generally small and targeted for delivery of specific outcomes. There is also
recognition that the capital funds allocated to the UHB are part of a finite pot and that any
increase in the Digital allocation can only be achieved by reducing the allocation to fund CAV
UHB’s Estates requirements.

RISK

The lack of a central funding pot for any new or replacement devices prevents an annual refresh
programme, meaning that PCs and other devices are left in use far beyond their normal lifecycle
leading to poorer performance, more IT support calls/interventions and frustrated users. The
impact for service delivery is potentially compromised by using and relying on aged devices
running on legacy infrastructure.

ASSURANCE is provided by:
The case for investment document (appended to this paper) sets out the reasons for additional

investment, covering benefits, options and recommendations for improving the Digital
infrastructure.

Recommendation:

The Digital Health and Intelligence Committee is asked to:

e RECEIVE and APPROVE the approach and content within the investment case for
consideration by the UHB’s management executive group.

Shaping our Future Wellbeing Strategic Objectives
This report should relate to at least one of the UHB’s objectives, so please tick the box of the
relevant objective(s) for this report

2/3

1. Reduce health inequalities 6. Have a planned care system where
demand and capacity are in balance
2. Deliver outcomes that matter to 7. Be a great place to work and learn
people
3. All take responsibility for improving 8. Work better together with partners to
our health and wellbeing deliver care and support across care
sectors, making best use of our -__

CARING FOR PEOPLE caQ,o GIG |Burssechys risoo
KEEPING PEOPLE WELL NHS | castondte

42/278



4. Offer services that deliver the 9. Reduce harm, waste and variation

population health our citizens are sustainably making best use of the X
entitled to expect resources available to us
5. Have an unplanned (emergency) 10. Excel at teaching, research,
care system that provides the right innovation and improvement and
care, in the right place, first time provide an environment where

innovation thrives

Five Ways of Working (Sustainable Development Principles) considered
Please tick as relevant, click here for more information

Prevention Long term Integration Collaboration Involvement
Equality and

Health Impact No

Assessment If “yes” please provide copy of the assessment. This will be linked to the
Completed: report when published.

Kind and caring Respectful Trust and integrity Personal responsibility
Caredig a gofalgar Ymddiriedaeth ac uniondet Cyfrifoldeb personol

— __d

CARING FOR PEOPLE o AN S bt i
KEEPING PEOPLE WELL Y7 NS ot
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Delivering the Digital Strategy
Case for Investment and Change
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1 Our Strategic Imperative

Cardiff and Vale UHB aspires to become world class, challenging traditional models of service in order to

consistently deliver the best possible health and care outcomes for its population and patients by adopting

cutting edge and vanguard innovations that lead to improvements. This includes:

e Being an exemplar for research, development and innovation nationally and internationally

o Remote monitoring using artificial intelligence (Al)-enabled processes and medical devices

o New health and care models enabled by robotics, virtual reality - all technological advancement

e Precision medicine as part of a world renowned Genomics service

o Creating and delivering The Dragons Heart Institute, a new paradigm in accelerated delivery

e Strategic partnerships and collaborations with other agencies, industry and academia on a local,
national and international scale

e Building a cutting edge 215t century tertiary centre capable of dynamic flex to meet any demands whilst
also enabling and facilitating a shift to patient centred care, in the community and in the patients home

o Big Data for risk stratification at the point of care, predictive analytics, and soon, on-demand healthcare

o Ensuring the new reality described in the Shaping our Health and Wellbeing strategy.

Achieving these aims is dependent upon CAV becoming a digitally advanced organisation

1.1 Purpose

The purpose of this document is to commend a 5 year roadmap to deliver the approved CAV Digital
Strategy that will rapidly enhance our digital maturity, enable our staff, empower our patients and leverage
our rich data sets so that we move to preventative health and care by becoming a learning health and care
system. It will enable us to take huge strides towards meeting the aims at 1 above.

The roadmap indicates a priority order for initiatives and a governance model to ensure that what we do is

clinically led, patient centred and managed. It also:

e advocates co-production as a way of working, building on learnings including the Robert Wachter report
‘Making IT work..’, the Topol review, international digital maturity standards, the CAV Convention,
working with NWIS and the wider Wales digital eco-system

o aligns with national governance and programmes such as Digital Services for Patients and the Public
and standards including the National Architecture review

1.2 Benefits of becoming a digitally advanced organisation
There is a wealth of empirical evidence to support the benefits that sustained investment in digital will
realise including:
e Return on investment — multi-million cash releasing programmes
¢ Release time to care — thousands of hours equivalent to millions of pounds in productivity gain
o Transformed patient experiences where self-empowerment and self-management is the norm
¢ Reduce isolation and loneliness by reducing digital and social exclusion
e Better health, better outcomes for all
e Efficiency through better throughput and flow
e Reduction in inventory
e Improved safety, quality, quicker, informed clinical decision making
e Forward planning, using data to manage capacity across the system, predictive analytics and
risk stratification at point of care
e Carbon reduction and a mobilised workforce
e Happier, healthier staff
e |T just works

1.3  Benefits realisation

Organisations that invest in becoming digitally capable are already realising these benefits. Some shorter
term practical internal opportunities we have in CAV are discussed at 10.3, these are just a few examples.
The May 2020 National Audit Office report' describes that some digitally facilitated benefits take longer to

1 https://www.nao.org.uk/wp-content/uploads/2019/05/Digital-transformation-in-the-NHS.pdf
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manifest and also that reliance on national funding alone is insufficient to become digitally mature. We must
also invest themselves.

1.4 Recommendations

The approved Digital Strategy explained that we need to resolve legacy underlying infrastructure in order to
develop digital capability, over time, in a careful, managed way that prioritises benefit realisation - for staff
and for patient care. Recommendations on what we can do and how we can fund our digital aspirations that
underpin Cardiff and Vale becoming world class are summarised below. Text that has been shaded in grey
within this document refers to those recommendations that have already previously been agreed for funding
by Management Executive on 23 November 2020 and are included for completeness.

Document ref Recommendation

Agree the digital roadmap and build an EPR

Agree Option 3- invest in the roadmap

.l Implement the funding options recommendations

e Increase discretionary capital to move towards the estimated £3.41m pa

o Centralise all digital spend where it is appropriate and fund any ongoing liability
e.g. licences

Invest £0.4m from 01/12/20 to
o work proactively with finance and estates to build cash releasing business

December cases (may require using agency staff)
2020 e support the development of a financial model to reinvest savings realised in

the digital roadmap
e deliver some high impact, tactical improvements
Each Clinical Board to
e Invest £250K revenue pa to fund staff and software managed by D&HI to
develop and deliver enterprise capabilities described in the roadmap
Commit (if capital funding is not forthcoming from the organisations
discretionary capital) to a top slice that moves towards the estimated £3.41m
pa to bring up the base of the IT estate and maintain it, at a replacement rate
of 1/5 of the estate pa, prioritising unsupported and/or end of life servers, the
oldest of our desktop/laptop devices and network improvements
Additional equipment. A common complaint from some clinical staff is they do
not have enough computing equipment to meet their needs (space is not
always the limitation)
Digital slippage or grant funding from any source should target our digital
transformation, not be used to support our underlying IT estate

2 Our Vision and Aims for digital

Aims
Digital First for patients and carers
v" Digital first, easy access to health and care
services for people when they need them, face to
face or inpatient only when necessary
v" Tell your story once and everyone involved in your
direct care will know your story

Digital First for staff

v" Our staff are digitally enabled with the right tools
for the job, are equipped and skilled for the internet
age, have modern equipment and IT ‘just works’

Seamless information sharing across professional

and organisational boundaries

V" By getting rid of information silos, it's easy to get
the right information, at the right time and in the
right place, speeding diagnoses, risk stratifying at
point of care improving safety and quality, reducing
errors and costs
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