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Unconfirmed Minutes of the Special Digital Health & Intelligence Committee
Thursday 9t July 2020 9:30am — 12:00pm

Via Skype
Chair:
Eileen Brandreth EB Committee Chair / Independent Member - ICT
Members:
Michael Imperato Ml Committee Vice Chair / UHB Interim Vice Chair
In Attendance:
Nicola Foreman NF Director of Corporate Governance
Charles Janczewski CJ Interim UHB Chair
Christopher Lewis CL Deputy Finance Director
Angela Parratt AP Director of Digital Transformation — IM&T
Len Richards LR Chief Executive Officer
David Thomas DT Director of Digital & Health Intelligence
Allan Wardhaugh AW Chief Clinical Information Officer
James Webb JW Information Governance Manager
Secretariat:
Laura Tolley LT Corporate Governance Officer
Apologies:
Gary Baxter GB Independent Member
Jonathon Gray JG Director of Transformation & Implementation
Stuart Walker SW Executive Medical Director
DHIC 20/07/001 | Welcome & Introductions Action

The Committee Chair (CC) welcomed everyone to the public meeting.

DHIC 20/07/002 | Quorum

The CC confirmed the meeting was quorate.

DHIC 20/07/003 | Apologies for Absence

Apologies for absence were noted.

DHIC 20/07/004 | Declarations of Interest

There were no declarations of interest.

DHIC 20/07/005 | Minutes of the Committee Meeting held on 4t February 2020

The Committee reviewed the minutes of the meeting held on 4" February
2020.

Resolved — that:
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(a) The Committee approved the minutes of the meeting held on 4t
February 2020 as a true and accurate record.

DHIC 20/07/006 | COVID-19 Response

The Director of Digital & Health Intelligence (DDHI) introduced Angela
Parratt, newly appointed Director of Digital Transformation (DDT) to the
Committee.

The DDHI explained the following:

DT

e 56/62 practices had gone live and were actively using video
consulting;

e In secondary care, 32 services are live, 15 are in design and a
further 37 had expressed interest;

e Attend Anywhere had exceeded 1000 consultations virtually;

e Staff resource on the internet, patient facing waiting room and
patient communication was being implemented across the UHB;

e Zoom was used on an adhoq basis, there were concerns using
this, therefore it was only used in extra ordinary circumstances;

e Cystic Fibrosis team had used zoom to deliver virtual leisure centre
exercises with positive feedback received;

e Consultant Connect went live on 15t June 2020, and a further roll
out was underway to 8 specialities who had expressed interest in
the service, this was due to be completed in the coming weeks;

e Hospisfy Platform was used on an adhoq basis;

e Microsoft Teams had been rolled out across the UHB, first phase
was 250 staff, it would be rolled out to everyone going forward,
Teams would require complete integration with outlook therefore it
would take time, however once Office 365 was installed by the end
of September 2020, the UHB would be able to convert fully to
Microsoft Teams;

e Office 365 Implementation Board would be chaired by Allan
Wardaugh — Chief Clinical Information Officer (CCIO);

e Clinical data was being captured remotely via a locally built COM I
system;

e IT department had built 1400 laptops, 900 maraki boxes and set up
800 blackberry work devices to enable over 2000 employees to
work remotely;

e WiFi was fully funded by the UHB, instead of the Health Charity;

e The IT team supported Dragons Heart Hospital to be fully
connected within 2 weeks, the team were able to replicate a
smaller version of UHW at the site, therefore all staff had the same
access regardless which location they were based;

e In relation to lessons learned, the team had created a culture of
‘can do’ and ‘can do at pace’ and the challenge was to ensure this
would be continually supported.

The DDT advised all hospital sites were configured at the same time as
everything above, and as a new arrival to the UHB she was very
impressed by the commitment and dedication of the digital team.

_:
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The CC commended the team on the significant achievement and
expressed concern that the team felt appreciated and their achievement
was recognised enough. The CC also asked the DDHI to ensure that staff
wellbeing was monitored over the coming months.

The UHB Chair echoed the comments made by the CC and recognised
the work that the digital team had undertaken and achieved over the past
few months. The UHB Chair expressed thanks to the whole digital team
for the first class support provided across the UHB.

The Chief Executive Officer (CEO) commented that the UHB would not
have responded to COVID-19 as well as it had without the digital
department. The CEO added there was significant work to be carried out
across the UHB in relation to digital, therefore clarity would be required on
what could be achieved at the new pace of delivery. A key element was
Microsoft Teams, this initially had a 3 year delivery programme however it
had been delivered within 3 months. The CEO added there had been a
positive culture change towards digital across the UHB.

The CC confirmed a letter of thanks would be sent out on behalf of the
Committee, countersigned by the UHB Chair to the digital team.

Resolved — that:

(a) the Committee noted the COVID-19 Response and that the CC | EB
would write to convey recognition and thanks to the digital team.

DHIC 20/07/007 | Digital Strategy — Final Version
The DDHI and CCIO introduced the strategy and confirmed the following:

e Strategy had been shared with HSMB and was well received,;

e Strategy would continue to change and developed as technology
adapted;

e The team had identified objectives with the knowledge these would
change over time;

e UHB recognised it had not delivered elements of Shaping our Future
Wellbeing and Digital was a key enabler of this;

e Infrastructure review had been undertaken on an All Wales level and
outputs identified all Health Board need to invest in this area;

e DDHlI lead the infrastructure review during COVID-19 and work was
commended by Welsh Government, this was a very important
Cardiff & Vale representation;

e Strategy was based on open architecture around an open platform;

e Three channels identified — Patient, Clinician and Analyst Channel;

e Digital Management Board had been set up where all key decisions,
investment and direction of travel would be agreed;

e Information Governance group developed to address and overcome
any Information Governance issues;

e Crucial element would be to have patient and staff involvement at

design phase.
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The CEO explained the strategy demonstrated how digital could drive
Shaping our Future Wellbeing. The CCIO added that in conversations held
with other Health Boards, all Health Boards had the same desire to do
things in the National interest but in an individual way to suit the
organisations, therefore the UHB were pushing and trying to work
collaboratively with Welsh Government, however there may be some
difficulty experiences as Welsh Government want systems on an All Wales
Level. The CEO explained the UHB needed to endorse the approach taken
by the digital team and remain faithful to the strategy that is outlined. The
UHB needed to be prepared to take risks and support the digital team as
they moved forward.

The CC agreed with the CEO and asked how the UHB were engaged with
local authorities and communities that the UHB needed to share data with?
In response, the CCIO confirmed engagement was at the National
Resource Project, the DDHI added that the Digital Programme Board would
include Local Authority representation.

The CC asked if a change was seen within NWIS. In response, the DDHI
explained NWIS was moving to become a special health authority,
therefore would have a Board of Directors to ensure they are accountable,
this was a positive step forward where the UHB would have an opportunity
to shape discussions.

The CC queried in relation to Governance where the Digital Management
Board would report to? In response, the DDHI confirmed the Digital
Management Board Terms of Reference explained the Board would report
into Management Executive, HSMB and the Digital & Health Intelligence
Committee.

The CC advised the Committee that she would like to ensure Board had
more direct conversations relating digital and recognise the significant level
of investment needed in this area. In response, the CEO informed the
Committee there had been changes at Executive level and going forward
both DDHI and CCIO would report to the CEO, in addition to being invited
to Board meetings as participants to ensure digital had more input at Board
level. The CC commented this was very positive progress and welcomed
the changes.

Resolved - that:
(a) the Committee noted the Digital Strategy — Update on Progress.

(b) the Committee recommended the Digital Strategy to the Board for
approval.

DHIC 20/07/008 | Any Other Business

The CEO explained a year ago the UHB carried out work with the Board on
the UHB risk appetite which outlined where the Board felt the UHB were as
an organisation and what the direction of travel would look like. The CEO
added he would like this to be re-circulated to serve as a reminder to ensure
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the UHB moved up the scale from a cautious organisation to a seeking
organisation.

The Director of Corporate Governance (DCG) would circulate the risk | NF
appetite to Committee members.

Resolved — that:

(a) the Committee noted the Any Other Business raised.

DHIC 20/07/009 | Items to bring to the attention of the Board / Committees

It was agreed the following item would be taken to the Board for approval | LT
on 30" July 2020:

(a) Digital Strategy
Resolved - that:

(a) the Committee noted the items recommended to the Board for
approval.

DHIC 20/07/010 | Review of the Meeting

The CC conducted a review of the meeting. All present confirmed the
meeting had run very smoothly and good, positive discussions had been
held.

DHIC 20/07/011 | Date & Time of Next Meeting

Thursday 8™ October
9:30am — 12:30pm
Woodland House / Via Skype
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Action Log
Following the Digital Health & Intelligence Committee

Held on 9t July 2020
Minute Ref | Subject | Agreed Action Lead | Date | Status
Complete Progress
DHIC COVID-19 Committee & UHB Chair to write to | Eileen 08/10/2020 Complete
20/07/006 Response Digital Team to convey thanks for all | Brandreth
their hard work.
DHIC Risk Appetite Director of Corporate Governance to | Nicola 08/10/2020 Complete
20/07/008 circulate the risk appetite to| Foreman
Committee members.
Actions in Progress
ITGSC 18/028 | GP Pilot Three month pilot report to be David 08/10/2020 On agenda for October
IGSC 17/031 submitted to the next meeting Thomas Item 2.4
DHIC Digital Strategy Final version of Digital Strategy to be | David 08/10/2020 On agenda for October
20/02/008 brought to committee Thomas ltem 2.1
DHIC Digital Strategy — | DT to discuss with Exec Dir of | David 08/10/2020 On agenda for October
20/02/008 Informatics for Planning re Informatics to create a | Thomas Item 3.2
Plan on a Page ‘plan on a page’ for the Digital Strategy
DHIC Data  Repository | A verbal update regarding the |G | James 08/10/2020 A verbal update be provided at the
20/02/009 Governance Promise be brought to the June | Webb October meeting
meeting
DHIC Digital Dashboard style report to be provided | David 08/10/2020 On agenda for October
20/02/010 Transformation at the next meeting Thomas Item 3.1
Progress Report
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2020-21

Reference to the Board

Minute Ref Subject Agreed Action Lead Date Status
DHIC Digital Mobile Final Strategy be brought to the June | David 08/10/2020 On agenda for October
20/02/016 Strategy meeting Thomas Item 2.2
DHIC 20/02/17 | Information Information Governance Manager to | James 08/10/2020 Postponed to February meeting
Governance Policy | undertake a local EHIA on the policy | Webb
for those areas that deviate from the
All Wales policies.
Actions referred to the Board / Committees of the Board
DHIC Committee Annual | The Committee recommended | Nicola 26t March Complete: Committee Annual Report
20/02/018 Report 2019-20 approval of the Committee Annual | Foreman 2020 approved by Board 26/03/2020
Report to the Board
DHIC Committee Work The Committee recommended | Nicola 26t March Complete: Committee Work Plan
20/02/019 Plan 2020-21 approval of the Committee Work | Foreman 2020 approved by Board 26/03/2020
Plan to the Board
DHIC Committee Terms | The  Committee  recommended | Nicola 26t March Complete: Committee Terms of
20/02/020 of Reference approval of the Committee Terms of | Foreman 2020 Reference approved by Board

26/03/2020

2/2
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Report Title: Digital Strategy — Final Version
Meeting 8th October

Meeting: Digital & Health Intelligence Committee Date: 2020
Status: For For For .
- . x  For Information
Discussion Assurance Approval

Lead Executive: Director of Digital & Health Intelligence

Report Author Director of Digital & Health Intelligence
(Title):

Background and current situation:

The creation and development of Cardiff and Vale’s Digital Strategy 2020-2025 sets out the
direction of travel and is a key enabler of the UHB’s service transformation plans over the next 5
years. The Digital Strategy was presented to the Committee on 9t July 2020 where it was
ratified and recommended for UHB Board approval.

The Digital Strategy was subsequently approved by the UHB Board at its meeting on 30" July
2020.

The final version of the Digital Strategy has been updated to reflect the governance arrangements
being put in place as the focus moves from development to delivery. An additional section has
been inserted (referenced at Appendix 1) which sets out the governance system adopted to
oversee and manage the work programmes, ensuring that these remain clinically-led.

Executive Director Opinion /Key Issues to bring to the attention of the Board/ Committee:

Delivery of the Digital Strategy will require a detailed roadmap addressing the key themes and
wider organizational implications, committing the UHB to a direction of travel informed by clinical
services and the UHB’s own future plans. Delivery of the plans will require investment decisions
to be made based on business cases that will describe the benefits to be derived from their
implementation.

The Digital Strategy will inevitably evolve and change as local and national initiatives become
clearer and are implemented.
Assessment and Risk Implications (Safety, Financial, Legal, Reputational etc:)

The Strategy’s success will be dependent on adequate investment plans as well as an appetite
to deliver transformed services, which will require cutural changes to the ways of working.

Recommendation:
The Committee is asked to:

AGREE the final version of the Digital Strategy for the UHB for 2020-2025.
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Shaping our Future Wellbeing Strategic Objectives
This report should relate to at least one of the UHB’s objectives, so please tick the box of the
relevant objective(s) for this report

1. Reduce health inequalities 6. Have a planned care system where
demand and capacity are in balance
2. Deliver outcomes that matter to 7. Be a great place to work and learn
people
3. All take responsibility for improving 8. Work better together with partners to
our health and wellbeing deliver care and support across care

sectors, making best use of our
people and technology

4. Offer services that deliver the X 9. Reduce harm, waste and variation
population health our citizens are sustainably making best use of the
entitled to expect resources available to us

5. Have an unplanned (emergency) 10. Excel at teaching, research,
care system that provides the right innovation and improvement and
care, in the right place, first time provide an environment where

innovation thrives

Five Ways of Working (Sustainable Development Principles) considered
Please tick as relevant, click here for more information

Prevention X Long term Integration Collaboration Involvement
Equality and

Health Impact )

Assessment Not Applicable

Completed:

= ___/
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Digital Strategy for Cardiff & Vale UHB

* Section One

* Section Two
e 2.1
e 2.2
e 2.3

e Section Three

Overview

Achieving the Vision

Achieving the Vision: Stuff

Achieving the Vision: Staff

Achieving the Vision: Adaptive Change

Delivery

D2K K2P



Overview

Our vision,

Our Principles

D2K K2P

P2D




Introduction

This digital strategy is being produced to provide a clear roadmap for how digital technology will enable the
transformation of clinical services described by the Cardiff & Vale University Health Board overarching strategy, ‘Shaping
Our Future Well-being’.

The ambition of the NHS in Wales has been set out in the Welsh government document a healthier Wales published in
2018, declaring the ambition for an integrated health and social care system which enables seamless care and the ability
to promote health and well-being as close to home as possible. The document very clearly sets out the need for a
modern digital infrastructure to enable this transformational change.

The strategy has been written after engagement with staff across the organisation, taking particular note of the attendees
of the clinical information management and technology group, the clinical boards, the executive board and information
available to us from patient feedback.

The strategy sets out a significant step change in the approach that Cardiff and Vale University health board will take
towards a digital future for healthcare services.

Digital services should not be regarded as an end in themselves. The Parliamentary Review into Health and Social Care in
Wales, informed by extensive public and service engagement, called for a transformation in the way we deliver services,
and this has been accepted by the Welsh Government in the ‘A Healthier Wales’ strategy document. Both recognize that
Digital services are a key enabler to transforming the way health and Care services are delivered in Wales, and in enabling
patients to have greater involvement in managing their health and well-being.




Digital as an enabler, not a
blocker

Time to reset — Local driver

A staff engagement event (Amplify) in the summer of 2019 to review progress of Shaping Our Future
Well-being at its halfway point of five years. A clear message at this event is that many people
appreciated the great potential of digital technology to transform our services, but those same people
felt that inability to deliver the technology itself and become a significant block to progress.

A similar picture had emerged nationally, and in 2018 the Welsh audit office followed by the public
accounts committee delivered to hard-hitting and critical reports into the failure of the health system
in Wales to deliver at scale or that piece many of the elements set out in the national digital strategy,
informed health and care.

Time to reset — National driver

In 2019 following those national reports, the Welsh government accepted the recommendations of
an informatics architecture review, and also announced significant changes to the governance
arrangements for the NHS Wales Informatics Service, and the relationship between and the Health
Boards and Trusts responsible for delivering services. Importantly, Welsh Government has made
available significant increase in funding levels specifically directed towards transformational change,
with digital technology as its enabler.

The strategy described here is in line with the architecture review and maintains and updates the
direction of travel set out in informed health care.



Our vision:
A Learning

Health and
Care System

e Digital First for patients and
carers

e Digital First for staff.
e Seamless information sharing

e Co-production through user-
centred design

e Digital as the enabler, not
digital as a goal in itself

across professional and
organisational boundaries.

e |terative, agile design
¢ Innovation aligned to startegy

e Democratise data,
democratise knowledge

High Level

Airns Principles

We are all used to using digital services in many areas of our life — banking, shopping, booking a table at a restaurant, leaving feedback about holiday accommodation etc.
Health seems to be lagging compared to all other areas. This is a global phenomenon, and not unique to Wales. Health care is acknowledged by information technology
experts to be especially complex, with information having to be shared over a large number of organisational boundaries, and tracking many different types of user-
experiences through time. And yet it is possible to deliver and track those services digitally. The Baltic country of Estonia adopted a ‘digital first’ philosophy for its public
services, including health, several years ago, and is held up as an international example of what can be achieved.

Closer to home, the UK Government Digital Services has revolutionised the way in which we can now use digital solutions to perform many functions which required
extensive paperwork and trips to the post office or other government buildings — renewing a driving license or passport, completing a tax return or applying for state benefits

for example.

We set out to adopt a similar ‘digital first’ philosophy for Cardiff and Vale University Health Board, enabling users and staff to use digital technology to access services.



A Learning
Health and

Care System

By collecting timely, accurate data, we will understand how our system
works. We will be able to follow patients through care pathways, learning

how we can make them more efficient, and ensuring their journeys are safe.

The ability to collect and record patient outcomes means that we can
compare ourselves to other organisations to ensure we are providing good
quality outcomes.

By collecting patient reported outcomes we will see what works, and what
doesn’t work. This enables us to put Value Based Healthcare into practice.

D2K

*By analysing the
data we collect it
turns into
information and
knowledge. We can
only change and
improve our system
if we understand it.

Data to
Knowledge

DY

Practice to Data

P2D

K2P

*\We must then use
the understanding
we gain to inform,
improve and
transform practice.
This is the most
important step, and
the hardest to
achieve.

Knowledge
to Practice

K2P

P2D

*To collect our data,
we will need to
enable clinicians
and patients to
record their
activities digitally
without interfering
with the processes
of care. Data must
be collected and
used in ‘real-time’
to maximise its
usefulness in
operational as well
as planning services




Patients will have much more
control over how and when they

access services, and will be able
to access more closer to home

Patients

Clinicians

U

Local/National
Data Resource

* Patients will access their own health and care records, reports,
and results.

eThey will be able to see who else has accessed their information. They will be able to
view appointments and re-schedule them via digital channels. They will be able to
communicate securely with clinicians providing their care. They will have access to
supporting health and care information designed tailored for their needs. They will
have the power to share their information with anyone they wish to. They will be able
to upload information from wearable devices, or care devices which are part of the
‘Internet of Things’.

e Clinicians will access information about individual patients

*They will be able to communicate securely with other members of their clinical team,
and in multi-disciplinary teams. They will be able to communicate securely with

individual patients and will in many cases be supporting patient care in ‘virtual’ clinics
using video communication technology familiar in other walks of life. securely and
reliably via digital channels, which will include their own devices.

¢ The data collected will be used to build the foundation for a
Learning Health and Care System

eTimely, high quality data on patient outcomes is used to enable the service to
understand what works well, and what needs to be improved. Teams of trained data
analysts will work closely with clinicians and service planners to derive knowledge from
data. The focus will have moved further towards outcomes rather than the more
traditional process measures.

* Patients will be able to choose which information to share, and
which they do not wish to share.

¢ Information will be visible across Wales, and across previous boundaries between
primary and secondary care, health and social care, and public and third sector.

Appropriate safeguards will ensure personal identifiable data is not shared where it
should not be, or where patients have requested it should not be, but the default
expectation will be that information will be shared to enable safe continuity of care
seamlessly across the system.




Guiding

Principles

A system built on data, delivered
with care

Persistence and re-use of data

¢ Whenever digital information is collected, it will be stored in a form that enables it to be re-used by other appropriate applications. For example, if a
patient has had an allergy recorded in a hospital clinic, that information will then be updated and re-used by another application used by a pharmacist, GP
or other care provider. This will greatly enhance efficiency and safety.

Co-production through user-centered design

* The introduction of a digital process requires and understanding of what it means to the service users — both patients and clinicians. When introducing
new digital solutions, patients and clinicians will therefore be involved in deciding what it should look like, where it fits in to their view of the service, and
what benefits it might bring.

Digital as the enabler, not digital as a goal in itself

o Simply digitising a process seldom brings any benefits. It should instead provide an opportunity to review and change the care process, which will have
been established around paper-based processes.

Iterative, agile design

e |t is tempting to try and do everything at once, and to sponsor large-scale centrally controlled projects to achieve this. The so-called ‘waterfall’ approach
does not generally work in digital health care. By the time the required governance and procurement cycles have been worked through, the digital
landscape has often changed, and the solution acquired (and committed to) has been superseded. Instead, it is better to break projects down into smaller
chunks using small, focused teams working in ‘sprints’ to achieve digital solutions which will be ‘good enough’ (although safe) rather than perfect initially,
but which will then be changed in response to user-feedback in an iterative manner.

Innovation aligned to strategy

© CAV will continue to foster and encourage innovation, but will ensure that it is aligned with the digital strategy, and that any digital elements of
innovation projects fit in with the digital architecture, and are capable of being scaled-up if they prove successful.




Achieving the Vision

Stuff, Staff, Adaptive Change
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®

Desktops and Mobile WiFi and networks

eSingle Sign-On. e Always-on networks ‘The five 9s’:

eDevice agnostic. 99.999% uptime

«Bring your own device. *\Wi-Fi with full coverage for patients
and staff

¢Wi-Fi roaming

Without the basics, nothing else
will be possible.

Before going further in this document, the importance of adequate infrastructure has to be highlighted. Without up to date devices, networks and wi-fi, any attempts
to digitise the future will fail. We operate, and will always operate, in a resource limited environment. In those circumstances it is often tempting to cut costs in the
less visible foundations of our services, and this has included technical equipment, associated staff and cybersecurity. This was recognised in the Welsh Audit Office
review of Health Informatics in organisations across Wales in 2018. We recognise that failing to invest in and maintain infrastructure is ultimately counter-productive.
It weakens the foundations of our digital system, and without these foundations no sustainable developments can take place. We will have to accept that much of
the initial investment in our digital future will be used to address the under-investment of the past. Once that balance is restored, it can’t be allowed to slip again.
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Cybersecurity

Security Information and Event
Management (SIEM)

E\lessus j
National Cyber Security Centre

- A software solution that aggregates and analyses activity from
many different resources across our entire IT infrastructure

- A remote security scanning tool

- Access to CAV operating systems to monitor and provide
support

12



Information

Governance

This section provides a summary of the approach we wish to take to information governance.

Collecting health and care data on patients and service users requires then to trust our organisation
to look after their data carefully, ensuring that only those who need to see the data access it, and that
we safeguard it against inappropriate access or inappropriate sharing.

Legislation requiring us to do this in terms of common law duty of confidentiality and the general data
protection regulation as well as the computer misuse act as an important safeguard for the public’s
trust. If we preach these rules we lose the trust of the public, and we will therefore not be able to use
the information they share with us to benefit then and the system as a whole.

It is also important that data provided to us by clinicians is shared appropriately. Most patients think
that we readily share information between clinicians, teams and other carers involved in providing
services, and are often surprised if the discover this is not the case. In the past there has been a
tendency to take a very restrictive approach when interpreting data protection legislation.

We need to take note of the general data protection regulation intention which is to enable
information to be shared much more easily when it is appropriate to do so, but to give patients and
carers the ability to control this without interfering with the processes of care. We are seeking to
strengthen our information governance processes, and to ensure that important organisation level
decisions about information sharing are taken in a proportionately taking into account both the
clinical risks and their information governance risks, and involving legal and patient informed
processes.

13



Digital

Inclusion

Digital Inclusion is a social determinant of
health

Like other inequalities, this means we need to ensure we take
steps to address this imbalance so everyone in our community
can take advantage of the digital future, and nobody is left
disadvantaged

We will adopt the recommendations of the Gann

report: 'Digital Inclusion in Health and Care in Wales'.

The Inverse Care Law applies to digital inclusion as it does to
other aspects of healthcare. Sections of the population most in
need of improved access to health care are also those less
likely to be ‘digitally included’.

85% of people in Wales use the internet — that means
15% do not.

Mainstream

Digital inclusion needs to move from the margins to the mainstream. The Gann

Dlgltal report describes how local authorities have been more effective in digital inclusion
| | c than health care organisations. We will work with local authority partners to
Ncliusion : : S .
develop a more detailed and a more robust strategic approach to digital inclusion.

Use levers and we will ensure that Wi-Fi is available freely across our health and care settings for
Ena blerS patients and carers to use. We will invest in the Digital health literacy of our health

and care staff to help ensure digital adoption by patients and service users., and

frontline staff will be supported to become digital champions for their patients.

We will sign up to the Digital Inclusion Charter. Without digital inclusion, the
potential benefits of the patient channel work will not be realised. We need to
learn from existing initiatives like Digital Communities Wales so we can

ensure vulnerable people are not excluded from the benefits of digital.

We will use the framework and tools available in the NHS Digital Inclusion Toolkit,

Im Prove OUIr  and adopt any similar initiative that is developed in Wales. Even with digital skills
knowled e and access to technology, people will not use digital health tools if they are not
g accessible and meaningful to them. Our promotion of user-centred design of all

digital health products will include people who are less experienced digital users.

Internet use in Wales
People with a long-standing illness or disability  74%

Without disability 90%
Age 65-74 72%
Age 16 — 49 97%
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Achieving the Vision
Stuff

How we will build the digital vision

D2K K2P

P2D
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The Digital Architecture:

understanding the lingo

Data repository

At the heart of any informatics or digital system is data stored on a computer hard drive, or
where there is a lot of data, an array of hard drives (called a server).

Ories. The data held in these drives is usually organised in the form of a database or a collection
of databases into which data can be added, removed, rearranged and analysed, either by
programmes within the database or separate computer programmes.

Applications

The interface on the computer or mobile device which puts data into these databases or allows
the data to be viewed are often called applications.

These applications are sometimes associated with programmes that manipulate the data in the
ways described above, but increasingly such programming takes place ‘server side” making the

applications much simpler, and enabling easier ‘plug and play’ potential.

When used on mobile devices, these are usually referred to as ‘apps’.

Application Programme Interfaces (APIs)
These are, in effect, the connections or plugs which allow an application to interact with the
data repositories and associated programmes.

Systems

Where a series of databases and applications exist for a particular ‘business domain’, for
example pathology laboratories, the collection is referred to as a ‘system’. Each of these
individual systems can either be acquired individually in a modular fashion, or as part of a large
mega suite of many systems.




The Digital Architecture

Option One: the status quo

Once for Wales: modular ‘systems’

An enterprise architecture can be built up gradually, using the best available versions for
particular business domains. The disadvantage of this ‘best of breed’ strategy is that the
systems are often, in effect written in different languages, and in order to communicate with
other systems, translation is required. In the digital world this is referred to as
‘interoperability’. This is complicated by the fact that many of the health organisations in
Wales already had some modular systems of their own.

Cardiff and Vale have many dozens of information silos or information systems which have
evolved over the years. In order to derive the full benefit of all this data, all of the systems
which share information, but this would require very complex and labour-intensive
translation. In fact, this requirement is so complex that experts question whether achieving
interoperability for a health enterprise architecture in this way is even achievable.

This is broadly the approach that has been taken over the last few years in NHS Wales. This
approach sought to either self-build or procure modular ‘systems’ to be implemented,
usually as large national level projects rolled out across health boards in a staged fashion.
These projects were centrally controlled and co-ordinated, but beset by delays, hampered by
differing informatics architecture in different health boards and trusts, differing levels of
digital maturity, and differing opinions as to the suitability and need for a given system in
each organisation. Local organisations were unable to develop at their own pace, and to
address their local priorities, but instead were constrained by a slower, less agile national
approach. The Welsh Audit Office and Public Accounts Committee reviews of 2018 were
critical of this way of working, and called for change. The architecture review commissioned
by Welsh Government and published in 2019 calls for an end to this approach.

One positive benefit of the national level approach has been the ability to share information
across health board boundaries, and is the envy of some of our neighbours.

Option Two: Megasuite

Cerner, Epic, System C...

The second approach described is where a large provider has suite of systems written
effectively in the same language and able to communicate with each other, providing
digital part for several business domains, such as an electronic health record,
electronic prescribing and decision support, and a laboratory system. The
disadvantage of this approach is that such systems are very expensive, and even at
best the provide less than 50% of the digital components for a typical healthcare
organisation. Furthermore, these implementations, which are often called platforms,
will generally only communicate with platforms created by the same provider. Thus if
you are neighbouring health or care organisation uses a platform from a different
provider you will not easily be able to share information, and it takes the service back
to the interoperability problem. These can be considered closed platforms. This is an
increasing problem for healthcare systems who have implemented mega suites.

This is the approach that has been taken over the past few years in NHS England
where mega suite implementations using suppliers such as Cerner, Epic and Lorenzo
have been implemented in the most digitally mature organisations (i.e. those with
the infrastructure to support them), so called Global Digital Exemplar organisations
and latterly, Fast Followers.
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ne Digital Architecture
ntion three: Open Platform

10@

Open, but not uncontrolled

Health data includes sensitive personally identifiable information. It is
important to be clear that what is meant by ‘open APIs’ is that the
configuration of these virtual plugs is made available only to developers of
products who are trusted to hold such data by satisfying strict Information
Governance requirements, and stringent Cyber-security standards. The APIs
being ‘Open’ means that if they have achieved this status, they can design
their solutions consistently with APls made available to them, which increases
the speed at which solutions can be developed.

O —

What is an Open Platform?

The approach advocated by the architecture review is based upon the concept of an open
platform. In this central collection of data is maintained according to a set of strict information
and technical standards. This is particularly important because by ensuring that everything is
recorded and described in the same way, and stored in the same format, the information can be
retrieved and used reliably without the interoperability problems discussed above.

Mandated standards

The information platform can be imagined to be surrounded by a series of interfaces or virtual
plugs the application program interfaces (APls). These enable applications to contribute, view
and analyse data in the way described above in applications integrated with other systems.
However, the applications in this model are not specific to a particular system, but rather
conform to the data and technical standards of the platform. This makes the process of
introducing new applications when they emerge, and replacing old ones when they are
superseded much easier.

Encourage innovation

By making the APIs open to trusted organisations and trusted suppliers, they can develop
applications much more quickly and easily to the benefit of the service. This enables a flexible
and agile approach for how our organisation and others in Wales collect, view and analyse
patient information. The APIs can be designed to communicate with devices such as fitness
trackers, heart rate monitors, medication pumps et cetera so that data can be provided in real-
time without the need for staff for patients to input anything themselves. Much of the growth in
the wider Digital Economy has occurred because suppliers have made their APIs ‘open’.

The ‘Single’ Electronic Health and Care Record

The data collected on this platform can be used to inform individual patient care, as each
element of data is identified as belonging to a unique patient, in this way you can see that the
concept of a single electronic health record becomes difficult to visualise, because over time so
much information and data could be gathered not just from individual interactions in clinic or
hospital admissions in the way that traditional hospital wards are, but including information
recorded on monitoring devices as described above. The single electronic health record actually
becomes an enormous collection of data which can be visualised in a number of diffﬁ%ent ways
according to the application suitable for the purpose at hand.



Bear in mind that these ‘Channels’ are
a conceptual representation to help
understand how things fit together. In
reality, many applications will overlap
in terms of the users.




Once for Wales?

Alignment to National Strategy

One of the reasons highlighted in the Welsh Audit Office report of 2018 as leading to a lack of
pace and scale in digital implementation in the Welsh health service relates to numerous
attempts to ensure our Once for Wales approach to large systems.

Lessons from abroad, lessons from home

It was clearly very attractive to think that for particular business domains one system across
the country could be implemented very easily and with rapid agreement. This approach has
been demonstrated in health systems across the world to be very difficult or impossible to
achieve. The reality is that all organisations are at a different point in their digital journeys, and
some have good systems for one business domain, and pure systems for another, but these
won’t necessarily correspond to those of the neighbours. The open platform approach requires
that everyone agrees to provide information using the same standards and using the same
technical organisation structure for the data, but leaves organisations free to source their own
applications in a forum and at a time that suits them, and doesn’t interfere with the operation
of any other organisation.

Cultivate collaboration, mandate sparingly

Of course it may be the case that because applications become smaller and easier to design
using open APIs, it may be easier to reach a national agreement to use a particular application
for a particular business domain where there is a shared need and shared opinions, but
importantly it need not be a mandatory requirement. Collaboration is probably more likely to
occur as these applications, and the markets around them evolve in the next few years, but
while that process is taking place it makes more sense to allow some flexibility at local and
regional level.

Because of the importance that information in the platform is effectively written in the same
language as explained previously, then it becomes very important that organisations agree to
adhere to the information standards and the technical standards describing how that
information is organised. It therefore means that once for Wales means the platform in the
middle, but doesn’t necessarily mean the applications around the outside.

eInformation and Technical
Standards

IO n Ce fo r eCybersecurity standards
eInformation Governance
) Standards
Wa | e S eElectronic Master Patient
Index
eElectronic Staff Index

Local or
Regional

eApplications in the three
channels

Working with our neighbours

Some of the elements required to build a Digital First approach may be more
efficiently achieved by collaborating with our regional neighbours in Aneurin Bevan
Health Board, Velindre NHS Trust and Cwm Taf University Health Board.

We will seek to build close working relationships around shared infrastructure, and
seek to share learning with these organisations.
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Building a Local Data Resource

Local and egacy date

. In order to build a useful local data resource, which will in
N a t I O n a | D a t a turn become part of the national data resource we need to
make data we currently hold in individual data

repositories available. This is not a simple matter of
R ‘emptying’ data into a new set of databases,

e S O u r C e unfortunately. The data needs to be ‘translated’ into a v
form that makes it available in a standardised format. This
is called making the data ‘interoperable’. This makes the

data available to applications in the three channels
referred to earlier.

.. Primary
, . " Clinic
The widely adopted standard for interoperability across Lett Care
health systems is called Fast Healthcare Interoperability etters Records

Resource (FHIR) — pronounced ‘fire’.

We will need to procure FHIR servers to store this data,
and undertake work to convert legacy data into this
format. This data varies from large stores of clinic letters,
to smaller disease registers and bespoke team-specific
databases.

el Charmal

New data \_ )
R The disjointed silos of information we now seek to

harmonise must be avoided in the future. Our strategy will

be to avoid the creation of any information silos, and

instead require that the data is FHIR compliant, and this will
— be essential for any third-party suppliers to comply with.

Fi

Data Repositories Open EHR

We will also look more favourably on products that use
the Open Electronic Health Record structure. Using this
approach, the data is effectively placed straight into the
data resource without the need for translation.
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Patient

Channel

Giving patients control

A famous diagram represented on this page shows Tom Ferguson’s inverted triangles
model when he forecast the likely effect of technological advances on patients’
expectations of care.

This is entirely aligned to Prudent Health Care principles, and the strategy described in A
Healthier Wales of enabling care closer to home, and providing support for patient’s to
maximise their well-being.

By allowing patients the ability to control their own journeys through healthcare, they
benefit, and the whole system benefits. We can start to re-shape outpatient services such
that patients are seen only when they need to be seen, and enabling interactions to take
place remotely using video communication.

Industrial Age Medicine Information Age Medicine

N\

Individua| Self-care
Friends and Family

Self-help Networks

.\v/.

What will patients be able to do?

We want to allow patients to access test results without needing to come to clinic or to phone a service desk. We
want them to be able to book and change appointments, record their outcomes (Patient Recorded Outcome
Measures) and experiences (Patient Recorded Experience Measures).

They will be able to give access to carers or relatives, as they wish, and to be able to see who has access to their
data.

There will be some information which it is inappropriate to share online, and where it may be harmful to see results
without a face to face explanation, they can still be hidden, so the applications we use will need to allow some
control of sharing from the clinician’s as well as the patient’s side.

National Patient Portal

We will collaborate with the national Patient Portal programme, which will provide a single secure portal which
authenticates a patient’s identity, and then allows access to various applications providing some of the functions
mentioned. There will be more which evolve in future, and we will want to enable flexibility in enabling many
applications to address functions which serve patient care as they become available.

But we don’t have to wait until the portal is developed — we can go ahead and start to use some available
applications in the meantime, using the principles described for the open platform approach.
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Clinician

Channel

Electronic Patient Record for Secondary
Care

Community Care Record

Mental Health Care Record

Social Prescribing

Patient observations

Electronic prescribing

Viewing data

Clinicians must be able to see comprehensive information to inform the best care
decisions for their patients. This will include information from their GP and
community services, different secondary care settings, social care and third sector
organisations. Many of our services are provided across a regional or National
footprint, so the information must be visible across health board boundaries. 30% of
our organisation work in the community, and it is vital that they can access this
information via mobile devices. We know that increasingly our challenges relate to
patients with multiple conditions, and in this group, care information is created in a
large numbers of different settings.

Many patients would expect that we already allow information to flow seamlessly
across these boundaries, and it is starting to. By putting our information onto one
platform based on a Local and National Data Resource we can achieve this for
everything.

We are already good at sharing clinical information, including laboratory results,
clinical letters and reports and radiology images across health boards. We share
images across primary care to secondary in Dermatology, and images of eye-
conditions taken by local optometry services with secondary care ophthalmology
services, but these are still pockets of digitally-enabled care rather than mainstream.
We need to ensure that where such initiatives have proven successful, they will be
scaled-up. This will be helped by improving our business change processes to ensure
appropriate evaluation of project success, and also by describing scale up plans (and
resource) in development cases.
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Clinician

Channel

The importance of coding

Making sure that information is recorded in a consistent way, and that each data
item’s meaning is interpreted correctly across applications, we need to fully
implement the SNOMED-CT system. This stands for Systematised Nomenclature of
Medical and Clinical Terms, and is the international standard, and has been
formally adopted by the NHS in all Home Nations. Any systems we implement to
act as data entry points to the Local and National Data Resource will need to have
SNOMED-CT capabilities, and we will be working with local projects and with NWIS
to enable this. Clinicians using the system will be able to pick from bespoke lists of
commonly used terms to speed up data entry. The advantage of SNOMED-CT
comes when data is aggregated, and clinicians want to understand features of
patients with the same diagnosis, groups of diagnoses, particular procedures etc.
It’s hierarchical and conceptual nature will revolutionise how individual clinical
team members can start to do their own exploration work for their patient groups,
and it will greatly improve how the system can learn. For a better explanation of
some of the detail see the website. For a simple animated explanation

Entering data

Although we are getting better at sharing data across boundaries, that data is often
not ‘rich’. Much of our clinical information is held in the forms of clinical letters and
discharge summaries. The information contained in these ‘flat files’ is not available to
a computer to use — it needs to be read by a human being. All a computer can see is a
document title, and some other coded information attached to it as ‘metadata’. Our
Patient Management System (PMS) records some information in a coded way where
each item of data can be ‘computed’. This is only a fraction of the clinically meaningful
data we should be collecting, and in fact most of it is demographic content and a
description of ‘episodes’ (admission, discharge, new clinic visit etc.). We Also know
that even this small amount of data is not always correctly ‘coded’, and provided in a
form that computers can do useful tasks with it, and we know that a lot of this coded
information is incorrect. This, in turn makes information derived from it inaccurate or
misleading.

We need to collect much richer data, we need it to be more accurate. We can do so by
using a ‘virtuous circle’ effect of making data more visible. By improving the detail in
information we ‘code’ (i.e. put into computable form), we will need to ensure it is
entered in ‘real-time, not as a bulk exercise from memory at a later time. This requires
much more readily available devices to enter the data — but that also makes it easier
to see pre-existing data. Because we will be using a platform around the national data
resource, information which already exists (demographics, medicines, allergies,
advanced care plans, problem lists), fields in data entry applications can be ready-
populated making the update process more efficient. The process of real-time data
entry will make the data more accurate.

Aggregated information will be available to clinical teams, and because this
information is timely, any inaccuracies can be corrected quickly, and the data become
useful. Much time currently is spent trying to derive information from data that we
know is unreliable — over the period of this strategy, the quality of data will be driven
up, its usefulness will be driven up, and the conversation will move away from
disputing the data’s accuracy, and onto converting what the data says into knowledge.
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Clinician

Channel

The electronic patient record (EPR)

For most of our clinical users in secondary care, a big gap in our digital capability is the ‘front end’ for
putting this coded information into the LDR/CDR. We have some ability to put information in via either
Welsh Clinical Portal and CAV portal, and some bespoke systems which input particular clinical-service
information, often as part of a disease registry. In Mental Health and Community services we do have
better functionality using PARIS, and we will evolve to contribute information collected in this way into a
Welsh Community Care Information System (WCCIS).

Our strategy will be to develop a single entry portal where clinical information can be entered via any
device from any location, but behind this portal the user will have the ability to access the information
most important to them for a particular type of clinical interaction. This will involve a library of
applications bespoke to particular user-requirements, but for the clinical user it will simply appear as
one single interface, and will avoid the need to log in to multiple ‘systems’. This may or may not be
Welsh Clinical Portal. The Architecture review requires that some work is done to ‘re-platform’ WCP to
enable they type of arrangement just described, but it would also enable the use of another portal
providing exactly the same functionality, giving us a choice as an organisation to adopt the interface our
users prefer.

We are already starting to develop such a ‘front-end’ EPR for use in outpatients, currently called COM-2.
It uses SNOMED-CT, and provides and retrieves data stored in the appropriate standards for the
LDR/NDR.

Further into the future

This is a very rapidly evolving area. We know from health care systems that have had long-standing EPRs
that the clinical users are not always in love with them. There is a feeling that the computer can start to
come between the clinician and the patient. In the USA, hospitals have begun to employ teams of
‘medical scribes’ who record and enter information on behalf of clinicians who are better able to
converse and make eye-contact with their patients rather than their computer screens. This is not a
viable long term solution, but another emerging digital technology is. Natural Language Processing (NLP)
is a use of machine learning/artificial intelligence algorithms which can ‘listen’ to a conversation and
‘understand’ what is being discussed, and what the outcomes are. If the current pace of evolution

continues, then NLP may become our data entry assistants. We will continue to watch this space.
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Analyst

Channel

WE NEED TO TALK ABOUT Al

This will be a short section emphasizing that Al is something to
embrace, not fear.

Sometimes we are already using it because applications may be
engineered using Al or Machine Learning.

The substrate for Al that we want to develop ourselves and with
partners is good quality data held in a computable format. That is
largely only available for images currently — we need to move to a
world where it can be true of other clinical information recorded
during care episodes.

The learning health system
Outcomes over process
Analysts and data science working closely with clinicians

A ‘learning’ environment
Partnership with Universities and Industry
in th|s section talk about the fact that data is the most important way in which would be able to
understand the services that we provide, whether being provided well whether the being provided in a
timely fashion and whether the outcomes of good. The conversation here about how we make business
systems visible to all clinicians across the organisation and there is a conversation about how we
maximise the benefit of modern business informatics systems to generally automatic reports as well as
self-service stuff

U AW e

We also need to have a discussion in this section about the fact that telling the data into information is
extremely important, but is quite difficult. That involves four relatively basic data good visualisation and
an ability to have informed conversation with clinical users who actually unable to interpret what might
be going on to explain some of the patterns described in the information.

Beyond this we need to make point that artificial intelligence requires data as its fuel and its only with this
data resource that will be able to fully benefit from a high as it evolves.
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Turning data into knowledge

Exploratory

Visualisation X
analysis

Data doesn’t turn into knowledge by magic. It is a process. It starts with good
quality data, and requires people with different skill sets to visualise and explore
patterns in the data. Features of interest may then be studied, and statistical
learning techniques applied to this data to turn it into knowledge, and enable a
deeper understanding of what happens to our patients, and of the services we
offer. This requires clinicians working closely on a data to day basis with data
analysts.

At it’s most advanced level, the so-called ‘statistical learning techniques’ include
machine learning, deep learning and artificial intelligence.

Currently we do visualisation, but then tend to jump straight to the end of the
process, assuming we have understood the data and turned it into knowledge.
For example, we look at historical activity data and extrapolate it to ‘forecast’
the future. This has utility, but is only scratching the surface of what we could
do.
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e An electronic health and care record
e Structured data
¢ Local and National Data Resource

e Analysts

e Clinicians to work with analysts
¢ University partners

e Industry partners
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Achieving the Vision
Staff

Who will build the Digital Future?

D2K K2P

P2D
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Dr Robert Wachter’s seminal report into the failure of NPfIT in England established ten
basic principles to learn from. We recognise that these lessons are not unique to

W a C h t e r' r I n C I | e S England, but are generic, and apply to Health and Social Care digitalisation in Wales as
p p elsewhere.

St u p | d The overarching message from this report is the essential need for clinical
engagement in the process of digital transformation.

eDon’t digitise for the sake of it — digitise to re-imagine how things can be done

eBalance the immediate operational drivers with the overall strategic aim.

eThere is a productivity paradox. It will take time to bed-in, it will take to transform — be patient, and evaluate against more than the
bottom line

eStandardise the central architecture, but allow organisations and teams to innovate and set their own pace and prioirities

eToday’s solution is tomorrow’s legacy. We know that our information systems need to speak the same language, so don’t make life
difficult for those who will inherit what we create.

e|Information Governance Legislation (GDPR) has been introduced to encourage sharing of data safely and securely, not hinder it. Patients
expect us to share their information to enable seamless, safe, efficient care.

eStart from the patient’s perspective, and involve patients in re-designing systems.

*This is probably the most common mistake, and the biggest contributor to failed digital implementations. Digital solutions only work
when people understand them, can use them, and know what they can enable — and that involves time and effort.

o|f we want our users to benefit from digital solutions, our staff have to be enabled to use them. If we want to build a Learning Health

System, we need to train and retain staff to analyse and derive knowledge from the data we collect.

’ h |
It’s about the people,
p
Digitise for the Correct Reasons.
\_
p-
It is Better to Get Digitisation Right Than to Do it Quickly
>
Return on Investment from Digitisation Is Not Just Financial
\_
-
Balance appropriately between local/ regional control and
N engagement versus centralisation.
p-
Interoperability Should be Built in from the Start
-
While Privacy is Very Important, So Too is Data Sharing
-
Health IT Systems Must Embrace User-Centered Design
.
p-
Going Live With a Health IT System is the Beginning, Not the
End.
\_
-
A Successful Digital Strategy Must be Multifaceted, and
L Requires Workforce Development
-
Health IT Entails Both Technical and Adaptive Change
\_

eHealth and care systems are complex. Technical fixes alone cannot solve their problems. Staff and users must be able to transform the
way they interact with services to achieve the quadruple aim of health and care. Clinical engagement is the key.
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The Digital
Team
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How the team is structured 30
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Achieving the Vision
Adaptive Change

Using digital to transform the future

P2D
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Design Principles

Problem

=2

roblem Definition

Design Brief

oo

potential solution solutions that work

Adapted from The Design Council Double Diamond framework
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COdE'SlgI'l Of y This infographic explains

Experience-based Co-design

health SGI’V]C og PROJECT SET-UP (EBCD), a six stage process

that usually takes nine

IN-DEPTH

INTERVIEWS 12—15 FILMED
EDITED 30 MIN NARRATIVE
OBSERVATIONS INTERVIEWS

“TRIGGER FILM™
Interviews and observational i
work help patients and
staff identify emaotional
“touchpoints™ on the
journey of care.

Filming patients

helps connect staff, by
allowing them to see
and listen to patient

SMALL GROUPS WORK ON IDENTIFIED PRIORITIES

Groups work on
| theidentified priorities
J,/“'f (typically four to six) over
= three or four months

0

Although codesign
projects typically
bring about a series
of incremental quality
improvements, the
partnership betwasn
patients and

staff often leads ta
deeper, longer LS
changes in attitSdEs
and behaviours.

EBCD is available in
The BMJ's Spotlight
on Patient Centred

Care: Patients and
staff as codesigners
F health

DEEPER, LONGER
TERM CHANGES TO
ATTITUDES AND BEHAVIOURS

Infographic designed by Will Stahl-Timmins for The BML © 2015,

to twelve manths.

experiences.
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Evaluation

7. EMBEDDING AND ADAPTATION OVER TIME
7A Scope for adaptation over time 7B Organisational resilience
7. Continuous embedding

and adaptation
over time

6. Wider system

5. Health / care

4, Adopter system

- stajy _-=" _ proposition
patient caregivers -*

1. Condition
2. Technology

1. CONDITION 2. TECHNOLOGY
1A Nature of condition 2A  Material features
or iliness 2B Type of data generated
1B Comorbidities, socio- 2C Knowledge needed to use
cultural influences 20 Technology supply model

6. WIDER SYSTEM
6A Political / policy
6B Regulatory / legal
6C Professional

6D Socio-cultural

5. ORGANISATION

5A Capacity to innovate
(leadership etc)

5B Readiness for this
technology / change

5C Nature of adoption /
funding decision

5D Extent of change
needed to routines

SE Work needed to
implement change

4. ADOPTERS

4A Staff (role, identity)

4B Patient (simple v
complex input)

4C Carers (available,
nature of input)

3. VALUE PROPOSITION
3A Supply-side value
(to developer)
3B Demand-side
value (to patient)
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Report Title: Digital Mobile Strategy — Progress
Meeting 8t October

Meeting: Digital and Health Intelligence Committee Date: 2020
Status: F<_>r . For For For Information  x
Discussion Assurance Approval

CELe T2 O Director of Digital & Health Intelligence

Report Author
(Title):

Background and current situation:

Director of Digital & Health Intelligence

The UHB is working with the National Mobilisation Programme and the Office 365 (Connecting
NHS Wales) programme to enhance and develop its mobilisation strategy.

Further to the report in February 2020 we are pleased to report that Microsoft (MS) Teams has
been rolled out to UHB staff supported by training advice and guidance resources as well as the
opportunity to participate in some national training which focuses on particular aspects of MS
Teams.

MS 0365 email policies have been built, tested with small groups of users and is ready to be
rolled out to the D&HI department as a Beta ‘site’ w/c 5 October 2020. Clinical Boards are being
consulted on our best informed assessment of their licensing needs; we recognise we will need
to exercise some flexibility about who has what licence and that we may need to make changes
to our licensing position.

“InTune” is being used to manage mobile devices and a large project is underway in community
to enroll over 1000 devices whilst multi-factor authorization will bring additional cyber resilience to
our infrastructure.

The national tenant is going through a process of assurance. Once complete, NHS Wales
organisations will be able to share sensitive information whilst complying with UK-National Cyber
Security Centre guideline standards. Importantly, once assured, our staff will be able to use email
to contact patients which is a significant limitation on us now.
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A roadmap has been developed at a high level and shared with the Patient Channel and Capability
programme Boards on how the full deployment could be scheduled, subject to additional
resources and is shown at Appendix 1.

Mobilising our workforce

This work extends beyond simply enabling staff to work at home or have access to files and
information using 0365 and MS Teams. It includes enabling staff to access all they need
regardless of device or location including on their own device. It also includes the ability for staff
to use devices within our estate for example to carry out electronic observations at the bedside,
run virtual consultation software, use apps that support (for example) remote monitoring.

A series of personas are in development and an early draft is shared (Appendix 2). These have
also been shared with the flexible working group (overseen by the Executive Director for
Workforce & Organisational Development) for comment.

One of the outputs of this work will be information to help inform a service catalogue and technical
plan of the changes we will need to make to our infrastructure and solutions from devices to unified
comms in order to deliver the capabilities the Persona document begins to describe.

Desktop estate

A desktop upgrade programme to Windows 10 has been planned and will complete over the
course of the next 7 months (delayed from earlier this year due to the re-prioritisation resulting
from the Covid pandemic). Clinical prioritisation will inform which areas we should focus upon first
for upgraded equipment.

We benefitted from a desktop device assessment using a software solution on a trial basis which
delivered some very helpful data which included the ‘state’ of our desktop estate i.e. which
equipment needs to be replaced and also helped inform our O365 licensing requirements.
Unfortunately the software is too expensive for us to continue to use at this time however the
information is proving invaluable in helping to inform a proposal for additional funding to improve
the estate. As set out in our Digital Strategy, unless we do the basics, the transformation we desire
will not be achievable. Slides at Appendix 3 give a high level view of the discovery work.
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Digital Transformation roadmap

Early work is being carried out as we develop the Digital Strategy Governance Roadmap Enabling
Programmes, which are gradually being socialised within the organisation and refined as we go
along including recently at our first Teams Health Informatics Forum comprising interested clinical,
nursing and allied health professionals as well as members of Digital and Health Intelligence. The
roadmap is informed by discussions with staff within the organisation, international standards e.g.
HIMSS, what is happening in NHSE Trusts many of whom are generally further ahead digitally
which we can learn from.

The roadmap has been well received and will continue to improve as it is socialised and will soon
be in a condition to be shared more formally.

Enterprise architecture and technical plans

The requirements of all the above are such that the UHB will need to consider how the
infrastructure will need to change in the short and medium to longer term. This work is subject to
the new structure being fully implemented which includes an EA post and is dependent upon
additional funding to baseline our establishment budget.

Resourcing our plans

CAV expenditure on ICT remains below the recommended level. This legacy investment deficit is
evident in the ‘state’ of our estate at all layers from server to desktop and telecomms. Creative
and innovation management has continued to enable the UHB to respond to crises such as Covid
(reported to DHIC in July 2020) and now, plan for winter by making improvements at the front
door in UHL and UHW. The deficit needs to be improved upon to enable CAV to achieve its
aspirations to deliver modern, innovative, cutting edge health and care.

Work has started to identify at an enterprise level spend on IT and digital solutions and how this
can be leveraged to improve the estate, release efficiency to reinvest in digital. This is a complex
process which will take some time. A plan is being formulated and an update will be provided at
the next DHIC.

None of our plans are deliverable beyond the very basics without a sustained increase in funding.
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Executive Director Opinion /Key Issues to bring to the attention of the Board/ Committee:
The approach identified, once assessed and resourced, offers a number of benefits:
Platform-agnostic approach — able to support devices with either Windows 10, iOS or Android.
Assessment and Risk Implications (Safety, Financial, Legal, Reputational etc:)

The UHB will be able to consider the appropriate mix of mobile devices over the project lifetime.
Lack of experience (both technical and end-user) with non-windows platforms means we should
take a risk-managed approach to their roll-out. A complete switch to iOS or Android would be risky
and undesirable, however introduction of some of these devices into the fleet will introduce some
resilience, and support the specialisation of use-cases for mobilisation.

Replacement of the remaining 623 devices in financial years 2021/22 and 2022/23 without any
agreement that funding will be available in these years. This should be taken as an indication of
need, which should inform financial planning in these years.

The UHB should consider the prioritisation of the InTune device managment tools as part of the
local O365 implementation. Progress with these tools is important in ensuring changeover to
Windows 10 for both existing and new mobile devices.

The UHB will need to resource and carry out a migration from the legacy Citrix infrastructure onto
the newer RDS service in parallel, and will need to manage any potential conflict with the Windows
10 migration timelines.

Data usage may increase on devices utilising the newer model, particularly if Windows 10 makes
devices more user-friendly; increased data usage will carry a revenue cost.

Recommendation:
The Committee is asked to:

NOTE progress with the Digital Mobile Strategy for the UHB.
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Shaping our Future Wellbeing Strategic Objectives
This report should relate to at least one of the UHB'’s objectives, so please tick the box of the
relevant objective(s) for this report

1. Reduce health inequalities 6. Have a planned care system where
demand and capacity are in balance
2. Deliver outcomes that matter to 7. Be a great place to work and learn
people
3. All take responsibility for improving 8. Work better together with partners to
our health and wellbeing deliver care and support across care x
sectors, making best use of our
people and technology
4. Offer services that deliver the 9. Reduce harm, waste and variation
population health our citizens are sustainably making best use of the X
entitled to expect resources available to us
5. Have an unplanned (emergency) 10. Excel at teaching, research,
care system that provides the right innovation and improvement and
care, in the right place, first time provide an environment where

innovation thrives

Five Ways of Working (Sustainable Development Principles) considered
Please tick as relevant, click here for more information

Prevention Long term Integration x  Collaboration Involvement
Equality and

Health Impact .

Assessment Not Applicable

Completed:
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http://www.cardiffandvaleuhb.wales.nhs.uk/the-wellbeing-of-future-generations-act

1/1

2020 ..o
PRODUCT CAPABILITY Resource Resource Scale Workload type a1 Q2 ‘a3 Q4 Q1 Q2 Q3 Q4
(technical implementation) (business change) ! !
TEAMS chat message file share (collaborate), video calling Required Medium  Project _
Multi Factor Authentication (MFA) Secures access to Teams and 0365 using modern cyber protocols Smal/ Guidance _
INTUNE manage corporate mobile device fleet remotely Required Medium  Project
secure corporate data and reduce IG loss risks Required Medium
connect any managed device over any wifi connection Required Medium
access email, calendar, ciontacts on my CAV device - replacing BBGood for some users Required Medium
EXCHANGE MIGRATION access mail, calendar, contacts on any device including my personal device (use your own device) Required Large Project
Book and conduct virtual meetings - voice and video, replacing Skype Required Large
Use Teams for patient virtual consultations Required Large
Transcription - autoatically transcribe voice and video conversations - internally and with patients Required Large
Broadcast (film) public meetings e.g. Board meetings (also need STREAM) Required Large
OFFICE PRO+ standardised CAV desktop - the same version of MS Office for all staff _ Medium  Project i
FORMS (and FORMS PRO) e-forms, surveys, data collection - internal e.g. staff surveys. Potential to use externally TBA Required Required Medium  Guidance Available
BOOKINGS choose and book' for internal online appointment bookings and management of apptmts e.g. apptmt Required Required Medium  Guidance Available
reminders (external TBA)
PLANNER Task mgmt and visualtisation tool (like Trello boards...) Required Required Small Guidance Available
YAMMER Workplace social network - may not be needed given Teams - - Available
STREAM Video hosting e.g. physio exercise videos, replace Zoom for Live events - up to 10,000 people! (also need Required Required Medium  Guidance Available
Exchange Migration)
SWAY (DEMONSTRATION REQUIRED TO Interactive presentation, information stories - renders automatically to fit any mobile (smart) device screen Required Medium  Guidance Available
REALISE FULL POTENTIAL)
organises and presents information consistently regadless of what device you are consuming it on Required Medium Available
FLOW Automated workflow - corporate workflow solution Required Large Workpackages Available
Create bots (Robotoic Process Automation) to manageprocesses and tasks 24/7 where these can be Required Large Available
automated
POWERAPPS Low code development platform - e.g. external bookings, reporting type solutions Required Required Large Workpackages Available
PowerBI Analyse platform - ability to visualise complex data e.g. capacity across the UHB Required Required Large Workpackages Available
PROJECT ONLINE Project planning & management tool - tasks, gantt charts, RAID, risk issue, benefit logs Required Required Small Guidance Available
An update of MSProject Available
SHAREPOINT Collaborate with wider public sector in Wales as well as internally Required Project

Ability to collaborate with any organisation in any sector where they also have enterprise MSTeams

Modern intranet tool/microsite
Potential to migrate all S and H drive documentation so that it is accessible on any device including my own

Required

Required
Required
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CAV Persona’s for digital mobilisation of the workforce — Devices and Connectivity

Persona Devices and connectivity

Paul is ...
‘Any’ member of CAV staff
Works at different times on

different days, sometimes in
different places

Phil is ...

A dedicated fixed desk worker
within the UHB estate. He is a
ward clerk /receptionist/EA/
medical secreta

Can access any CAV device and with his Nadex logon is able to reach any application he is authorised to access
He only needs one log in password for everything. This log-in never changes, he has a ‘password for life’ during his
employment with CAV

Look and feel is the same, regardless of what device he chooses to access his work information and when he
updates information (his own, a patients), he only has to do it once

He has ‘follow me’ telephony which he can easily turn on and off if he doesn’t want calls to reach him, including he
can have calls come through to his personal device, confident that his personal number won't be visible to anyone
He has been given training in how to use CAV digital equipment and telephony however he finds it confusing if he
has to make choices about e.g. which WiFi to select (why can't it just do it automatically?) or remembering multiple
passwords. Luckily his individual one login automatically connects him to everything he needs, He doesn’t even
need to remember this password but in case he has a problem, D&HI have prepared self-help videos on how to
manage occasional technical difficulties which are available on Youtube - Alexa style

He can use digital devices including touch screens, even if he is in PPE

Can collaborate with anyone internal or external to the organisation using a secure collaboration platform & initiate
this himself

Has biometric access to log in to the CAV network which works on any device, regardless of whether he is in or out
of the office and connectivity is always secure

He can connect to the CAV network from anywhere with an internet connection

He is fully up to date with what is happening in the organisation because he has access to Corporate Comms,
Intranet, Staff App, internet access

Fixed desktop with full access to all required applications and secure connectivity. He makes and receives phone
calls from people internal and external to the organisation, from across the world.

Equipped for full VC and softphone telephony (Teams, Skype)

May use digital dictation software

Much of Nigels work is done on the go so he needs a small portable device that he doesn’t have to keep logging in
and out of and that stays permanently connected. He’s happy to use his own device but some of his colleagues
aren't.

Draft — work in progress 29/09/20
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CAV Persona’s for digital mobilisation of the workforce — Devices and Connectivity

Flexible within the hospital estate
- a member of facilities / estates.

He is a porter / cleaner / caterer /

grounds person.

Sometimes he is active in areas
of shared estate. His work means
he could be located anywhere
that CAV has a presence.

Sandrais .....

A Hospital based clinician / nurse
| therapist — her work place might
be in a fixed place or she may be
flexible within the hospital estate

She does everything
electronically, there are no longer
Ward based paper records

Anything she can access in the
office, she can also access at
home and can access everything
on her own device(s) if she wants
to

Mark is ....

a peripatetic worker. He WAH
some of the time, moves between
health and care settings in

e Productivity - Eform or App based reporting of issues seen, completion of digital inspection reports etc and uses
camera to take pictures of issues noted as part of reporting to send to hub or supervisor — these drive workflow and
reporting

o Filling in e-forms means he needs a slightly larger screen size because he has to press or move radar
buttons, sometimes wearing gloves or protective equipment

e He needs mobile voice & text - he gets lots of calls directing him to different work areas during the day and he often
needs to talk on the phone with colleagues

Sandra can see everything she needs about the patient including information from primary, community, secondary care

and other agencies where applicable. This might be a shared care record or it might be an EPR/EHR.

e She has access to 0365, Teams & Skype. Can respond to a Telephone Advice & Guidance (TAG) call and / or
deliver a virtual consultation utilising the inherent functionality of my smartphone device

¢ Individual tablets are available for staff that need them because they are moving around the hospital, able to access
clinical and productivity apps with seamless connectivity to secure staff WiFi channel (any CAV site)

Shared Tablets

e Are used on Wards for bedside obs, ward rounds, viewing images — can input directly to Tablet which will update
the electronic patient record

o Sometimes uses voice commands to update patient records

¢ to film patient information videos which can be uploaded directly to PHR or a clinical system

o to facilitate a conversation between patient and carer/family/agency such as social care or MH if needed

e Has access on the Ward to full fixed desktop with access to all clinical and productivity apps, IP telephony & VC &
headsets

e May use digital dictation software

Connectivity of voice and data giving access to everything he needs about the patient including information from
primary, community, secondary care and other agencies where applicable. This might be a shared care record between
agencies or it might be an integrated CAV EPR/EHR, regardless of where he is working

Draft — work in progress 29/09/20

54/149



CAV Persona’s for digital mobilisation of the workforce — Devices and Connectivity

hospital, community, the local Equipment must be ‘easy’ ‘seamless’ to use and lightweight. Ideally he can use his own equipment — in fact any device
Ol R T 2 connected to the internet - to get to what he needs.

settings.

He also spends time working with
patients in their own work, .
education and home settings.

Mark delivers some national
services so sometimes has to
travel across the UK.

Vicky is .....

Exec, manager, back office .
worker who works at home all
some of the time .

He uses 0365, Teams & Skype and other collaboration platforms as well as Shared drives, not necessarily
provided by CAV.

Has wants to respond to a Telephone Advice & Guidance (TAG) call and / or deliver a virtual consultation utilising
the inherent functionality of the device(s) he has with him e.g. built in Camera, Contacts etc.

Films patient information videos or may need to download and view videos emailed or sent via an App, portal or
up/downloaded directly to a clinical system

Can initiate / deliver a virtual consultation between patient and carer/family/agency

Has full access to all clinical, administrative, personnel and productivity apps with secure connectivity over any WiFi
May use digital dictation software

UYOD smartphone with access to 0365, Teams & Skype. Can respond to a Telephone Advice & Guidance (TAG)
call and / or deliver a virtual consultation utilising the inherent functionality of my smartphone device

Has full access to all required applications and secure connectivity over any WiFi opn any device, CAV or personal
and it’s all linked e.g. like one account incorporate Apps

Equipped for full VC and softphone telephony (Teams, Skype) and other platforms, can ‘App’ with impunity

Garethiis .... Gareth doesn’t have a dedicated room to work in at home so he needs a work solution that doesn’t take up too much
el R R G space and is portable. He needs access to his full desktop i.e. all required applications and secure connectivity over

home WiFi.

Equipped for full VC and telephony (Teams, Skype). Can respond to a Telephone Advice & Guidance (TAG) call
and / or deliver a virtual consultation
May use digital dictation software

Bank staff, honorary contracts, What is the solution — develop persona

nadex account holders

3/3

What is the solution — develop persona

Draft — work in progress 29/09/20
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State of the estate



Extract from our Digital Strategy approved August 2020

Without the basics, nothingelse
will be possible.

Before going further in this document, the importance of adequate infrastructure has to be highlighted. Without up to date devices, networks and wi-fi, any attempts
to digitise the future will fail. We operate, and will always operate, in a resource limited environment. In those circumstances itis often tempting to cut costs inthe
less visible foundations of our services, and this has included technical equipment, associated staff and cybersecurity. This was recognised in the Welsh Audit Office
review of Health Informatics in organisations across Wales in 2018. We recognise that failing to investin and maintain infrastructure is ultimately counter-productive.
It weakens the foundations of our digital system, and without these foundations no sustainable developments can take place. We will have to accept that much of
the initial investment in our digital future will be used to address the under-investment of the past. Once that balance is restored, it can’t be allowed to slip again.

4 to 34 minutes logging in times on PCs

Lakeside (Systrack) benefit estimate

* A 10% improvement on log in times delivers these benefits

* Productivity gain - 7 minutes/day per machine = 4,884 hours 'recovered' productivity per week
* £2,461,662 in recovered productivity per year (based on £14/hr average wage)
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