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Unconfirmed Minutes of the Digital Health & Intelligence Committee
Tuesday 3" December 2019 12:30pm — 3:30pm
Cefn Mably, Woodland House

Chair:

Eileen Brandreth EB Committee Chair & Independent Member

Members:

Michael Imperato Ml Committee Vice Chair / UHB Vice Chair

In Attendance:

Martin Driscoll MD Deputy Chief Executive Officer / Executive Director of
Workforce & Organisational Development

Nicola Foreman NF Director of Corporate Governance

Charles Janczewski CJ Interim UHB Chair

Christopher Markall CM Head of Finance

David Thomas DT Director of Digital & Health Intelligence

James Webb JW Information Governance Manager

Secretariat:

Laura Tolley LT Corporate Governance Officer
Apologies:
Jonathon Gray JG Director of Transformation & Implementation
Dr Fiona Jenkins FJ Executive Director of Therapies & Health Science
Christopher Lewis CL Deputy Finance Director
Len Richards LR Chief Executive Officer
Dr Stuart Walker SW Executive Medical Director
DHIC 19/12/001 | Welcome & Introductions Action

The Committee Chair (CC) welcomed everyone to the public meeting.

The CC informed the Committee that Jonathon Gray would be attending
the Digital & Health Intelligence Committee going forward as the newly
appointed Director of Transformation & Informatics.

The CC asked the Director of Digital & Health Intelligence (DDHI) if he
would maintain the role of Senior Information Risk Owner (SIRO). In
response, the DDHI advised he was waiting for confirmation from the
Chief Executive Officer and that an update would be provided at the next DT
Committee meeting.

DHIC 19/12/002 | Quorum

The Committee Chair confirmed the meeting was quorate.

DHIC 19/12/003 | Apologies for Absence

Apologies for absence were noted.
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DHIC 19/12/004

Declarations of Interest
There were no declarations of interest.

DHIC 19/12/005

Minutes of the Committee Meeting held on 15 August 2019

The Committee reviewed the minutes of the meeting held on 15t August
2019.

Resolved — that:

(a) The Committee approved the minutes of the meeting held on
15t August 2019.

DHIC 19/12/006

Action Log following the Meeting held on 15t August 2019

The Committee reviewed the action log following the meeting held on 15t
August 2019.

Resolved — that:

(a) The Committee noted the action log following the meeting held on
15t August 2019.

DHIC 19/12/007

Chairs Action taken since last meeting

The CC confirmed that the Committee Terms of Reference were
approved at the Board Meeting held on 26t September 2019.

Resolved — that:

(a) The Committee noted the Chairs Action taken since the meeting
held on 15" August 2019.

DHIC 19/12/008

Digital Strategy — Update on Progress
The DDHI introduced the presentation and confirmed the following:

The Digital Strategy remained in development and a final version would | DT
come to the February meeting. The draft strategy had been shared at the
Clinical Senate, HSMB and with all Clinical Boards, this was received
positively, however, concerns were raised around the drive and ambition of
the UHB to deliver the strategy.

The DDHI explained that an open platform was the preferred option of
delivery therefore investment would be required for the infrastructure and
equipment across the UHB.

The UHB Interim Chair (IC) asked if the digital team were engaging with
the Third Sector as the strategy developed, and if there would be a single,
common database for all to access and share? In response, the DDHI
confirmed that engagement with the Third Sector had taken place and a
National Data Resource was being implemented Nationally, along with an

Interoperability Hub.
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The Committee Vice Chair / UHB Vice Chair (VC) asked if the National
Data Resource and Interoperability Hub currently existed? In response, the
DDHI explained that it was currently under development and should be
available in 12 months’ time.

The CC asked where the project was being managed? The DDHI confirmed
that project management was with NHS Wales Informatics Service (NWIS).
The CC queried if the UHB received regular updates on the development
and if the project was being monitored? The DDHI explained that updates
were received but not as regularly as they would like.

The DDHI advised the Committee that he was confident that the digital
team could deliver the strategy and confirmed that capital money was spent
on the infrastructure for this last year. Cyber Security and Information
Governance were challenges, however, these were being addressed.

Office 365 is being managed centrally and hosted by WAST. The DDHI
explained that the UHB Chief Executive Officer (CEO) had spoken with the
CEO of WAST who advised that the UHB should be an early adopter of
Office 365.

The Committee were also informed that a Digital Management Board had
been developed.

The DDHI explained that work with the Communications team was required
to simplify the strategy and to gain better engagement across the UHB.

The Head of Finance (HF) asked how local data could be fed into a system
and held Nationally so that if a Patient was treated in England and Wales,
that data could be accessed by both Health Boards? The DDHI explained
that conversations were being held with Welsh Government around this
issue.

The Deputy Chief Executive Office / Executive Director of Workforce &
Organisational Development (DCEO / EDWOD) explained that workforce
engagement with the strategy was required and encouraged the DDHI to
speak with his team to assist with this.

The VC asked if GP’s and Clinicians attended the National Data Resource
and Digital Management Board Meetings, as Primary Care needed to be
included. The DDHI advised that Clinicians attended, however, he was
unsure about GP attendance. Therefore it was agreed that the DDHI would
find this out and ensure that Primary Care were engaged.

DT
The CC requested that learning on how the data repository is being
governed be brought to the next Committee meeting. DT

Resolved — that:

(a) The Committee noted the Digital Strategy — Update on Progress.

DHIC 19/12/009 | Strategic Transformation — Programme Update
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The DDHI introduced the paper and explained that it provided a high level
report that detailed the ongoing work within the digital programme. The
DDHI advised that the language within the paper needed refining and
asked if this paper was helpful to the Board or if a dashboard style report
would be preferred? In response, the IC confirmed that moving towards a
dashboard would be welcomed, once the Committee were more familiar
with the systems.

The IC explained that the paper confirmed that referrals to the e-Optometry
project expected a 6 — 9 month delay due to the review of the National
Electronic Referral Platform. The IC asked if this would impact the
commissioning work the UHB carried out when commissioning high street
ophthalmologists? The DDHI confirmed that he would look into this outside
of the meeting and report back to the IC and update the Committee at the
next meeting. DT

The VC asked for clarity on Transforming Primary Care and what that
meant? The DDHI explained that a system was developed that supported
Social Prescribing. The system went live as a pilot in November 2019and
will be evaluated and rolled out to clusters. The IC commented that the
evaluation capability was a part of the funding requirement, therefore it was
essential that the evaluation was correct.

The CC explained that underneath each programme, an outline of
objectives and key milestones that the digital team are working against
would be welcomed as it would provide more assurance to the Board.

Resolved — that:

(a) The Committee noted the Strategic Transformation — Programme
Update.

DHIC 19/12/010 | Joint IMT Risk Register

The DDHI introduced the paper and confirmed that it brought together
Information Governance and IT issues onto one joint register.

The DDHI explained that the two red risks outlined in the paper were:
1. Cyber Security

Welsh Government Digital funding had recently been approved, therefore
recruitment was being undertaken and a managed service had also been
explored, should the recruitment process fail.

The CC asked if the funding was recurrent? In response, the DDHI
explained that funding for National Programmes had been confirmed as
recurrent, however, the UHB were awaiting written confirmation from Welsh
Government which confirmed if the Infrastructure funding would also be
recurrent. An update on this will be provided at the next Committee
meeting. DT

2. Software End of Life

_:

CARING FOR PEOPLE &o QG | Eoiian e V29!
<> NHS
KEEPING PEOPLE WELL o

Cardiff and Vvale

4/9 University Health Board4/221



The DDHI explained that the deadline for Windows 10 had been extended
for another 12 months and the team were pushing ahead with the Windows
10 migration. It was explained that this would require funding from UHB
core business to deliver the replacement of the current equipment used.
The DDHI added that other costs would be incurred should the funding not
be given to support the migration of Office 365.

The CC asked where this would be escalated to? In response, the DDHI
confirmed that it would be escalated through the Capital Management
Board.

The DDHI also explained that prioritised user groups needed to be
identified for the roll out of Office 365 whilst expectations of users who may
not have it installed initially are managed.

Resolved — that:

(a) The Committee noted the progress and updates to the Joint IMT
Risk Register.

DHIC 19/12/011 | IMT Audit Assurance

The CC commented that tracking for Wales Audit Office (WAO)
recommendations could not be found within the reports and requested
that the Committee be sighted on WAO recommendation tracking going
forward.

The Director of Corporate Governance (DCG) advised the Committee that
all IMT recommendations could be found within the central Corporate NF
Risk Register and that this would be brought to the next Committee
meeting.

The DCG explained to the Committee that for assurance purposes,
Internal Audit would undertake spot checks using the Corporate Risk
Register to ensure recommendations were actioned.

Resolved — that:

(a) The Committee noted the IMT Audit Assurance report.

DHIC 19/12/012 | Information Governance Audit Assurance (Joint GDPR & other IG
action plan summary of progress)

The Information Governance Manager (IGM) explained that the report
consolidated the Information Commissioners Office (ICO), GDPR and
Caldicott Guardian Report recommendations into a single action plan
which had subsequently been prioritised into five recommendations. The
CC advised the Committee that there were a total of 64 recommendations
within the report, however, the five outlined would be focussed on as the
highest priorities.

The CC asked if the IGM believed that the report would satisfy the ICO at
the planned inspection in February 20207 In response, the IGM explained
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that work was required however, he was confident that by February 2020
all work would be complete to meet the requirements of the ICO
inspection.

The IGM advised the Committee that half of the ICO Inspection in
February 2020 would be on Cyber Security Compliance. It was discussed
that this was not a usual area of inspection from the ICO.

The CC requested that the IGM provide an updated, comprehensive list of
recommendations that contained actions and objectives against them at JW
the next Committee meeting, to ensure that the Committee were fully
sighted in preparation for the ICO inspection.

Resolved — that:
(a) The Committee noted the Information Governance Audit

Assurance (Joint GDPR & other IG action plan summary of
progress)

DHIC 19/12/013 | Clinical Coding — Performance Data

The IGM introduced the paper and it was taken as read. The IGM
explained that he was very pleased with the performance improvement
and confirmed that the report showed that the UHB were performing
above expectations.

The CC commended the team for the work that had been undertaken to
achieve this and requested that Clinical Coding — Performance Data be a
standing agenda item for monitoring. The CC explained that an update
would be provided to the Board through the Chairs Report as the LT
significant improvement would provide assurance to the Board on an area
that had previously caused them considerable concern.

Resolved — that:

(a) The Committee noted the performance of the UHB’s Clinical
Coding Department.

DHIC 19/12/014 | Work Plan Exception Report

The DDHI informed the Committee of two areas of concern contained
within the report.

1. Patient Knows Best (PKB)
Due to capacity issues within the team, PKB had not integrated as it was
originally intended too, however, progress was still being made. The CC
asked if advice was being sought from the Executive Medical Director /
Caldicott Guardian? In response, the DDHI confirmed it was.

2. Data to Knowledge Programme
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Although, good progress has been made with providing data to Lightfoot
there were challenges in being able to provide data feeds 7 days a week | DT
(current provision is Monday to Friday). Ways to overcome this were being
explored and an update will be provided at the next meeting.

The DDHI further explained that there was some pressure from the Welsh
Community Care Information System (WCCIS) to take on that system,
however the UHB maintained its position to resist the WCCIS at present
as it would be taking a backward step from the current system used. The
IC commented that it was unfortunate that WCCIS did not visit Barry to
witness the integrated system working.

The CC explained that the Committee acknowledged that adopting a
joined up mechanism is a positive direction, however, the Committee
were not confident that WCCIS currently supported this, therefore
ongoing work with Welsh Government was underway to move forward.

Resolved — that:

(a) The Committee noted the Work Plan Exception Report.

DHIC 19/12/015

Information Governance Policy

The IGM explained that the revised policy was based on an All Wales
Policy that amalgamated the following:

Information Governance Policy
IT Security Policy

Email Use Policy

Internet Use Policy

The DCEO / EDWOD asked in relation to working from home, would this
require written authorisation or would verbal be acceptable? The IGM
confirmed he would be content with verbal agreement.

The DCG explained that the policy needed to go through the consultation
process to be formally approved.

After Committee discussion, it was agreed that the policy would go
through the formalities, and if required, Chairs Action would be taken to
approve the policy, subject to confirmation from the DCG that all correct NF
processes had been followed.
Resolved - that:

(a) The Committee noted the Information Governance Policy.

DHIC 19/12/016

SAR Procedure
The Committee reviewed the SAR Policy.

Resolved — that:

_J
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(a) The Committee approved the updated ‘Dealing with Subject
Access Requests under the Data Protection Act Procedure’.

DHIC 19/12/017 | FOI 2000 & EIR 2004 Procedure

The DCG explained, in relation to appeals, that all background
information should be submitted to the Head of Corporate Governance
who would undertake an internal review should the requester appeal
against a decision and request a review of the response to their request. JW
Resolved - that:

Subject to the above being incorporated into the procedure,

(a) The Committee approved the FOI 2000 & EIR 2004 Procedure.

DHIC 19/12/018 | Information Governance Compliance

The IGM introduced the paper and confirmed that Subject Access
Requests needed revision as the ICO advised that the current process
was not appropriate. Whilst this would impact on compliance in future
reporting, a new process would give good assurance that no physical or
mental harm would come to patients which was an absolute priority.

The CC requested information on the performance of the UHB compared

to other Health Boards across Wales be brought to the next Committee JW
meeting.
The IC requested that an action plan to move compliance monitoring JW

forward be brought to the next Committee meeting.
Resolved — that:

(a) The Committee noted a series of updates relating to significant
Information Governance issues.

DHIC 19/12/019 | CDF Schedule (Policies & Procedures)

The Committee reviewed the CDF Schedule. The DCG confirmed that the
Corporate Governance Department were responsible for sending
reminders to Executives to gain updates.

Resolved - that:
(a) The Committee noted the status and planned actions for the

remainder of the documents within the CDF Schedule (Policies &
Procedures)

DHIC 19/12/020 | Minutes for Noting

Capital Management Group

Resolved — that:
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(a) The Committee noted the minutes of the Capital Management
Group Meeting

NIMB
Resolved — that:

(a) The Committee noted the minutes of the NIMB Meeting

DHIC 19/12/021

Items to bring to the attention of the Board

The CC confirmed that a Chairs Report would be taken to the Board
meeting in January 2020.

Resolved — that:

(a) The Committee noted the items to be taken to Board

DHIC 19/12/022

Review of the Meeting

The Committee agreed that more strategic issues were now being
addressed and scrutinised rather than operational issues, which was the
correct role for the Committee.

DHIC 19/12/023

Date & Time of Next Meeting

Tuesday 4t February 2020 9am — 12pm — Cwm George, Woodland
House

:
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Action Log
Following the Digital Health & Intelligence Committee
Held on 39 December 2019

Minute Ref | Subject | Agreed Action | Lead | Date | Status
Actions Completed
Actions in Progress
ITGSC 18/028 | GP Pilot Three month pilot report to be Paul TBC Evaluation on hold
IGSC 17/031 submitted to the next meeting Rothwell
19/08/008 Mobile Strategy It was agreed a Mobile Strategy would | David 4% February | On February Agenda (See item 3.1)
be brought to the Committee Meeting | Thomas 2020
in February 2020
DHIC Information The UHB Interim Chair expressed | James 4th February | On February Agenda (See item 2.7)
19/08/014 Governance concern as he had not seen Subject | Webb 2020
Compliance Access requests at satisfactory levels
therefore requested an improvement
plan be developed which included a
trajectory outlining what  the
department were working towards
achieving.
DHIC Senior Information | Confirmation of which Executive | David 4% February | Confirmation to be provided in the
19/12/001 Risk Owner Director would be the SIRO would be | Thomas 2020 February meeting.
(SIRO) provided at the next meeting.
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Minute Ref Subject Agreed Action Lead Date Status
DHIC Digital Strategy — | A final version of the Digital Strategy | David 4th February | On February Agenda (See item 2.1)
19/12/008 Update on be brought to the Committee in | Thomas 2020
Progress February for information.
DHIC Engagement with | David Thomas to ensure that Primary | David Ongoing Continuing process.
19/12/008 Primary Care Care practitioners were engaged in | Thomas
the National Data Resource and
Digital Management Board Meetings.
DHIC Data Repository Learning on how Data Repository is | David 4t February | On February Agenda (See item 2.2)
19/12/008 Governed be brought to the next| Thomas 2020
Committee Meeting.
DHIC Commissioning of | An update explaining if the 6-9 month | David 4% February | A verbal update be provided at the
19/12/009 High Street delay from the National Referral | Thomas 2020 February meeting.
Ophthalmologists | Platform would impact on the
commissioning work carried out by the
UHB.
DHIC Infrastructure An update on whether the Welsh | David 4t February | A verbal update be provided at the
19/12/010 Funding Government Infrastructure Funding | Thomas 2020 February meeting.
would be recurrent be provided at the
next Committee Meeting.
DHIC IMT Audit IMT audit recommendations be | David 4t February | On February Agenda (See item 2.5)
19/12/011 Assurance provided from the Corporate Risk | Thomas 2020
Register and brought to the
Committee at the next meeting
DHIC Information A comprehensive list of | James 4t February | On February Agenda (See item 2.6)
19/12/012 Governance Audit | recommendations, actions and | Webb 2020
Assurance objectives be brought to the next
Committee meeting.
DHIC Work Plan Data to Knowledge Programme — An | David 4t February | A verbal update be provided at the
19/12/014 Exception Report update on how to overcome current | Thomas 2020 February meeting.
issues be provided at next Committee
Meeting
DHIC Information Chairs Action be taken to approve this | Nicola 4t February | An update be provided at the next
19/12/015 Governance Policy | prior to the February meeting should it | Foreman 2020 February meeting.

be required.
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Minute Ref Subject Agreed Action Lead Date Status
DHIC FOI 2000 & EIR Recommended amendments be made | James 4t February | Confirmation of the updated
19/12/017 2004 Procedure to the policy prior to being published. | Webb 2020 procedures being rolled out be
provided at the February meeting.
DHIC Information A paper detailing performance of | James 4t February | On February Agenda (See item 4.1)
19/12/018 Governance Cardiff & Vale UHB against other | Webb 2020
Compliance Health Boards be brought to the next
Committee meeting
DHIC Information A subject access request action plan | James 4t February | On February Agenda (See item 2.7)
19/12/018 Governance to move compliance monitoring | Webb 2020
Compliance forward be brought to the next
Committee meeting
Actions referred to the Board / Committees of the Board
19/08/019 Committee Work The Committee recommended | Corporate 30t January | Completed - Included in Chairs
Programme approval to the Board of Directors Governance | 2020 Report and taken to Board Meeting
Officer on 30" January 2020
19/08/022 Lightfoot Lightfoot — A detailed response on Corporate 30t January | Completed — Included in Chairs
how Lightfoot would integrate with the | Governance | 2020 Report and taken to Board Meeting
UHB system Officer on 30t January 2020
19/08/022 Digital Strategy Digital Strategy — Intention to Corporate 30" January | Completed - Included in Chairs
Implement Governance | 2020 Report and taken to Board Meeting
Officer on 30" January 2020
19/08/022 Clinical Coding Clinical Coding — Note the intention to | Corporate 30t January | Completed — Included in Chairs
receive more detailed assurance Governance | 2020 Report and taken to Board Meeting
Officer on 30t January 2020
19/12/13 Clinical Coding — DHIC Chairs Report to include Corporate 30t January | Completed - in Chairs Report and
Performance Data | reference to the Clinical Coding — Governance | 2020 taken to Board Meeting on 30th
Performance Data Officer January 2020
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Report Title: Digital Strategy — update on progress

Meeting: Digital & Health Intelligence Committee 'I‘D"aef;_'"g 04/02/2020
Status: Fc_>r . For For For Information  x
Discussion Assurance Approval

Lead Executive:  p; o ctor of Transformation & Informatics

Report Author
(Title):

Background and current situation:

Director of Digital & Health Intelligence

The work programme for the combined digital directorate (encompassing ICT and Information
functions) has historically been based on the IMTP and Strategic Outline Plan for informatics
spanning 1-3 years. A digital strategy is now being developed, led by the Director of D&HI and
the CCIO which will support the UHB’s vision “Shaping our Future Wellbeing” as well as meeting
the aspirations of patients and staff in the use of digital services to transform healthcare service
provision and delivery.

This strategy is being developed to include a technical roadmap setting out the strategic
priorities and the plan to achieve these during the next five years, aligned with the UHB’s
strategy and supporting the national digital agenda and clinical plan, “A Healthier Wales”.

The UHB recognizes the need for a strategic decision making function process and to support
good governance, a Digital Management Board has been established, to include representation
from each of the Clinical Boards, with responsibility for the management and co-ordination of
digital initiatives and projects in the delivery of the digital strategy, reporting in to HSMB and the
Digital and Health Intelligence committee (a formal committee of the UHB board). The DMB will
be supported by sub-groups covering: Technical Design Authority, Information Governance and
Workflows and Interoperability.

Executive Director Opinion /Key Issues to bring to the attention of the Board/ Committee:
A key enabler of the UHB's transformation programme, the Digital strategy consists of:

1. Roadmap — which sets out the technical solutions to delivering the National Data
Repository at national level, facilitating the sharing and exchanging of health and social
care data across Wales and the local Clinical Data Repository which will enable full
exchange of clinical data across the UHB as well as interfacing with the NDR,
(bidirectional)

2. Strategy — the vision is to move towards open platform approach using interoperability
standards (apps to deliver functionality rather than named systems) to achieve real time
data accessible anywhere

3. UHB strategy — strategy supports the vision set out in SOFW by using digital services and
providing real time access to data for staff and patients
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Milestones: delivery of the roadmap will be spread over the next 3-5 years, with the
modernisation of devices and infrastructure being completed during 2020/21, the National Data
Repository and (local) Clinical Data Repository in phases spanning 2020/21/22.

The development of the digital strategy involves presenting the vision and evolving plans to
each of the UHB’s clinical boards to acquire buy-in and commitment to work with the digital
management board in supporting the digital transformation agenda.

Assessment and Risk Implications (Safety, Financial, Legal, Reputational etc:)

Digital funding is limited to the monies available via the £50M digital fund from WG, which is
recurrent for 3 years, with the UHB having received £2.8M this year to deliver modernisation of
the infrastructure (of which £500K has been set aside to support the financial situation).

To support the necessary programme of works associated with these funds, it is essential that
additional posts are recruited to deliver the wifi project (1 Band7 Project manager and 1 Band5
project officer), MS Windows 10 upgrade and device mobilisaiton project (1 Band7 technical
project lead, 2 Band6 IT support roles, 2 Band5 support roles and 1 Band4 IT support role).

In addition, a number of key roles in IT server and support functions are required (2 Band7
server consultants, 1 Band7 server support and 1 Band5 IT support role, all of which are
necessary replacements due to staff turnover.

A small number of new, funded roles within the Digital structure have been matched and banded
and will need to be recuited to as soon as possible. These total 5 roles.

Additionally, a new role, Director of Digital Transformation is being recruited, funded from WG
digital funds, providing much needed senior resource to help drive and manage the digital
transformation programme.

There is a requirement for organisational buy-in to the digital programme, which will impact on
ways of working and require a cultural shift as the UHB moves to become a digitally enabled
organisation.

Recommendation:

Adequate resources need to be made available to ensure that the digital work programme can
be delivered within a challenging timeframe (the Windows10 programme is being condensed to
under a year, to take advantage of the funding available and to deliver the functional benefits
that a modern operating system will offer). Coupled with the implementation of MS Office365,
staff will be able to access systems and data anytime and anywhere. A separate presentation
will be organized for the Management Executive team to fully demonstrate the benefits that
0365 will bring.

There is a real need to invest in additional staff to deliver on modernizing devices and

infrastructure and to support the change management necessary to deliver the benefits _
— digitization_of the organisation.
L —
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In the event that additional resources were made available, the digital service would be able to
support rapid implementation of other digital initiatives, eg roll out of digital dictation across
multiple services, which would reduce the number of admin staff needed to support clinicians.

The Digital & Health Intelligence Committee are asked to:
¢ Note the Digital Strategy Update
Shaping our Future Wellbeing Strategic Objectives

This report should relate to at least one of the UHB’s objectives, so please tick the box of the
relevant objective(s) for this report

1. Reduce health inequalities 6. Have a planned care system where
demand and capacity are in balance
2. Deliver outcomes that matter to X 7. Be a great place to work and learn
people
3. All take responsibility for improving x 8. Work better together with partners to
our health and wellbeing deliver care and support across care

sectors, making best use of our
people and technology

4. Offer services that deliver the X 9. Reduce harm, waste and variation
population health our citizens are sustainably making best use of the X
entitled to expect resources available to us

5. Have an unplanned (emergency) X 10. Excel at teaching, research,
care system that provides the right innovation and improvement and
care, in the right place, first time provide an environment where

innovation thrives

Five Ways of Working (Sustainable Development Principles) considered
Please tick as relevant, click here for more information

Prevention Long term Integration Collaboration Involvement
Equality and
Health Impact Yes/No/ Not Applicable
Assessment If “yes” please provide copy of the assessment. This will be linked to the
Completed: report when published.
Kind and earing ) “I" Trust and integrity ) Personal responsibility )
Caredig a gofalgar I.:::.l' dd t Cyfrifoldeb personol
Bwrdd lechyd Prif |
CARING FOR PEOPLE 370 QlG | Cedddarro
Cardiff and Val
KEEPING PEOPLE WELL b N HS Uiiversii; Hezlih Board
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http://www.cardiffandvaleuhb.wales.nhs.uk/the-wellbeing-of-future-generations-act

David Thomas

Ca rd |:f & Va |e U H B E\i{eelci;cgern%feDigital and Health
Dg'ta‘ Strategy Allan Wardhaugh,

CCIO
January 2020
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Archwilydd Cyfiredinol Cymnu
Auditor General for Wales

Informatics systems in NHS
Wales

Why now?

* SOFW 5 years old

* Digital elements not really delivered at required scale
and pace

Public Accounts Committes

* Amplify — CAV started a journey of engagement among Informatics Systems in NHS
staff to transform services
* National context
* Architecture Review
* Governance Review

e £50 million investment per year for 3 years for digital
transformation

e A Healthier Wales, National Clinical Plan
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The What

3/39 18/221



1. Status quo
* NWIS co-ordinate most national ‘systems’
* Once for Wales for everything
: * Procurement and management of projects
OptIOnS co-ordinated through NWIS
2. Big supplier
* Cerner, Epic, Lorenzo, System C...
3. The third way
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The

third
way

Open Platform
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Without these, further slides irrelevant
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Information

Primary Care, Community Care, Hospital Care, Mental Health,

Social Care, Third Sector
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National Data Resource

and

Interoperability Hub
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Clinician
Patient Channel Analyst
Channel Channel

National Data Resource

and

Interoperability Hub
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Clinician
Patient

Channel ARl

Channel

National Data Resource

and

Interoperability Hub
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Clinician
Channel Channel

National Data Resource

and

Interoperability Hub

Disease Social
WCRS WIAS WRRS e Monitors e

Data Repositories
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Clinician
Patient Channel Analyst
Channel Channel

WIAS Disease GP . Social
WCRS WRRS Registry records Monitors Care
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National
Strategy —

Informed
Health and
Care

15/39

Workstream 1:
Information for You

Workstream 2:
Supporting the
professional

Workstream 3:
Improvement and
Innovation

Workstream 4: A
Planned Future

Patient facing
applications (patient
portal, PROMS, TECS)

Clinician facing
applications (Welsh
Clinical Portal)

National Data Resource

Building analytic
capacity and capability

Governance and
planning
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Workstream 1

Clinician
Patient Channel Analyst
Channel Channel

National Data Resource
And
Interoperability Hub
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Workstream 2

Clinician
Patient Channel Analyst
Channel Channel

National Data Resource
And
Interoperability Hub
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Workstream 3

Clinician
Patient Channel Analyst
Channel Channel

National Data Resource
And
Interoperability Hub
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National
Strategy —

Informed
Health and
Care
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Workstream 1:
Information for You

Workstream 2:
Supporting the
professional

Workstream 4: A
Planned Future

Patient facing
applications (patient
portal, PROMS, TECS)

Clinician facing
applications (Welsh
Clinical Portal)

Governance and
planning
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Patient
Channel
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Clinician
Channel
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Data resource

@

Analyst
Channel
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Platform elements

Security

Cloud and
communications

Information
Resource

Cyber-security

Information Governance (sharing data across
primary care clusters and into information
platform)

Vonk server
SMART-FHIR
Collaboration with neighbours?
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Channel elements

B @ _

* eNursing documents

* ePatient flow

* ePrescribing

e Accelerated cluster model
* Eye Care system

* Welsh Clinical Portal

e @ _
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Open Platfor
Approac
Summa

* Platform ‘Once for Wales’
* Mandated information and interoperability
standards — co-ordinated by ‘NWIS’
* Applications not necessarily Once for Wales
* Open APIs

* Applications developed locally — HBs in
partnership with SMEs, maybe ‘NWIS’

* Developed to deliver functionality

Applications to deliver functionality — we need to
stop talking about systems
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Stuff, staff and adaptive
The HOW | it
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Stuff, staff and
adaptive change

* Need to ensure we buy the right
stuff for the right reasons

* Need to ensure we have the staff
to implement

* Need to ensure there is wide
staff engagement to optimise

Clear decision making processes
with clinician and patient
involvement

Clear roadmap to deliver strategy

40/221



WE'VE ALWAYS
DONE IT THAT WAY
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aq. security, information,

standards, clinical

multiple and lightweight, web, mobile, desktop
internal, local, national and external (ecosystem)

Applications

________________________________

-
+-'----
"

Security
Authentication
Authorisation
Logging / audit trail
Lifecycle management
AFI key management

Functional domains

Business domains

e.g demographics
appointments/scheduwling,
clinical documents, clinical data,
staff identity, results/requesting
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Digital Governance

Cardiff and Vale Digital Governance Structure

Services Commissioners

Clinical Boards HSMB (IMTPs)

Business Case Group

. Local Authorities - TBC

Local Authority
Cabinets

Health & Wellbeing Boards
(Future Model)

Funding Bodies
Define user

National Initiatives (W.G)

Regional Digital Collaboration
DAé

1
| 1
DA2 DA4 : Board :
& I I
2 | 1
2 > Better care for Primary Care Community, : :
2= people with Sustainability Mental i |
w o long-term Health o ____ I
~ 0 DA1 conditions Digitisation
o2
o DA7
DA5S
E g Mobilising the DA3 Workforce
S X workforce Transformation
5 L . Record Delivery Board
b3 Digital Citizen Oif:lc(:ir:ni platform &
a / C"'e"": :’f"f Seﬁlices Advanced (HR)
are Porta Analytics
P
1
o
2
T o
3 Digital Management Board (DMB)
c
O
c
g Technical Design Information Governance and Workflows and
8 Authority Cyber Security Interoperability Group
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Digital
Management
Board

Purpose

Strategic overview

Strategic Review

Set the roadmap

Prioritise resource

Membership

* CIO
 CCIO

* CNIO

* Head of IG
* Head of Tech
* Head of Ops

* Representative of Clinical
Board CXIOs

44/221



30/39

Terms of Reference

Description: Custodians of the ‘Enterprise wide technical
architecture’ to support the digital enablement and
transformation of CaV’s in line with the corporate strategy
(SOFW).

Function:

* Guardians of the Enterprise Architecture (EA) ‘development

of target EA, review and update’.

* Ensuring alignment to regional and nation target
architecture plans and initiatives.

* Providing recommendation and adherence to national
technical standards and/or professional standards. Or local
development (Integrated Care Planning) with national
support.

* Ensuring region wide strategy and recommendations to
support the drive to SNOMED CT and associated data
quality improvement requirements.

* Provide technical authority to proceed against medium and
large digital initiatives.

Membership:

Architect lead, Deputy Director, Principle Technical
Architects, I.G Lead, Cyber/Security Lead, Senior
Programme Manager

Quoracy:
Chairs discretion.

Reporting: Accountable to the Digital Management Board.

Meeting Schedule

Forward Business Plan
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Terms of Reference

Description: Custodians of CaV Information Sharing and Cyber
security arrangements. Providing advice to the Digital
Management Board in regards to data security risks (Cyber or
otherwise). Governing group for all uHB sharing agreements.

Function:

* Driving forward CaV Information Sharing Framework to
transform service delivery through the safe, legal and
accessible access to health and care record.

* Supporting and ensuring Digital programmes are delivery
safe, secure and appropriate data sharing arrangements
through suitable agreements.

* Consolidating agreements where possible for CaV partners
to reduce duplication, improved quality and adherence to
standards.

* Drive consistent and quality fair processing across CaV
partner organisations

* Guiding and supporting CaV partner organisations with the
implementation of GDPR

* Ensuring best practice CyberSecurity.

* Providing expertise and professional service to the CaV
organisation in regards to data sharing and cyber risk.

Membership:
Head of I.G and Cyber Security, Caldicott Guardian, SIRO’s,
I.G Manager.

Quoracy:
Chairs Discretion

Reporting: Accountable to Digital Management Board

Meeting Schedule

Forward Business Plan
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Terms of Reference

Description: Driving and delivering the digital enablement and
transformation of professional, clinical workflows to support the aims
and ambitions of CaV corporate strategy (SOFW)

Function:

Driving legacy and new digital modes of care for CaV citizens by leading
the implementation of Interoperability and aligning systems and
standards:

* Digital Ordering and Reporting of Diagnostics

* Develop a view of short, medium, long term interoperability
architecture and arrangements

* Define a shared care record, delivery and adoption

* Delivery of the ‘Integrated Care Planning Standards’.

* Electronic Referrals (Digital Component)

* Ensure alignment with regional and national interoperability plans and
capabilities.

* Good understand of the current integration activities (Primary Care/G.P
strategy, Hub Sharing, Care Information Exchanges)

* Paperless Clinical Correspondence, Discharge Notifications & Letters

Membership:
Assistant Medical Director of D&HI, Architect Lead, Senior Programme
Manager, Clinical Board Digital Change Managers

Reporting: Accountable to the Digital Management Group

Quoracy: for making recommendations should be
Chairs Discretion.

Business Plan

Meeting
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French German Mongolian Portugese Mandarin

Cardiology HCeha::sh
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Emergency

Unit




French Mandarin

Emergency

Cardiology Unit
Mongolian

Child
Health

- ~
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German Portugese

Diabetes Community




French Mandarin

. Emergency
Cardiology Unit

!

hil
Child Portugese

Health

Diabetes Community
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Mongolian

Mandarin
French

Emergency
Unit

Cardiology

German Portugese

2"

National Data Resource -
Diabetes 0 ~ Community
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National Data Resource
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Report Title: Digital & Health Intelligence — Digital Transformation Progress Report

th
Meeting

Meeting: Digital and Health Intelligence Committee Date: February
: 2020
Status: F?r . For For For Information X
Discussion Assurance Approval

Lead Executive: Director of Digital and Health Intelligence

Report Author
(Title):

Background and current situation:

Assistant Director of IT

The UHB has a constantly evolving 3 year strategic outline plan for informatics development
designed to underpin delivery of our strategy, IMTP, transformation programme and the Welsh
Government’s Healthier Wales and Informed Health and Care policies and strategies.

Our plan includes the 3 delivery programmes, all of which support and the C&V data repository
and interoperability hub (the clinical data repository and national data repository):

- Intelligent Citizen Portal, which is focussed on the implementation of the “Patient Knows
Best” solution

- Integrated digital health and care record, involving data sharing and interoperability from
multiple systems

- Data to knowledge programme — using insights from the “signals from noise” work being
delivered by Lightfoot Solutions

Being built on 3 enabling programmes:
- Digitally included population
- Digitally enabled workforce
- Modern Architecture & Infrastructure

Executive Director Opinion /Key Issues to bring to the attention of the Board/ Committee:

The Work Plan to support the emerging Digital Strategy (2020-2025) consists of multiple projects
and programmes, both local and national which are grouped under the headings as outline above.

C&V Data Repository

This work stream focusses on accessible data, through sharing and wider clinical use of data
stored in GP, community, mental health, EU, outpatient, theatre and maternity information
systems. Work is continuing to deliver phase 1 of the Clinical Data Repository (CDR) with
preparation including hardware and training on FHIR (Fast Healthcare Interoperability

— ___/
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Resources), which is the standard describing data resources and APIs for exchanging electronic
health records.

Intelligent Citizen Portal

As described within the emerging Digital Strategy, work is continuing to develop the Patient Portal
(using the “Patient Knows Best” solution), which will enable secure and confidential
communication between patients and clinicians. A formal Patient Portal programme board has
been established, chaired and led by a clinical board director to oversee the delivery of PKB
implementation across a wide range of services. Existing live implementation of PKB include
ENT, Adult Audiology, Cochlear implant, Paediatric audiology, Adult diabetes and the HIV service.
The programme board will determine and manage the registration and adoption plans for PKB as
it looks to implement the solution at scale. .

Integrated Digital Health and Care Record

Work has progressed with enabling multi-disciplinary teams to share common records, e.g. use
of Vision 360 GP clinical record system to allow clinicians to see primary care data at a cluster
level. GPs can now access and see community data via the PARIS system. Further enabling
work is being progressed via the mobilisation programme, which aims to provide all clinical staff
with access to the right information at the right time. A key enabler is the investment being made
in mobile devices to support this access.

Data to Knowledge

In addition to working with Lightfoot to better understand insights from the data and to manage
capacity and demand, we are increasing the scope and accessibility of clinical information,
providing more near real-time dashboards and decision support tools, supported by modern
servers and the data repository. Data being shared with Lightfoot to support the “signals from
noise” insights work will move from 5 to 7 days a week, allowing for better planning and resource
management on a daily basis, including the weekends. Work is continuing to determine a
framework and process by which information sharing between health and social care providers
can become routine, creating a unified view of patient demand for core services, understanding
patient flow between organisations and patient outcomes and interventions.

The key enabler programmes include the digitally included population where work to extend
the availability of free wi-fi across the C&V estate is being progressed as well as improving access
and reducing costs of translation services by greater use of digital applications. In supporting the
digitally enabled workforce, we are embarking on a programme of PC replacement, including
mobile devices where more appropriate; we recognize the importance of training and developing
staff in the use of digital technologies and are developing training and support via web-based
means as well as retaining a training function. The architecture and infrastructure requirements
to support our digital strategy require additional storage and server capabilities, which are being
addressed via the Welsh Government digital funds allocation as well as the use of discretionary
capital.

A more detailed update on progress against specific projects forms the remainder of this report.

. Local/ Naﬁona/ﬂ__

CARING FOR PEOPLE L\ GIG |t merrse
KEEPING PEOPLE WELL Y7 NHs | curaie

2/7 56/221



Implementation of the new EMG system into neurology — Complete 3 Dec 2019

¢ Pharmacy system replacement programme — due to go live in CAV October 2020 (a delay
in getting the business case signed off nationally may lead to the go live date moving back)
— IT preparation work with the service ongoing

e National Critical Care system — procurement underway — award of contract expected
October 2019 — technical review of current infrastructure within the ITU units is underway
in readiness for implementation (funding available this financial year to support Network /
Electrical requirements at the patient’s bedside)

e E-Nursing pilot scheduled to commence at the beginning of February 2020. Accounts are
currently being set-up to allow temporary staff to access the system. Next stage will be to
look at receiving information back to PMS.

e Carecube scheduling system — support Cardiology (Cath Lab) in the implementation of a
new scheduling system — due to go live Autumn 2020.

e Adastra — support the GP Out Of Hours service with an upgrade to the infrastructure and
application

e Philips Cardiology system upgrade — due to go live Spring 2020, IT preparation work with
the service ongoing.

e Chemocare Version 6 Upgrade — due to go live Summer 2020, IT and IG preparation work
with the service ongoing

¢ Windows 10 Implementation — Ongoing throughout 2020

e Office 365 Implementation — Ongoing throughout 2020

Welsh Clinical Portal and GP Test Requesting

¢ Following implementation of WCP 3.10 during the summer, a pilot of Hospital to Hospital
Referrals commenced in September with Cardiology/Cardiac Surgery. Referral numbers
are steadily increasing.

o Pathology Electronic Test Requesting continues to be rolled out across the UHB. Recent
go lives have been in Maternity, Dental and Pre Op Assessment Unit and Paediatric
Inpatients. Planning is underway for implementation in Paediatric Outpatients, Paediatric
Oncology, CAVOC (Orthopaedic inpatient & outpatients) and Emergency Unit.

e WCP Results and Notifications functionality is being implemented in additional specialties
following the successful pilot in Gastroenterology.

e The GP Test Requesting Pilot at Saltmead Medical Practice is continuing with Penarth
Healthcare Partnership planned to be the second practice to pilot. The project has received
several expressions of interest from other practices.

e The UHB has commenced a pilot which gives GPs access to the Welsh Clinical Portal. It
is recognised that extended access to other practice staff to support MDT meetings is
required to ensure this initiative delivers the expected benefits.

¢ Pharmacy Medicine Order Sets (MOSs) functionality was deployed with WCP v3.10 on 31
July 2019. Configured new Medicine Order Sets are awaiting approval by CAV Medicines
Management Group before release to live. Once released, the
Implementation of MTeD in Maternity is expected in February 2020.

e WCP v3.11 User Acceptance Testing has commenced. This version will bring Radiology
Test Requesting which will be piloted in CTM UHB first before being rolled out to other

health boards. _
—_— o \WCP Radiology Results — Radiology results live feed.to . i
-_— - -
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validated results from midnight 10 December 2019. Awaiting NWIS plan for back loading
of historic results and links to images.

e Myeloma Outpatient Continuation Sheet (v.2) for new patient appointments commenced
12 December 2019 and its use within the Myeloma specialty is ongoing awaiting bug fix to
allow use for the majority of appointment which are for follow-up patients.

PARIS

e Expansion of G.Ps direct access to PARIS in support of cluster working agreed to be
expanded across the region. Rollout will be through Q1/Q2 2020..

¢ Overhaul of PARIS solution (major efficiency version change from vendors) in testing and
preparation for April 2020 rollout. In-system dashboards, navigation shortcuts,
customisation and Subject access request (SAR) are all major component parts. This is
the focus of PARIS based workload for Q1 2020.

Transforming Primary Care

e Social prescribing platform specified, |G assessed, and procured (Elemental). Currently
being configured for use, and developed in sprints with the vendors. Go-Live will be 4t
March 2020.

e Discharge Hub — Enabled and established for south west cluster, gifting access to PARIS,
WCP, GP record, and Council record (CareFirst). Making this the most richly informed MDT
group in Wales. This successful solution will now be augmented and include frequent fliers
to out of hours for the S.W cluster, more firsts for CaV in Wales.

National Eye Care Digitisation Programme

e The National EPR for Ophthalmology has been awarded to ToukanLabs (open Eyes) a
100% HTML product. The licence agreement enables every Optometrist in NHS Wales’s
connectivity to the EPR with read/write access. A working group has been set-up supported
to develop an IG Toolkit in-line with the NHS Digital DSPToolkit.

e NHS Wales devices will be allocated to Optometrists to “safely and securely” connect to
the national EMS Platform managed by NWIS and is being supported by Microsoft partner
RedCortex.

e The Welsh Government instructed the procurement lead Cardiff and Vale UHB to review
the options of e-Optometry (referral) as the National Electronic Referral Platform for
Optometrists against the Market Place. An options appraisal was undertaken by the Eye
Care Digitisation Programme in November 2019 and tested in January, with the preferred
option is via the EPR for “triage” and then “pushed” into the national architecture
(WAP/WCCG/CWS).

e This will be tested within the FBC process.

e The tender to support the delivery of 9,000 low risk patients has been awarded and we
have already commenced connecting Specsavers Llanishen onto the Domain via Meraki
Technology and the first patients will be seen 29t January 2020 and a Virtual Clinic

undertaken by Professor Morgan. _
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ltems completed:
¢ Additional Services deployed on to RDS infrastructure
e Further migration of internally developed applications onto a common platform of .NET v4
and Visual Studio 2017.

Good Progress / ongoing work:
e Continuing EOL Virtual Server Farm upgrade — end of year capital spend — implementation
phase
e Continuing updating of Service Dept EOL Server Operating Systems — Cyber Security
Essential requirements
e Continuing migration of all corporate national systems onto Windows 2012 including
interface functionality;

Applications
ltems completed:

o WAP v2.6.5 development completed; passed to NWIS for testing.

e Changes to the WCCG Letters feed system, to assist NWIS in fixing a bug that was
affecting the display of letters within the GP systems.

e Process changes within WAP to prevent the printing of Expedite referrals, allowing more

referrals to flow through the entire electronic process.

On Screen training modules released in replacement of aged EOS modules

PMS Postcoder enhancement

COM2 enhancements

On Call Utility (added Desktop checker — to alert if PMS Processes are greater than 6000

during working day)

Good Progress / ongoing work:

e e-Advice: In discussions with the Neurosurgery team about some potential changes to their
“on-call referrals” within eAdvice.

e Major Trauma System. Due to launch in UHW in 2020, including regulatory submissions to
the Trauma Audit & Research Network (TARN), rehab prescriptions and M&M processes.
Core functionality is mostly in place with phase 2 work underway.

e PKB - core interface functionality well underway. Awaiting on some decisions from the
recently established project board to give direction to the remaining technical work.

e Work is underway on a replacement for CAV Portal, built upon the existing “CP Lite”
application.

e Single Cancer Pathway - Discussions have taken place with the trackers within Cancer
services. We tabled our views and proposals and asked for them to deliberate and
feedback along with any thoughts of their own. Still awaiting feedback from service. Have
asked to meet with management leads to progress. COM2 rollout will play a big part in this
development.

e Outpatient Follow Up - There are 3 government targets that need to be met: _
— 1..95% of Patients must have a target date by en

CARING FOR PEOPLE L\ QIG |pniauearinao
KEEPING PEOPLE WELL Y7 NS ot

5/7 59/221



has been achieved.

2. The number of patients in follow up to be reduced from 240000+ to 189000 by end of
March 2020. Currently down to 211000, work ongoing.

3. Number of target dates over 100% down from 77000 to 65000 by end of March 2020.
Currently down to 71000, work ongoing.

Once all the targets have been met, operational changes will need to be made along with
retraining and system changes within PMS to prevent the Health Board returning to this
position. As with SCP, COM2 will be key in achieving this.

o Data Warehouse — Extracts — various ongoing.

e Forms 12C upgrade

¢ Medical Records Filing Library app. Controls placement of clinical notes and efficiency
improvements in storage.

e Data Warehouse — Functional Database (Build/Schema Creation/Test Imports) — Imports
scheduled for w/c 27th Jan

e PSA Tracker D&T — Brain Injury service

e CaV Clinical Portal — ongoing interoperability (CCube)

¢ NHS no Batch Processing PMS data submission to NWIS

Assessment and Risk Implications (Safety, Financial, Legal, Reputational etc:)

Assurance is provided by regular internal updates and planning reviews with items for exception
highlighted to the Digital Health and Intelligence Committee.

Recommendation:
The Digital & Health Intelligence Committee is asked to:

o NOTE the progress in many areas of the IT Delivery Programme

Shaping our Future Wellbeing Strategic Objectives
This report should relate to at least one of the UHB’s objectives, so please tick the box of the
relevant objective(s) for this report

1. Reduce health inequalities 6. Have a planned care system where
demand and capacity are in balance
2. Deliver outcomes that matter to X 7. Be agreat place to work and learn X
people
3. All take responsibility for improving 8. Work better together with partners to
our health and wellbeing deliver care and support across care X

sectors, making best use of our
people and technology
4. Offer services that deliver the 9. Reduce harm, waste and variation l_

— population health our citizens are sustainably making.besiusesoistincu
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entitled to expect resources available to us

5. Have an unplanned (emergency) 10. Excel at teaching, research,
care system that provides the right innovation and improvement and
care, in the right place, first time provide an environment where

innovation thrives

Five Ways of Working (Sustainable Development Principles) considered
Please tick as relevant, click here for more information

Prevention Long term Integration Collaboration Involvement
Equality and

Health Impact Yes/No/ Not Applicable

Assessment If “yes” please provide copy of the assessment. This will be linked to the
Completed: report when published.

Kind and caring Respectful Trust and integrity Personal responsibility
Caredig a gofalgar Ymddiriedaeth ac uniondet Cyfrifoldeb personol

— __d
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Report Title: Joint IMT Risk Register
Meeting 4t Febuary

Meeting: Digital &Health Intelligence Committee Date: 2020
Status: Fc_>r . For For For Information X
Discussion Assurance Approval

Lead Executive: Director of Digital and Health Intelligence

Report Author Director of Digital and Health Intelligence
(Title):

Background and current situation:

The joint IMT Risk register is a combined register consisting of digital / Information Governance
and Information / Performance.

Executive Director Opinion /Key Issues to bring to the attention of the Board/ Committee:
There are currently 16 joint IMT risks identified on the report:
2 x Risks in red status with a score of 20 which include:

e Cyber Security
o Software End of Life Implications

12 x Risk in amber status with various scores which include:

Server Infrastructure (score 16)

Compliance with data protection legislation (score 16)
Data Quality (score 16)

Governance framework (IG policies and procedures) (score 16)
Insufficient Resource — Capital & Revenue (score 15)
NWIS Governance (score 15)

Data availability (score 15)

End of Life Infrastructure (access devices) (score 15)
Clinical Records Incomplete (score 12)

Outcome Measures (score 12)

Effective resource utilisation (score 12)

2 x Risks have been reduced on this report to yellow status which include:

e WLIMS (score 10)

— ___/
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