Information, Technology and Governance Sub-Committee Meeting Agenda

INFORMATION, TECHNOLOGY AND GOVERNANCE SUB-COMMITTEE MEETING
2:30pm on 4t October 2017
HQ Meeting Room, University Hospital of Wales

DRAFT AGENDA
PART 1: ITEMS FOR ACTION
1 Welcome and Introductions Chair
Oral
2 Apologies for Absence Chair
Oral
3 Declarations of Interest Chair
Oral
4 a) To receive and review the Terms of Chair
Reference (ToR)
b) To receive and review the legacy statements 5
for the previous Sub Committees mins
c) To receive the minutes of previous IGSC
meeting held on 8" August 2017
d) To receive the minutes of the previous IM&T
Sub Committee meeting held on 14" June
2017
5 To receive and review the combined Action Log Chair
from IM&TSC 14" June 2017 and IGSC on 8"
August 2017
6 Chair’'s action taken since last meeting Chair
Governance and Assurance
7 Strategic Updates
a) Directors report on IT (Oral Report) Executive Director of
Therapies & Health Science
b) Directors report on IM (including NIMB Director of Public Health
update).(Oral Report) _ _
c) Directors’ reports on IG including. Director of Public Health
e Integrated Governance Snr- Mgr Perf & Comp
e Caldicott Medical Director
8 Strategic Assurance Review : .
a) Once for Wales report (Oral Report) Dlrecto.r of P_Ubhc Health
b) IM&T Strategic Outline Plan (SOP) EXGCUtI}/e Director of _
c) Integrated Medium Term Plan (IMTP) Therapies & Health Science
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Agenda

Work Programme Updates
a) IT work plan (exception report)
b) Information work plan (Verbal exception
report)
c) Integrated Information governance report
d) Specific Project items
e PACS Update
e LIMS Update

AD of IT
Performance Mgr
Snr Mgr Perf & Comp

Executive Director of
Therapies & Health Science

10

Periodic items for assurance
a) Caldicott Principles in Practice (CPiP) report
b) Report from the SIRO — non clinical IG
c) National Health Care Standards Compliance
d) IT Capital Programme
e) Data Quality report
f) Sub-committee report & review of TOR

(Annual)

AD for IT

11

Audits (for sign-off of management responses and
exception reporting on progress of actions)
a) IMT audit assurance / action plan
b) 1CO Welsh Training Review / action plan
(Verbal)

Executive Director of
Therapies & Health Science
SNR Mgr Perf & Comp

12

Corporate Risk Assurance Framework (verbal)

Board Secretary

13

Specific items for attention
a) Cyber Security Update (Oral Report)

AD for IT

Controlled Documents Framework — Policy and Procedures

14

a) Controlled Documents Framework Report
and Action Plan (Oral Report)

b) Policies for review

c) Procedures for review and approval

Director of Public Health

PART 2: ITEMS TO BE RECORDED AS RECEIVED AND
INFORMATION BY THE COMMITTEE

NOTED FOR

15

Sub Group Minutes

a) Medical Records Management Group Minutes of
Meeting on 22 August 2017

b) Non Health Records Management Group
Minutes of Meeting on 14 August 2017

c) Senior Clinical IM&T Group Minutes

d) NIMB Minutes

e) Capital Management Group

Any other Business

Chair

16

Review of Meeting and Items to Bring to the
Attention of the Board/Other Committees.

Oral
Committee Chair

17

Date of next meeting: 6™ March 2018 Venue : HQ
Meeting Room UHW Time: 8:30am — 1:00pm
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TERMS OF REFERENCE

Name of Meeting : Information Technology and Governance Sub Committee
Date of Meeting: 4 October 2017

4.1

Executive Lead : Director of Public Health

Author :  Senior Manager Performance and Compliance

Caring for People, Keeping People Well :  This report underpins the Health
Board’s “Sustainability” and “Values” elements of the Health Board’s Strategy.

Financial impact : Well documented systems of work improve and maintain
efficiency, reduce risk and the potential for legal action.

Quality, Safety, Patient Experience impact : Well trained staff following well
documented systems of work provide services that reduces risk and improves the
patient experience.

Health and Care Standard Number 3.4 & 3.5 CRAF Reference Number 8

Equality and Health Impact Assessment Completed: There are no equality and
diversity implications; equality and diversity is a standard being self- assessed as part
of this process.

ASSURANCE AND RECOMMENDATION
The Information Technology and Governance Sub Committee is asked to:

¢ AGREE the attached draft terms of reference as the basis for the Committee’s
inaugural meeting in shadow form.

e AGREE any changes to these terms of reference for onward transmission to the
next formal meeting of the Strategy and Engagement Committee for formal
approval

¢ NOTE that the UHB Board will be made aware of the above process

Situation

This paper presents draft terms of reference (attached) to the inaugural
meeting of the Information Technology and Governance Sub-Committee
(ITGSC). Comments are invited prior to submission of the terms of reference
to the next formal meeting of the Strategy and Engagement Committee (SEC)
for formal adoption.

Background

The UHB Strategy and Engagement Committee has agreed that the ITGSC

should be established by merging the former Information Governance and IM
& T Sub Committees. The new committee will meet three times per year i’
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opposed to the quarterly cycle of its predecessors. It is therefore important
that an Autumn meeting is held to maintain the momentum of work plans. As
the ITGSC terms of reference have not yet been formally agreed by its parent
committee, its initial meeting will be held in shadow form. ITGSC terms of
reference will therefore be subject to review and agreement by the Strategy
and Engagement Committee at its next formal meeting. The UHB Board will
be made aware of the above process when it meets on 28 September 2017.

4.1

Assessment

The draft terms of reference provide an appropriate basis for the inaugural
ITGSC meeting in shadow form.

;_d
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To be Approved by the Strategy and Engagement
Committee: Date TBA

Next Review Due: October 2018
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SUB COMMITTEE

TERMS OF REFERENCE AND OPERATING ARRANGEMENTS

1. INTRODUCTION
4.1

1.1 In line with Standing Orders (3.3.1.) and the University Health Board’s (the UHB)
Scheme of Delegation, the Strategy & Engagement Committee (the SEC) has
established the Information Technology and Governance Sub Committee (ITGSC
known as the “Sub Committee ” in these terms of reference) to carry out specific
aspects of Committee business on its behalf.

1.2 The scope of the ITGSC covers information technology, information analytics and
information governance. It will cover all functions of Cardiff and Vale University
Health Board’s (the UHB'’s) services i.e. primary, community, hospital and
specialised care.

1.3 The detailed terms of reference and operating arrangements in respect of this Sub
Committee are set out below.

2. PURPOSE
The purpose of the ITGSC is to:

2.1 Provide assurance to the Strategy and Engagement committee that;

¢ Clinical Boards and Corporate Services have appropriate processes and
systems in place for data, information management and governance to allow the
UHB to meet its stated objectives, legislative responsibilities and any relevant
requirements and standards determined for the NHS in Wales.

¢ There is continuous improvement in relation to information governance within the
UHB and that risks arising from this are being managed appropriately.

¢ Information management and technology (IM&T) services are safe and
sustainable and that risks are being assessed and managed.

e Effective communication, engagement and training is in place across the UHB for
Information Governance and IM&T

2.2 Provide evidence based and timely advice to the UHB on matters relating to
Information Governance with specific focus on:

e Data Protection, Confidentiality and Privacy
Information Security

e Data Quality Assurance and Secondary Uses (in particular communication to
Welsh Government and other third parties)

¢ Records Management

e Freedom of Information

¢ Information Sharing Protocols

2.3 Oversee the direction and delivery of the IM&T strategy for the UHB ensuring that it:
e supports delivery of the UHB Integrated Medium Term Plan
e optimises relationships with partner organisations including the NHS Wales
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3. DELEGATED POWERS AND AUTHORITY

In order to achieve its purpose the ITGSC must ensure that:

Informatics Service (NWIS).
Has arrangements in place to assess and deliver benefits from the use of
innovative technology and information for use in decision making.

4.1

The UHB has an appropriate framework of policies, procedures and controls in
place to support consistent standards based processing of data and information
to meet legislative responsibilities while striking an appropriate balance between
openness and confidentiality in the management and use of information.

There is clarity and consistency in strategic direction, effective leadership and
transparency in lines of authority across all areas of the UHB.

The UHB is working appropriately with partner organisations and other
stakeholders in relation to systems and information sharing in a controlled
manner in order to provide the best outcome for its citizens.

All reasonable steps are taken to prevent, detect and rectify irregularities or
deficiencies in the safety, security and use of data, information and systems and
that, where these do occur, lessons are learned.

Sources of internal assurance are in place across all levels of the organisation,
with capacity and capability to deliver information that can be relied on.
Recommendations made by internal and external reviewers are considered and
acted upon on a timely basis.

Risk is being appropriately identified, assessed and mitigated at all levels in
relation to information governance, management and technology.

In order to do this the Sub Committee will take the following actions:

3.1 Oversee & Review Policies & Procedures

Oversee the framework for Information Governance in accordance with the 1G
Toolkit and Caldicott Principles in Practise (CPiP) requirements

Monitor progress against a rolling cycle of review for policies and procedures
within the framework.

Consider and review all policies developed within this and recommend to the
SEC for approval.

Oversee the status of operational procedures supporting the policies following
their scrutiny and approval by appropriate operational forum.

3.2 Evidence Continuing Improvement

Receive annual and periodic reports from the clinical boards and corporate
services in respect of their IG responsibilities

Commission and receive an annual self assessment under the Caldicott
guidelines

Receive and consider national and internal audits and assessments against the
Caldicott Standards and the relevant Standards for Health Services in Wales
Approve the annual certification for IM&T under the National Health and Care
Standards.

Commission Audit Programmes as appropriate to assess particular areas of risk
identified or of concern to the sub-committee.

Track the mitigation of actions / improvements identified as part of the above
through to appropriate completion.
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3.3 Oversee IM&T Strategy & Workplan

e Oversee the direction of an IM&T strategy for the UHB ensuring that it supports
delivery of the UHB'’s Integrated Medium Term Plan objectives and takes into
account the NHS Wales Informatics strategies. Recommend it for approval to the 41
SEC. _

e Approve the annual business plan for IM&T based on that strategy and inclusive
of local implementations of NWIS programme initiatives. Review and agree any
changes where appropriate.

¢ Receive updates from the Senior Clinical IM&T Group and relevant local IT
Project Boards constituted to manage and deliver the IM&T Strategic
Programme: advising on matters arising as necessary.

e Ensure that all IM&T projects have identified benefits and that there are
mechanisms in place for ensuring these are monitored and delivered

e Oversee collaboration with partner organisations and other stakeholders re the
implementation and sharing of systems in order to achieve the best outcomes for
the UHB’s citizens and specifically (but not exclusively) those relating to NHS
Wales IM&T strategies and NWIS.

34 Provide evidence based and timely advice

¢ Review and assess current status from the receipt of:

e Regular data breach reports for :
o Serious reportable data breaches to the Information
Commissioner (ICO) and the Welsh Government
o Sensitive information (breakglass system)
E-mail
o National and local auditing such as NIIAS

©)

e Regular reports on
o freedom of information,
subject access requests
Data Quality
IG risk assessments
Incidents — lessons learned from all recorded / reported
incidents.

O O O O

e Receive periodic reports on development, procurement and implementation of
national and local IM&T systems to ensure these are consistent across the
organization, based upon National ICT standards, progressing according to plan
and in line with the national and local strategic directions.

o Receive escalations of any specific programme / project related issues that will
have an impact on the overall strategic plan and or could have financial,
reputational or political impact on the UHB.

e Consider any escalations from the Senior Clinical IM&T group relating to the
compatibility, feasibility, viability, priority and impact of any new information
requirements arising either as a result of Welsh Government directives or
operational need and to advise on priorities and business benefit.
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3.5 Review risks

Review regular status reports and consider whether mechanism are sufficient in
respect of engagement, communication, roll-out and training for IG and IMT.

Receive periodic reports in order to provide assurance that the IM&T financial
and workforce profiles are appropriate for the ongoing service and delivery needs
of the organization. 4.1

Periodically consider risks escalated to the sub-committee from Clinical Boards /
Corporate Departments in relation to:

o Information Governance

o Information Management

o Information Technology

Escalate risks to the SEC that are reflective of “high” overall impact and
likelihood and / or whether there is still a relatively high rating post risk mitigation.

4. AUTHORITY

4.1 The ITGSC is authorised by the SEC, on behalf of the UHB, to investigate or
have investigated any activity within its terms of reference.

4.2 In doing so, the Sub Committee shall have the right to inspect any books, records
or documents of the UHB relevant to its remit and ensuring patient, client and staff
confidentiality. It may seek any relevant information from any:

Employee (and all employees are directed to cooperate with any reasonable
request made by the Sub Committee); and

Any other committee, Sub Committee or group set up by the UHB to assist it in
the delivery of its functions.

4.3 The Sub Committee is authorised by the SEC Committee on behalf of the UHB
to obtain outside legal or other independent professional advice and to secure the
attendance of outsiders with relevant experience and expertise if it is considered
necessary, in accordance with the UHB’s procurement, budgetary and other
requirements.

5. ACCESS

5.1 The Chair of the ITGSC shall have reasonable access to Executive Directors and
other relevant senior staff.

6. SUB GROUPS and TASK and FINISH GROUPS

6.1. The Sub Committee has established the following sub groups to undertake work on
its behalf for specific aspects of its business.

Medical Records Management Group
Non Health Records Management Group
Data Quality Group

Senior Clinical IM&T Group
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7 MEMBERSHIP
7.1 Sub Committee Members

Chair

Independent Member
Information Governance Executive Lead
IM&T Executive Lead

Caldicott Guardian

Senior Information Risk Owner
Risk Management and Corporate Governance

Information and Data Quality

Information Technology
Chair of the Senior Clinical IM&T Group

Communications

Workforce and Organisational Development

Finance

7.2 In Attendance

Senior Manager Performance and Compliance

7.3 By Invitation

To receive:

Independent Member - Information
Management and Technology 4.1

Independent Member - Legal
Director of Public Health
Director of Therapies

Medical Director

Director of Corporate Governance
Head of Corporate Governance

Asst Director of Information and
Performance

Head of IT and Strategic Development
Assistant Medical Director

Assistant Director of Strategic
Communication

Head of HR Policy and Compliance

Assistant Director of Finance

The Chair may invite or co-opt those with specialist knowledge and advice.

Specifically the Senior Manager Performance and Compliance will be invited to

attend.
7.3 Secretariat
To be agreed

7.4 Member Appointments
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The membership of the Sub Committee shall be determined by the Chair taking
account of the balance of skills and expertise necessary to deliver the Sub
Committee remit and subject to any specific requirements or directions made by the
Welsh Government.

7.5 Support to Sub Committee Members 4.1

The Director of Corporate Governance, on behalf of the Sub Committee Chair shall:

¢ Arrange the provision of advice and support to Sub Committee members on any
aspect related to the conduct of their role as members of the Sub Committee.

8. SUB COMMITTEE MEETINGS

8.1 At least five members including the Chair or Vice Chair must be present to ensure
the quorum of the Sub Committee.

8.2 Nominated deputies may attend from time to time, however the member will be
required to ensure that they are appropriately briefed. The member will be required
to attend at least 50% of the meetings per year.

8.3 The Chair may nominate a member to act as Vice Chair in their absence.
Frequency of Meetings

8.4 Meetings shall be held three times a year.
Withdrawal of Individuals in Attendance

8.5 The Chair may ask an attendee to withdraw as appropriate to facilitate open and
frank discussion of particular matters.

9. RELATIONSHIP & ACCOUNTABILITIES WITH THE RESOURCE DELIVERY
COMMITTEE AND ITS SUB COMMITTEES/GROUPS

Although the SEC has delegated authority to its Sub Committee for the exercise of
certain functions as set out within these terms of reference, it retains overall
responsibility and accountability for the safety, security and use of information to
support the quality and safety of healthcare for its citizens through the effective
governance of the organisation.

The Sub Committee is accountable to the SEC for its performance in exercising the
functions set out in these terms of reference.

The Sub Committee, through its Chair and members, shall work closely with the
SEC’s other committees and groups to provide advice and assurance through the
SEC to the Board through the:

joint planning and co-ordination of Board and Committee business; and
sharing of information

in doing so, contributing to the integration of good governance across the
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organisation, ensuring that all sources of assurance are incorporated into the
UHB’s overall risk and assurance framework.

The Sub Committee shall embed the UHB’s corporate standards, priorities and
requirements, e.g., equality and human rights through the conduct of its business.

4.1

10. REPORTING AND ASSURANCE ARRANGEMENTS

The Sub Committee’s Chair shall:

e Report formally, as a standing item to the SEC on the Sub Committee’s activities
and where appropriate report and/or transfer activities to another group. This
includes verbal updates on activity, the submission of the Sub Committee’s
minutes and written reports, as well as the presentation of an annual report;

e Take to the SEC and where appropriate any other Committee any issues that
need to be highlighted for the Board’s specific attention any significant matters
under consideration by the Sub Committee

o Ensure appropriate escalation arrangements are in place to alert the UHB Chair,
Chief Executive or Chairs of other relevant committees and

e Groups of any urgent or critical matters that may affect the operation and
reputation of the UHB.

The SEC may also require the Sub Committee’s Chair to report upon the Sub
Committee’s activities at public meetings, e.g., Annual General Meeting, or to
community partners and other stakeholders, where this is considered appropriate,
e.g., where the Sub Committee’s assurance role relates to a joint or shared
responsibility.

The Chair, on behalf of the Board shall oversee a process of regular and rigorous self
assessment and evaluation of the Sub Committee’s performance and operation
including that of any sub groups established.
APPLICABILITY OF STANDING ORDERS TO SUB COMMITTEE BUSINESS
The requirements for the conduct of business as set out in the UHBs Standing Orders
are equally applicable to the operation of the Sub Committee, except in the following
areas:
e Quorum (set within individual Terms of Reference)
10. REVIEW

The SEC will review on an annual basis the continued need for this Sub Committee
and will advise the Board accordingly.

If the SEC Committee determines that the Sub Committee should continue to meet
the Terms of Reference will be reviewed to assess their ongoing suitability.

The review will be undertaken by the Sub Committee and referred to the SEC for
approval.

11. CHAIR'S ACTION ON URGENT MATTERS

There might, occasionally be circumstances where decisions which would normally
be made by the Sub Committee needs to be taken between scheduled meetings.
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In these circumstances, the Sub Committee Chair, supported by the Director of
Corporate Governance as appropriate, may deal with the matter on behalf of the
Sub Committee. Any such action is formally recorded and reported to the next
meeting of the Sub Committee for consideration and ratification.

4.1

Chair’s action may not be taken where the Chair has a personal or business interest
in the urgent matter requiring decision.
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INFORMATION GOVERNANCE SUB COMMITTEE
LEGACY STATEMENT

Name of Meeting : Information Governance Management and Technology Sub
Committee 4.2
Date of Meeting 4 October 2017

Executive Lead : Director of Public Health

Author : Senior Manager, Performance and Compliance

Caring for People, Keeping People Well :  This report underpins the Health
Board’s “Sustainability” and “Values” elements of the Health Board’s Strategy.

Financial impact : There are significant potential financial implications in relation to
the management of information governance risks. The Information Commissioner has
powers to fine organisations that are in breach of the law through their acts or
omissions that materially harm or damage individuals. This does not exclude the
ability for individuals to sue the organisation in respect of harm or damage as a result
of physical and/or psychological damage or reputation.

Quality, Safety, Patient Experience impact : Management of information
governance risks impacts significantly on the quality, safety and experience of our
patients and their families. It also has the potential to impact adversely on the
reputational standing of the Cardiff and Vale University Health Board and the
confidence our community has in us. The management of data and personal
information is fundamental to providing a quality service and exemplary patient
experience and to meeting our legal obligations.

Health and Care Standard Number 3.4 & 3.5
CRAF Reference Number 8

Equality and Health Impact Assessment Completed: Not Applicable

ASSURANCE AND RECOMMENDATION

ASSURANCE is provided by:
e The proposals made in this paper fill the gap in assurance left as a result of the
winding up of the Information Governance Sub Committee

The Information Governance Management and Technology Sub Committee is asked
to:
¢ NOTE the legacy statement.

SITUATION

The former People Planning and Performance Committee (PPP) has agreed
that the Information Governance Sub Committee (IGSC) and IM & T Sub

1
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Committee would merge to form the Information, Technology and Governance
Sub Committee (ITGSC). This report provides a legacy statement for the
IGSC setting out some key achievements since it was established. It also
identifies proposals for ensuring the key issues remain on the ITGSC agenda
to give assurance to the newly formed Strategy and Engagement Committee 4.2
(successor to PPP). It also provides a summary assessment of where .
Information Governance (IG) is currently positioned in the UHB and highlights
areas for improvement.

It is particularly important that this period of transition is effectively managed
given the introduction of General Data Protection Regulation (GDPR) in May
2018. These will essentially create a more exacting environment in terms of
the arrangements that the UHB will need to have in place to evidence that it is
discharging its statutory obligations in relation to 1G.

BACKGROUND

Since its inception in 2014 the IGSC has provided a valuable forum for
discussing IG matters and this providing assurance to the Board, hitherto via
the PPP Committee, of the extent to which Cardiff and Vale University Health
Board (the UHB) is discharging its statutory obligations. Although the
groundwork is being put in place to support an effective 1G assurance
framework, much work still remains if the UHB wishes to aspire to be “best in
class” in relation to 1G.

Two issues in particular put the above in context:

¢ |G arrangements across the UHB do not fully support the way the UHB
currently discharges its core business activities

The delivery of integrated health and social care requires hundreds of people
to handle data daily in conjunction with stakeholders both inside and outside
the NHS e.g. the wider NHS “family”, education, social services etc. These
arrangements need to be appropriately formalized to ensure that all parties
are aware of their respective responsibilities and obligations. There is
considerable variation in this regard i.e. not all arrangements are adequately
formalized via appropriate documentation e.g. Information Sharing Protocols,
Data Processor and Data Disclosure Agreements, Privacy Impact
Assessments etc.

The same applies to emerging UHB strategies for healthcare to support
national strategies. More work is needed to ensure that IG principles are
embedded in models such as algorithm driven/virtual healthcare to support a
“Digital First” strategy.

e |G arrangements currently fall short of those expected by the
Information Commissioners Office (ICO) i.e. the relevant statutory body

The ICO carried out a comprehensive audit of UHB compliance in relation to
the Data Protection Act (DPA) in autumn 2017. This audit rating was:

2
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“There is a limited level of assurance that processes and procedures are in
place and are delivering data protection compliance. The audit has identified
considerable scope for improvement in existing arrangements to reduce the
risk of non-compliance with the DPA.” 4.2

The finding was essentially reaffirmed when the ICO carried out a follow up
audit of DPA compliance in April 2017. The ICO commented

“It is disappointing that of the 68 recommendations in the 12 months since the
audit only 12 have been fully completed by the UHB. The 43 areas that have
been partially completed range widely in how far towards completion they
actually are. Whilst so many issues remain uncompleted little additional
assurance can be found that the UHB are able to comply with the
requirements of the DPA. Persevering to complete the remaining
recommendations is essential work that will ensure that the UHB is in a far
improved position going forward”.

Although the ICO has not formally indicated that it intends to carry out a
further review, it has signaled to the UHB that it will be mindful of the audit
findings in the event that matters are formally brought to their attention. It is
therefore vital the ITGSC continues to monitor progress in terms of delivering
the DPA compliance audit action plan agreed with the ICO against the
backdrop of a comprehensive IG assurance framework.

The IGSC has already agreed a program of work for 2017/8 intended to make
significant inroads in terms of remedying the above shortcomings. The
thrust of this legacy statement is to highlight those areas that are central to
this. In this way ITGSC can seek assurance in a systematic way.

Monitoring of the work program should continue to be backed up by
consideration of a risk register to provide assurance that associated risks are
being mitigated.

Based on IGSC arrangements that have proven their efficacy via annual
review, it is recommended that ITGSC should target the following as priority
areas going forward:

e Consolidation of IG governance arrangements

e Developing an IG strategic framework

e Creating an IG compliance culture and embedding this in the day to
day working arrangements across all the UHB’s Clinical Boards (CBs)
and Corporate Departments (CDs)

e Staff training

e Strengthening of operational arrangements, taking into account a range
of historical legacy issues

These areas are explored in more detail below.
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IG Governance Arrangements

When the IG Executive portfolio was transferred from the Medical Director to
the Director of Public Health the Management Executive (ME) agreed that
overall management arrangements would be reviewed after a period of 12 4.2
months. Merging two committees into one means that by definition that the .
process for providing assurance on IG matters will need to be rationalized
because available time is effectively halved. Essentially discussion time will
be free this is being achieved by the convening of an IG Executive Team
(IGET) compromising the following

Director of Public Health Executive Lead for IG
Medical Director — Caldicott Guardian

Director of Corporate Management — SIRO
Other senior staff as appropriate

Operational IG matters will be discussed in the first instance by the IGET and
escalated to the ME as appropriate. In particular IGET will need to “separate
out” the operational content of discussions by the three IGSC sub groups (i.e.
Data Quality, Medical Records Management and Non Medical Records
Management) from developments that need to be reported to ITGSC for
assurance reasons e.g. development of policies/procedures.

Auditing of access to IT systems (i.e. via NIIAS for national systems and
equivalent functionality for local UHB systems such as “break glass”) is an
area currently in its infancy primarily because of limited staffing resource.

This is a concern given the general increase in legitimate requests for users to
access PID (e.g. forthcoming pilot to give a GP “cluster” access to all patient
details on the UHB Clinical Portal for clinical governance reasons).

ITGSC will need to be kept fully informed of the outcome of the above
discussions. Any actions that ITGSC feels do not provide adequate
assurance will need to be referred back.to the IGET.

IG Strategic Framework

The UHB currently is not working to a formal IG strategy. Activities are
loosely aligned to the IG Toolkit that applies in NHS England. It should be a
priority for ITGSC to receive assurance that development of a suitable
strategic framework for IG is satisfactorily progressing. A central element of
this strategy should be a commitment to delivering a key UHB corporate goal
of “Getting Things Right First Time” (GTRFT). This is particularly relevant
to ITGSC’s assurance role in relation to data quality (DQ). This has been
given to date primarily via the Data Quality Sub Group. DQ shortcomings can
have far reaching consequences particularly in performance management
terms e.g. metrics incorrectly applied, data skewed and consequently
inaccurate for benchmarking purposes etc. This area needs to be carefully
monitored.
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This should be underpinned by the periodic updating of the Controlled
Documents Framework that supports IG and should broadly mirror the
requirements of the IG Toolkit. An excellent foundation has already been laid
in this area but policy and procedure development needs to be regularly
monitored to ensure that this momentum is maintained. It will also be 4.2
important to ensure that UHB policies and procedures are aligned to those '
agreed nationally.

Progress reports should be received regularly in relation to the
implementation of agreed recommendations from WAO and internal audit
reports.

IG Awareness Culture

Realisation of the UHB’s |G objectives needs to be underpinned by the
creation of a culture of IG awareness in all settings. Considerable progress is
being made by strengthening IG incident reporting via the Datix incident
reporting system. In this way CBs and CDs are given systematic feedback
about IG incidents that occur in order that appropriate lessons can be learned.

The IG dept is now taking a hands on role in terms of attending relevant
CB/CD meetings to provide a focus for IG discussions. A pro forma has been
developed to allow CBs/CDs to report IG issues in a consistent format. It is
important that ITGSC receives systematic feedback on these discussions.

The IG page on the UHB intranet should be developed to encourage a user
“self help” culture in terms of accessing information relating to IG.

Staff Training

The Datix reporting systems continues to highlight instances of relatively
minor IG breaches e.g. patient letter sent to wrong GP. On a more serious
level It is worrying that at the current time the UHB has been required to notify
the ICO of 3 instances whereby UHB staff, after disciplinary investigation have
admitted DPA Section 55 breaches i.e. unlawful accessing of personal
information. In one instance this is expected to lead to a police prosecution.

It is essential that the ITGSC continues to rigorously monitor that effective
staff IG training is being undertaken in all available settings e.g. induction, on
line and periodic refreshers to ensure that staff are aware of their statutory
obligations. As at the current time 54.69% of staff at the UHB had completed
the mandatory on line IG training module against the target of 85%..

It is also important to monitor staff training in terms of applying policies and
procedures that impact on data quality (see reference to GTRFT under “I1G
Strategic Framework”).

Operational arrangements
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Some aspects of the UHB operational infrastructure require significant
strengthening. It is important that the ITGSC continues to monitor that
satisfactory progress is being made in such matters. Examples of this are

e The transfer of medical records to a purpose built facility at Treforrest
from premises that are being decommissioned or regarded as no
longer fit for purpose for records storage purposes. This applies
particularly to Whitchurch and Lansdowne. The transfer of records to
facilities that are fit for purpose is essential in order to allow the UHB
to progress the destruction of records that are being kept beyond their
statutory retention periods and thus in breach of the DPA.

e Access to Medical libraries needs to be upgraded in order to evidence
that the UHB is discharging its duty of care in terms of preventing
inappropriate access to medical records

4.2

ASSESSMENT

The UHB faces significant challenges in order to evidence that it is
discharging satisfactorily its statutory obligations in relation to IG. However,
the IGSC has laid an foundation that can provide an effective platform for
doing this if the achievement of relevant activities is monitored going forward
by ITGSC.
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INFORMATION MANAGEMENT & TECHNOLOGY SUB COMMITTEE

LEGACY STATEMENT
Name of Meeting : Information Management & Technology Sub Committee
Date of Meeting 4 October 2017 4.2

Executive Lead : Executive Director Therapies and Health Science & Executive
Director of Public Health

Author : Assistant Director for Information Technology & Assistant Director of
Information and Performance

Caring for People, Keeping People Well :  This report underpins the Health
Board’s “Sustainability” and “Values” elements of the Health Board’s Strategy.
Financial impact : The IM&T SOPs across Wales outline a potential Financial
impact of National £480m, Local £55m over 5 years

Quality, Safety, Patient Experience impact : N/A

Health and Care Standard Number 3 & 4.2
CRAF Reference Number 6.8

Equality and Health Impact Assessment Completed: Not Applicable

ASSURANCE AND RECOMMENDATION

ASSURANCE is provided by:
e Ensuring there is continuity in the scrutiny and oversight of the Digital agenda
with the transition from the IM&T Sub Committee to this new committee

The Information Governance and Technology Sub Committee is asked to:
e NOTE and ACT UPON the legacy statement.

SITUATION

The former People Planning and Performance Committee has agreed that the
Information Governance Sub Committee (IGSC) and Information
Management & Technology Sub Committee (IM&TSC) would merge to form
the Information Governance and Technology Sub Committee (IGTSC). This
report provides a legacy statement for the IM&TSC setting out the record of
some key achievements since it was established. It also identifies proposals
for ensuring the key issues remain on the IGTSC agenda to the newly formed
Strategy and Engagement Committee.

BACKGROUND
Since its inception in 2012 the IM&TSC has provided a valuable forum for
discussing IM&T matters and this providing assurance to the Board, hitherto

via the PPP Committee, of the extent to which the UHB is discharging its
statutory obligations.
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Key Achievements

The IM&SC has enabled some key deliverables during its tenure:

4.2

e Approval of the IM&T Strategic Outline Plan
e Approval of the IM&T integrated medium term plan
¢ Development and approval of ‘Keeping the lights on’ sustainability
programme
e IM&T expenditure capital assurance review
e Approval of the Health Care Standards: number 34, 2017 /18
e Completion of all actions in the following IT related Audit reports over
the past 12 months:
o Telecoms Audit
o Capital Audit Assessment 2015
o WAO Diagnostic review of ICT — Capacity & Resources
o 90% WAO DR /BC Audit

Implementation of the IM&T Audit tracker process

Implementation of IM&T risk management process — ongoing
Implementation of Programme management review process — ongoing
Advice and assurance on complex technical and political aspects of the
work plan

Significant progress achieved in Clarity on “Once for Wales” policy

¢ Significant progress achievement in aligning relationships with National
Bodies and contribution to NIMB.

Governance Arrangements

The IM&TSC recently revised its Terms of Reference to provide greater focus
on assurance on behalf of the previous PPP Committee. Prioritisation and
more operational aspects of the IM&T Work Plan remain with the
Management Executive advised by the Health Systems Management Board
and the Senior Clinical IM&T Group and Nationally via the National
Informatics Management Board, informed by IPAD and advised by the Clinical
Informatics Council.

The will be a review of Governance arrangements for assurance of
prioritisation of the IM&T work programme in light of the establishment of the
new UHB Committee Structure.

The Information Management and Technology aspects of the newly formed
IGTSC will need to cover all functions of the University Health Boards (the
UHB’s) services: clinical across primary, community hospital and specialised
care and non clinical.
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The newly formed IGTSC will continue to concentrate on digital and
information requirements in the following areas:

e Provide assurance that IM&T services are safe and sustainable and,
or, that risks are being assessed and managed effectively 4.2

e Provide assurance that the development and implementation of the '
digital strategy and digital medium term plan remains effective, and is
aligned to delivery of the UHB’s strategy and Welsh Government’s
policy objectives.

¢ Provide assurance that the benefits of collaboration with peer
organisations and the deployment of resources within the NHS Wales
Informatics Services (NWIS) are increasingly being realised

e Ensure effective communication and engagement around IM&T is in
place across the UHB

e Ensure arrangements are in place to assess and deliver benefits of
innovative technology and information for use in decision making

IM&T Strategic Framework

The IM&T Strategic Outline Programme (SOP) sets out a programme of
strategic developments in analytics, information management, governance
and information and communication technologies to enable the provision of
high quality health improvement and health and social care across Cardiff and
Vale University Health Board (The UHB) aligned to the national digital
strategy.

This programme details the technical infrastructure and information required
to deliver and enable the UHB’s 10 year strategy “Shaping Our Future
Wellbeing”, our annual delivery plan for 2016/17 and our future 3 year
Integrated Medium Term Plans (IMTP).

The programme has been structured to ensure clear alignment between the
Welsh Government’s Digital Health and Social Care strategy (2015) “Informed
Health and Care” and the UHB’s organisational strategy “Shaping our Future
Wellbeing”.

The vision is centred on delivery of four key strategic enablers:
o Information for you.
o Supporting professionals.
o Improvement and innovation
o Planned future

Underpinned by a detailed set of design principles and the prudent health
care principles for delivery.
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Successful delivery will require collaboration with other care and health
service organisations and with organisations and companies across the wider
digital field.

Operational Arrangements

4.2

The IM&T work programme is being taken forward in line with both National
and Local requirements, delivering on time, delivering benefits and within
budget. The IT&GSC will provide assurance to ensure that satisfactory
progress in being made. It will also need to review escalated issues in relation
to the programme such as:

Cyber Security

National PACs implementation

National LIMs project

Strategic resources issues incorporating the role and objectives of the
NHS Wales Informatics Service.

ASSESSMENT

The UHB faces significant challenges in the delivery of the IM&T programme
within a tight financial and resource requirement. However the IM&TSC has
laid a foundation that can provide an effective platform for supporting progress
in the deliverables of both National and local requirements. It is imperative
that this process is monitored going forward by the newly formed IT&GSC.
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UNCONFIRMED MINUTES OF A MEETING OF THE INFORMATION
GOVERNANCE SUB COMMITTEE HELD AT 1pm ON

TUESDAY 8 AUGUST 2017

SEMINAR ROOM 3 COCHRANE BUILDING

Present:

UHW

Eileen Brandreth (Chair)

Independent Member, Information,
Communication and Technology

Dr Sharon Hopkins

Director of Public Health

Dr Graham Shortland

Medical Director (Caldicott Guardian)

Margaret McLaughlin

Independent Member, Third Sector

Peter Welsh

Director of Corporate Governance (SIRO)

Christopher Lewis

Assistant Director of Finance

Paul Rothwell

Senior Manager Performance and
Compliance

In Attendance:

Andrew Crook

Head of Human Resources Policy and
Compliance

Gareth Bulpin

Information Technology Technical
Development Manager

Paul Cunningham

Wales Audit Office (as observer)

Apologies:
Allan Wardhaugh

Joanne Brandon
Nigel Lewis

Secretariat:
Ann Morgan

IGSC 17/018

The Chair opened the meeting and welcomed everyone. She introduced Paul
Cunningham from the Wales Audit Office who was attending as an observer.

IGSC 17/019

Assistant Medical Director for Information
Governance and Technology

Director of Communications

Head of IM&T

Corporate Governance Senior Information
and Communication Manager

WELCOME AND INTRODUCTION

APOLOGIES FOR ABSENCE

Apologies for absence were NOTED.

IGSC 17/ 020

DECLARATIONS OF INTEREST

The Chair invited members to declare any interest in the proceedings included ‘

on the agenda. The Chair advised the IGSC tha i
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Gareth Bulpin under AOB in the private session which related to the
University and as such she declared an interest in this item. It was agreed
that she would not engage in the discussions relating to this and that the
Independent member would act as Chair for this item.

4.3

There were no other declarations of interest declared.

IGSC 17/021 MINUTES OF THE PREVIOUS MEETING HELD ON
TUESDAY 28 MARCH 2017

The minutes of the previous meeting held on 28 March 2017 were AGREED
as an accurate record of the meeting.

IGSC 17/022 REVIEW ACTION LOG

The Information Governance Sub Committee RECEIVED the action log from
the meeting of 28 March 2017 and noted the following:

IGSC 16/046 & IGSC 16/062 - ICO Welsh IG Training Review Action
Plan

Andrew Crook advised that there could possibly be scope for utilizing
media resources to provide some help in relation to this issue however
there needed to be some understanding of the extent of what was
required and who would be the target audience. In addition input from
the communication teams could assist. It was agreed that this would
be included within the legacy statement for the new sub committee
(details included in AOB) to receive an updated position report.

ACTION: Ann Morgan/Andrew Crook

IGSC 17/005&16/064 - ICO DPA Audit Closure of Medical Records
Libraries

Confirmation was to be obtained that a report had been submitted to
the appropriate overseeing committee.

ACTION: Paul Rothwell/Ann Morgan - For inclusion in the
legacy statement

IGSC 17/005&16/069 IG training compliance figures

Work remained on-going in respect of mandatory training data with the
clinical boards. Verified data was expected by the end of August and it
was requested that the requirements for an updated position report be
included within the legacy statement for future reporting to the new sub
committee (details included in AOB).

ACTION: Paul Rothwell/Ann Morgan - For inclusion in the

legacy statement -
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IGSC 17/010 - Caldicott Guardian Report

i) GMC Advice on Personal Data

The Medical Director confirmed that this matter was being progressed
via the new AMD for Clinical Engagement and it would be included in
the Grand Round scheduled for September 2017 which would include
delivery from Welsh Health Legal Services on this issue and the
Goddard review.

4.3

i) GP Pilot
The Medical Director confirmed this issue was covered in the formal
report Agenda item 8.5.

The Information Governance Sub Committee Noted the Action Log
IGSC 17/023 CHAIR’S ACTION TAKEN SINCE LAST MEETING

The Chair confirmed she had taken action in respect of:
¢ Annual Governance Statement 2016/17 (AGS) - Reference to
Information Governance.
¢ Annual Report 2016/17 — Reference to Information Governance.
e Health and Care Standards 3.4 and 3.5 — Agreement to
recommendations of standard leads

All actions had been supported by the Medical Director and Paul Rothwell
The Information Governance Sub Committee Noted the Chair’s action.
IGSC 17/024 AUDIT WORK UPDATES

The IGSC received reports on the areas detailed below.

IGSC 17/025 INFORMATION COMMISSIONERS OFFICE UPDATED
REPORT

The Director of Public Health provided a verbal update and explained that the
full detailed specifics of the ICO report and the UHB actions were included
within the private session of the meeting in order to facilitate full and frank
discussion of the issues.

The Information Governance Sub Committee Noted the report

IGSC 17/026 INTERNAL AUDIT REPORTS FROM CLINICAL
BOARDS

The Director for Public Health advised that the Internal Audit reports for CD&T
and Mental Health were provided for information, as they had been
considered previously by Audit Committee. The IGSC discussed the purpose

behind these reports and it was agreed that it was to ensure assurance from
the Clinical Boards, in relation to 1G issues, could be provided.
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The expectation was that in future these reports would be discussed within
the new IG arrangements, between the 1G Department and the Clinical
Boards, and would be included as part of the Clinical Board’s quality and
safety reviews with any required actions being progressed by the CB and 4.3
reported via follow-up and the new committee arrangements. .

ACTION: Paul Rothwell

The Information Governance Sub Committee Noted the reports.

IGSC 17/027 INTERNAL AUDIT FOLLOW - UP REPORT ON
RECORDS MANAGEMENT

The Medical Director presented the follow-up report and detailed that there
had been an improved position from limited to reasonable assurance from the
previous assessment. He confirmed that the actions for the required work
streams were being progressed via the two records management sub groups.
The Chair confirmed that she was happy with the improved position whilst
acknowledging further work was required. She asked for regular progress
reports to be included as a standard item for the new sub committee (details
in AOB) that was being established for assurance that work remained in hand
and was being coordinated between the sub groups and the Information
Governance team.

ACTION: Paul Rothwell

The Director of Corporate Governance suggested that the Chair formally
report on the new sub committee (details in AOB) arrangements to the Board
at its September meeting.

ACTION: Eileen Brandreth

The Information Governance Sub Committee Noted the report
IGSC 17/028 REPORTS

The IGSC received reports on the following areas:

IGSC 17/027 NIIAS UPDATE REPORT

The Medical Director provided an update and advised the IGSC that the IG
Department had undergone refresher training on the NIIAS system however
he acknowledged that staff resource restrictions meant that the UHB had
effectively unable to complete a planned programme of audit. It was noted
that other health boards had commenced pro-active auditing however they
utilized more national systems than Cardiff and Vale. The different systems

that NIIAS were linked to were detailed. -
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He further advised that there were devolved processes in place to cover
auditing within pharmacy and an All Wales procedure had been produced
which needed to be adopted by the Health Board and it was agreed that this
could be facilitated.

The IGSC discussed the current position and the restrictions that were 4.3
impacting on progressing further plans.

The Information Governance Sub Committee Noted the report
IGSC 17/028 CALDICOTT PRINCIPLES IN PRACTICE (CPIP)

The Medical Director presented the report and provided details of the process
that had been followed in respect of previous assessments completed and
reported to the IGSC. It was acknowledged that the current assessment as
submitted to the IGSC had been completed with increased rigour appropriate
to the maturing level of understanding and compliance across the UHB which
could account for the lower score. Previously assessments had indicated a
four star rating (good level of assurance) and the current assessment position
was three stars (limited level of assurance). It was agreed that this
assessment was more in line with the ICO audit. This assessment
demonstrated that there were areas of good progress whilst there remained
areas that would need improvements. Specific areas of the report were
highlighted to demonstrate where there differences had occurred between the
assessments.

The Information Governance Sub Committee Noted the report and Agreed
that future reports on compliance would be submitted to the new sub
committee (details in AOB) at its second formal meeting.

Action: Paul Rothwell / Ann Morgan

IGSC 17/029 GENERAL DATA PROTECTION REGULATION (GDPR)
BRIEFING PAPER AND ACTION PLAN

The Director of Public Health introduced the report and explained that it
provided a high level overview of the impending legislation scheduled to be
implemented in May 2018. She also highlighted the high level work plan that
formed part of the report. She informed the IGSC that the implementation of
the GDPR would necessitate the UHB having a full and detailed
implementation plan to include the requirement of needing stronger systems
in place.

The IGHSC then discussed the following:

e Resource implications and the need to consider what the potential
staffing requirements would be within the allocation for the coming
financial year.

¢ The implication on the legislation in respect of the Health Boards

policies and procedures. _
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e The impact the GDPR would have on the digital developments and
processes from a clinical perspective
e The need for the Board to be informed and engaged

The IGSC suggested that the Board Secretary add a session on GDPR within 4.3
the next planned Board Development day. '

ACTION: Peter Welsh

The Information Governance Sub Committee Noted the report and Approved
the proposal to develop an Action Plan for implementation of GDPR.

ACTION: Ann Morgan

IGSC 17/030 IGSC INTEGRATED REPORT

The IGSC received the integrated information governance report which
provided an update in respect of IG incidents and compliance with the Data
Protection Act and Freedom of Information Act. Also included in the report
was an update on breakglass incidents and recent matters of relevance for
the IGSC. The following specific items were highlighted:

Incident Reporting

The Director of Public Health detailed the work that had been completed
between the Information Governance department and the Datix team in
respect of incident reporting. As a result of this work a larger number of
incidents were now being identified and reported for review. The report
provided details of incidents covering the period January to July 2017. The
limitations of the systems and the actions taken to address these were also
detailed. It was confirmed that there was a process in place to identify the
incidents that needed to be referred to the Medical Director for consideration
on ICO reporting.

The IGSC discussed the incidents that indicated no value and the reasons for
this were explained. The IGSC agreed that the current systems now provided
the levels of assurance that were required going forward.

Freedom of Information Act Compliance

The IGSC raised concerns in relation to the significantly deteriorating position
reported with Freedom of Information Act compliance for responding to
requests. The reported compliance rate being at an all-time low of 51%.

The IGSC asked for further explanations for this position and the reasons for
this position were detailed.

The Information Governance Sub Committee Noted the report

IGSC 17/031 CALDICOTT GUARDIAN REPORT
The Medical Director introduced the report which provided an update to the

IGSC on the recently issued General Medical Council (GMC) advice in

relation to patient data, access to the UHB clinical portal by stud
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and an update from the Medical Records Management Group (MRMG) on
their areas of responsibility. The following issues were discussed.

i) GMC Advice on Personal Data

It was confirmed this issue was now being taken via the Medical Staffing route
and would be included in Grand Round session in September which was
scheduled to include a session delivered by Welsh Health Legal Services. In
addition, further information was to be included in the next edition of the
Medical Directors Bulletin.

4.3

i) GP/Student Access to Systems

A detailed report on this issue had been considered by the Management
Executive and following discussions they had agreed that the proposed
recommendations be acted upon. The GP access work would now be
progressed via a 3 month pilot by a designated cluster. Going forward the
Caldicott Guardian in each GP practice would take responsibility for the
auditing function to ensure there were no inappropriate accesses made to
personal sensitive information. Student access would be progressed via a
named responsible individual. A Standard Operating Procedure would need to
be produced to formalise these arrangements. Following further discussion
the IGSC supported the decision of the Management Executive to take the
proposals forward whilst noting the potential risks.

Action: Graham Shortland / Paul Rothwell

iii) Medical Records Management Group (MRMG)

Following confirmation of the other Health Boards following the recommended
retention schedules for medical records it was confirmed the UHB would also
adhere to these. To progress the matter the MRMG was to develop a
proposal for records destruction as required.

iv) Digitalization

This was being considered in line with the overall IT Strategy. When
operational arrangements were agreed they would be documented via a
Standard Operating Procedure (SOP).

V) Closure of Medical Records Libraries

A proposal was to be submitted to the Management Executive for
consideration to progress this issue. It was noted however that the proposals
would need to be considered within existing financial restraints. The IGSC
noted that it was unlikely that additional funding would be made available and
it was therefore important that this matter formed part of the overall Clinical
Diagnostic and Therapeutic Clinical Board’s work plans. The IGSC also
agreed that this issue should remain on the agenda of the MRMG to enable
the UHB to report progress with the ICO Audit action plan. The IGSC sought
assurances that the unavailability of medical records or lost records were
given the correct risk rating and the Director of Corporate Governance was
asked to review this.

Action: Peter Welsh 4
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Vi) Decommissioning Whitchurch Hospital

The Medical Director and the Director of Corporate Governance had
completed a site visit to Whitchurch Hospital and it was confirmed there were
some examples of good practice identified. They also confirmed that not all
records held in this location fell under the responsibility of the central records
function. Engagement with these devolved areas had been completed and a
report was to be submitted to the Management Executive. The IGSC sought
assurances on the security of the site and this was provided by the Director of
Corporate Governance.

4.3

vii)  Subject Access Sign Off.

The position had been reported to HSMB. Following this there had been an
improvement realised. The issue would continue to be monitored via the
MRMG.

The Information Governance Sub Committee Noted the Report.
IGSC 17/032 ANNUAL REPORTS

The IGSC received and noted the Annual Reports for the following areas:
¢ Information Governance Sub Committee
e Data Quality
e Freedom of Information Act

The Information Governance Sub Committee Noted the Annual Reports and
Recommended submission to the Strategy and Engagement Committee for

noting.
Action: Paul Rothwell/Ann Morgan
IGSC 17/033 CORPORATE RISK ASSURANCE FRAMEWORK

The Director of Corporate Governance presented the report and outlined two
areas with perceived high IG risks which had been allocated to the IGSC. It
was explained that even though some work had been completed further work
was required therefore these risks remained.

He informed the IGSC that the CRAF was being reviewed and further
development work being undertaking in an attempt to streamline the process
for greater clarity and improved alignment with the strategic objectives of the
Health Board. The IGSC discussed the processes within the Clinical Boards
for them to include risks appropriately within their own area specific registers.

The IGSC noted the limited assurance provided in the report and welcomed
the review of the CRAF in the expectation that this would provide clearer
reporting to enable easier identification of all risks and mitigating actions for
management of the issues.

#_—/

CARING FOR PEOPLE QN GIG | Burds echy pitsgol
0110 .
KEEPING PEOPLE WELL 37 NHS |grottmavie

310f 178



Information, Technology and Governance Sub-Committee Meeting To receive:

The Information Governance Sub Committee Approved the report and
Recommended that risk continued to be raised within Clinical Board
Management meetings.

IGSC 17/032 E-MAIL SECURITY 4.3

i) Monitoring

The Medical Director provided an update and advised the IGSC of the level of
monitoring in the other Health Boards. He explained that activity levels
remained static and that there continued to be a number of episodes of false
positives being noted. He further explain the clinical reasons for remaining at
the current level of “inform mode” noting that this may need to be reviewed
further in light of the impending GDPR.

i) Decommissioning of Fax Machines

It was confirmed that there was no program for full de-commissioning of fax
machines. The IGSC were advised of the current position in respect of
electronic referrals where this process eliminated the need to have fax
machines in place and as such they could be decommissioned in these areas.
The IGSC were advised on further development work with the local
authorities. It was noted that there was limited rationale for the UHB to issue
faxes in respect of referrals.

Any further development work on this issue would be progressed via the two
sub groups.

Action: MRMG/NMRMG

The Information Governance Sub Committee Noted the report

IGSC 17/033 PRIVACY IMPACT ASSESSMENT MENTAL HEALTH
AND COMMUNITY INFORMATION SYSTEM (MHCS) WI-FI ON
NETBOOKS

The Information Governance Sub Committee Noted the Privacy Impact
Assessment.

IGSC 17/034 INFORMATION GOVERNANCE SUB COMMITTEE

ANNUAL WORKPLAN

The IGSC received the annual work plan and requested that it be considered
within the new subcommittee arrangements.

Action: Paul Rothwell

The Information Governance Sub Committee Noted the work plan.

IGSC 17/035 CONTROLLED DOCUMENTS FRAMEWORK

#_—/
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The IGSC received the report which included a full overview of all the
controlled documents which fell within the remit of the sub committee.

Following discussion and deliberation of the historical documents that were
submitted and the revised documents considered for review the Information 4.3
Governance Sub Committee: :

e Approved the withdrawal of the historic documents as listed within the
schedule

¢ Recommended the Records Management Policy for submission to the
Strategy and Engagement Committee for formal approval

e Approved the Records Management Procedure

e Approved the IT Security Documents as detailed below

o E-Mail use Procedure

Internet Use Procedure

Bring your own Devices Procedure

Business Continuity Procedure

Code of Connection Guidance

Disposal of IT Equipment Guidance

Security of Assets Guidance

e Approved the Confidentiality Code of Conduct

e Approved the Records Retention and Destruction Protocol

e Approved the IG Management Framework

o O O O O

IGSC 17/036 ITEMS RECEIVED FOR NOTING

Medical Records Managements Group Meeting Minutes from:
14 March 2017 and 14 June 2017

Data Quality Group Meeting Notes from:
26 April 2017 and 13 July 2017

Due to an error the notes from the Non Medical Records Group meeting held
6 June 2017 had not been included within the papers and this was to be
corrected.

Action: Ann Morgan

The Information Governance Sub Committee Noted the report.
IGSC 17/037 WHC (2017) 025 CYBER SECURITY

The Information Governance Sub Committee Noted the Circular.
IGSC 17/038 ANY OTHER BUSINESS

The Chair raised the following items:

e The IGSC was being stood down and this was the last meeting in the
current format.
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¢ A new sub committee was to be established merging the IGSC and the
IM&T Sub Committee subject to Board approval.

e A draft Terms of Reference had been produced and these were to be
circulated to all members of the two sub committees for their comments

e The Chair had arranged a meeting between herself, the Medical 4.3
Director, Director or Corporate Governance and the Director of Public '
Health to discuss the new sub committee arrangements as it needed to
have more of an assurance remit as opposed to an operational function

¢ A new independent member would need to be invited to attend the new
sub committee due to Margaret McLaughlin’s tenure of office coming to
an end.

IGSC 17/039 REVIEW OF MEETING AND ITEMS TO BRING TO THE
ATTENTION OF THE BOARD/OTHER COMMITTEES

The Chair provided a review of the meeting and highlighted the following:
e Records Management Policy to be submitted to Strategy and
Engagement Committee for approval
¢ New Sub Committee arrangements to be raised at the Board meeting
for endorsement
¢ Annual Reports of IGSC sub-committees to be submitted to Strategy
and Engagement Committee for noting

IGSC 17/040 DATE OF NEXT MEETING
The Chair confirmed that the IGSC was being stood down and there would be

no further meetings. The new Information Governance and Technology Sub
Committee was to be implemented with its inaugural meeting arranged for 4

October 2017.

Signed e

Date
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AGENDA ITEM 4.d 4.4

Present:

Eileen Brandreth Chair and Independent Member

Dr Sharon Hopkins  Acting Chief Executive

Dr Fiona Jenkins (FJ) Executive Director of Therapies & Health Science

Andrew Nelson (AN) Assistant Director of Performance & Information

Ivar Grey (IG) Independent Member

Nigel Lewis (NL) Head of Information Technology and Strategy
Dr Allan Assistant Medical Director for Informatics
Wardaugh(AW)

In Attendance;

Jo Brooks (JB) National Programme Manager

Mark Cahalane (MC) PARIS Programme Manager

Huw Willams (HW)  Emergency Planning Officer

Dr Mike Bourne (MB) Clinical Director CD&T (arrived at 3pm)

Matt Temby HOD for CD&T (arrived at 3pm)
Apologies:
Steve Curry Chief Operating Officer

Secretariat:
Sandra Whitney (SW) IM&T Programme Manager

Unconfirmed Minutes of the IM&T Sub Committee
IM&T Sub Committee Meeting 5 December 2016
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IM&TSC 17/001 WELCOME AND INTRODUCTIONS

The Chair opened the meeting and welcomed everyone present.

IM&TSC 17/002 APOLOGIES FOR ABSENCE 4.4

Apologies for absence were noted.

IM&TSC 17/003 DECLARATIONS OF INTEREST

The Chair invited members to declare any interests in the proceedings on the
agenda. No interests were declared.

IM7TSC 17/004 CHAIR’S ACTION
The Chair’s confirmed that she has approved the Healthcare Standards 3.4.

IM&TSC 17/005  MINUTES OF THE INFORMATION MANAGEMENT &
TECHNOLOGY (IM&T) SUB COMMITTEE HELD ON 6"
MARCH 2017

The Sub Committee APPROVED the minutes of the meeting held on the 6"
March 2017 as an accurate record of the meeting.

IM&TSC 17/006  ACTION LOG

The Sub Committee RECEIVED and NOTED the Action Log from the meeting of
the 6™ March 2017.

IM&TSC 17/007 STRATEGIC UPDATE
Director’s Report on IT

FJ provided the following update:

Ransomeware attack

All members will be aware of the attack last month, and the significant work
required by the IT team to maintain safety of our systems and deliver BC plans.
Also on going work by the team to look at the status of all equipment that link to
IT. The Board has formally thanked the team in recognition of their prompt
response, and going above and beyond to maintain our safety.

Thanks also given by Andrew Goodhall from WG for everyone’s efforts .

Turning the Curve.
UHB programme to reduce our cost base, while maintaining quality and

performance.

Unconfirmed Minutes of the IM&T Sub Committee
IM&T Sub Committee Meeting 5 December 2016
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The Executive team recognised the imperative for IT to support the
transformational requirements. Therefore have appointed a digital lead as part of
the turning the curve programme. Mike Bailey has been appointed on a part time
basis for 6 months to work with the team to get greater pace into our system to
realise benefits. NDL and Mike working closely together on this work.

ACTION: FJto share Digital leads objectives for Turning the Curve with EB. 4.4

NIMB
It was C&V turn to do a presentation to NIMB. FJ thanked AVN, NDL and teams
for all their work on the presentation and their brief SH & FJ. FJ reported that the
presentation was well received. Andrew Goodhall comments were very
supportive and complimentary he raised 3 things:

1. MTed, big expansion good to see

2. Good to see data and informatics there

3. National citizen portal

ACTION: SW to circulate copy of the presentation to members for information

Communication from WG re SoP.(9 June)

FJ stated has been shared with the IM&TSC and we will need to consider the
implications of this, in prioritising our SoP, given the lack of central funding and
our turning the curve requirements. This work is being progressed and meetings
with the C&V UHB finance team are in progress this week. NDL also stated that
we will need to consider our approach carefully regarding proposed funding over
the next 4 yrs. NDL also stated that the SOP had already been signed off by the
Board but it would be useful to review previous minutes for completion.

ACTION: SW to review previous Board minutes for IM&T SOP approval.

AW also expressed concerns as to the message this would send out to clinicians
within the UHB as confidence had been building in relation to the delivery of the
SOP.

AVN confirmed the communication from WG re the SOP would be discussed in
the ADI meeting on the 23" June 2017, the Chair asked for feedback at the next
meeting.

ACTION: SW to add to the next agenda

Meetings with Independent members and NWIS Directors

NWIS medical director arranged meetings with Vice Chair and IM&T IM. The IMs
were accompanied by AMD and Exec Director. The meetings did not have an
agenda or formal minutes. The key issue raised at both meetings was PACS. In
other areas NWIS was complementary about C&V UHB.

The Chair would have expected external directors to approach her first, rather
than making appointment directly with IMs.

PACS

Discussions with CD&T, Acting CEO and Doths re this with the Chief Scientific
Officer WG who has invited C&V UHB to send a rep to join the Imaging task force.
Acting CEO requested Mike Borne be our representative this has been accepted.

Unconfirmed Minutes of the IM&T Sub Committee
IM&T Sub Committee Meeting 5 December 2016
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WG developing an Imaging intentions document - the UHB has commented on
the dratft.

WG Digital strategy workshop 24 May

FJ reported that the workshop was attended by 4 from C&V UHB. Peter Jones
and Steve Ham led the day. Set out Informed Health and Care delivery
programme discussed agile working.

4.4

WAO Improving Digital Leadership and Ownership Seminar 13 June

Annual WAO session, key messages one size doesn’t fit all, adapt not adopt. But
useful learning from key workstreams about living in a connected age — though
they didn’t address living with less resource.

Informed Health and Care a Digital Strategy for Wales

Highlight paper updates. Andrew Griffiths presented then to note saying they had
been through IPAD. PROMS AND PREMS, highlighted Cardiff, for our good work.
Link to other suppliers and systems, need to do this coordinated way.

Thanked Cardiff for help with WCCIS

WCIC update
GPC Wales, want NIAS reporting by LHBs to be shared.

Director’s Report on IM

AVN reported that Information Task Force has been formed and looking at the
adoption of standards. He also stated that the Once for Wales Task Forces has
met and is moving at pace.

IM&TSC 17/008

Key points for noting of the Senior Clinical IM&T Group meeting held on 5
May 2017

There were no comments on the minutes circulated (agenda item 14.1)
EU Update

AW confirmed that C&V intention is to adopt the National WEDs solution when it
is fit for purpose. In the meantime the internal IT development team are
continuing with the in houses EU system developments which have been
identified from clinical staff which compliment the national solution.

Medibleep Update

AW confirmed that he had ask the supplier of Medibleep to attend WCIC to
discuss the solution but they did not show up and that he has still not received any
communication from them. He also confirmed that the SCIM&T had agreed to
continue roll out of Medibleep subject to supplier assurance, which has now been

put on hold.

Unconfirmed Minutes of the IM&T Sub Committee
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ACTION: AW to discuss at WCIC and with the supplier and report to the next
IM&TSC.

IM&TSC 17/009 SPECIFIC PROJECT REVIEW

WCP Convergence Plan
JB informed the Committee that final draft has been circulated to the SCIM&T 4.4
Group for comment — she also confirmed that further discussion on incorporation
into the national plan would be discussed at the next IPaD meeting 23" June 17.

ACTION: Secretariat to circulate draft convergence plan to members.
PARIS Integration Plan
MC tabled a paper highlighting the high priority integrations required being:

Notification of Acute discharge or death
E-DAL integration for PARIS

The Committee agreed that these integrations should be taken forward as high
priorities on the IM&T workplan.

MC also noted PARIS-WCP — Phase 1 to be view of WCP for PARIS (WGPR was
noted as unavailable day 1, with escalation in the hands of WCIC and Sue
Morgan), and Phase 2 to be interfacing between PARIS and WCP, to flow PARIS
events/Documents to WCP.

ACTION: MC to discuss with NDL to priorities on the IT work plan

PACS Update

The Chair welcomed both Matt Temby and Mike Bourne to the meeting. MT was
asked to introduce the paper submitted to the Committee specifically around the
proposed options (agenda item 9.3).

Following discussion introducing the different options for clarity MT confirmed that
further work would be required to be assured with Fuji that the developments
required can be delivered and the impact of disruption to the running of the
service would need to be factored in. MB indicated a preference for any
development plans with the supplier to be directly between C&V UHB and FUJI.
MB also highlighted that the transition impact relating to a new implementation of
the FUJI system on the HB would also have financial implications to the HB. The
Chair asked when the full Business Case would be completed — MT indicated that
it would be a minimum of 3 months.

IG asked why we are doing a Business Case as he has concerns around
governance and procurement. MB confirmed that the Finance Director had
requested a Full Business Case be developed. SH agreed to discuss with the FD

Unconfirmed Minutes of the IM&T Sub Committee
IM&T Sub Committee Meeting 5 December 2016
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outside of the meeting. MB requested a written instruction if a full business case
was no longer required.

The Chair noted that the instruction for the purpose of the IM&TSC is to get a
deployment order signed. SH confirmed that she has written to Welsh
Government to seek clarification of financial support for C&V to take the national
system and she was still awaiting a written reply.

4.4

The Chair offered to communicate with the Finance Director regarding the
detailed conversations at the IM&TSC. FJ would seek clarity regarding the
instruction from the FD and ensure that this was communicated to CD&T.
ACTION: SH to discuss with the FD

ACTION: Guidance for SH to CD&T re type of business case needed and
timescales

ACTION: SH to seek clarity from WG re financial support for additional costs
ACTION: UHB to progress to sign deployment order

MB, MT and SH left the meeting

IM&TSC 17/0010 WORK PROGRAMME UPDATE

IT work plan exception report

Noted

Information work plan exception report

Noted

IMTP 17 /18 Update June 2017

Noted

IM&TSC 17/0011 FINANCE UPDATE

End of Year Capital Spend

The Chair asked that the paper be resubmitted to the next meeting due to time
constraints.

ACTION: Re submitto IM&TSC October 2017

IM&TSC 17/012  AUDIT ASSURANCE

Review of IM&T audits & possible audits for 17/18

Noted — IG suggested that the Cyber security be taken of the audit plan as a
national programme is going to review.

ACTION: IG to notify the Audit Committee

Unconfirmed Minutes of the IM&T Sub Committee
IM&T Sub Committee Meeting 5 December 2016
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Internal Audit received & Status

Noted
Review of Health Care Standards 3.4 (IG and IM&T)

Covered in Chairs action of the agenda 4.4

IM&T Audit Status Update

The Chair welcomed Huw Williams to the meeting. FJ outlined the IM&T Audit
Status report. 1G asked if there were IT policies and standards in relation to
backup and password procedures for suppliers to adhere too, NDL confirmed that
they are available and should form part of the procurement procedure. The
Chair asked HW to update the Committee on his plans to cover the outstanding
audits in relation to Business Continuity planning (BC). HW explained that the
BC role remains the responsibility of the Clinical Boards but he is currently
refreshing a BC template and plans to run BC training sessions with each CB to
cover off their BC responsibilities. The Chair asked HW to prepare a statement to
reflect his plans with timescales so that the IM&T Audit report could be updated.

ACTION: HW to provide statement to SW to update the Audit Report.
IM&TSC 17/013 INFORMATION MANAGEMENT RISK REGISTER REVIEW

Noted

IM&TSC 17/014 DOCUMENTS FOR NOTING

Noted

IM&TSC 17/015 AOB

None
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AGENDA ITEM 5

ACTION LOG FOLLOWING 14" JUNE 2017 IM&T SUB COMMITTEE MEETING AND THE AUGUST 2017 IG SUB COMMITTEE

MEETING
MINUTE DATE SUBJECT AGREED ACTION ACTIONED | STATUS
TO
IGSC 17/007 | 28/3/17 | Audit Work 1. Report to be submitted to PPP Andrew Crook | Update to be
Updates 2. A further update was requested for the next provided in
IG Training meeting. meeting
IGSC 17/027 8/8/17 | Internal audit Include regular reports as standing item for new IG Paul Rothwell | Update to be
report follow up committee. Input from the current Medical and Non provided in
report on records Medical Records Management Groups to be meeting
management overseen by new Information Governance Executive
Team
IGSC 17/028 8/8/17 | CPiP report Submit compliance reports to meetings of new IG Paul To be submitted
committee Rothwell/Ann | to March 2018
Morgan meeting
IGSC 17/029 8/8/17 | GDPR Add session on GDPR within next planned Board Peter Welsh
development day.
Produce action plan for implementation
Ann Morgan In development
IGSC 17/031 8/8/17 | (ii) GP Pilot Three month pilot report to be submitted to the next | Paul Rothwell | Pilot currently

meeting.

being set up

Action Log following meeting on
14"™ June 2017 & August 2017
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Review whether the unavailability of medical
IGSC 8/8/17 | (v) Closure Of records/lost records were given the correct risk Peter Welsh Update to be
17/031&17/0 Medical Records rating given at meeting
10 Libraries
IGSC 17/036 8/8/17 | Non Medical Submitted notes of meeting on 6 June 2017 to future | Ann Morgan Update to be
Records Group meeting given at meeting
IM&TSC 14/6/17 Turning the Curve | The Exec have appointed a digital lead as part of FJ to circulate | Complete
17/007 the turning the curve programme. The Chair asked | copy of the
to see a copy of the Digital Leads objectives. objectives
IM&TSC 14/6/17 NIMB Update Circulate a copy of the presentation to NIMB to SW to circulate | Complete
17/007 IM&TSC members copy of
presentation
IM&TSC 14/6/17 SOP SW to review previous Board minutes for IM&T SOP | SW See attached
17/007 approval Appendix 1
IM&TSC 14/6/17 SCIM&T Update AW to discuss roll out of Medibleep at WCIC and AW Complete
17/008 Medibleep with the supplier and report to the next IM&TSC.
IM&TSC 14/6/17 WCP SW to circulate draft convergence plan to members | SW Complete
17/009 Convergence Plan
IM&TSC 14/6/17 PARIS Integration | MC to discuss with NDL to priorities on the IT work MC Complete
17/09 Plan plan
IM&TSC 14/6/17 PACS ACTION: SH to discuss with the FD SH Agenda Item 4™
17/09 ACTION: Guidance for SH to CD&T re type of SH Oct 17
business case needed and timescales
ACTION: SH to seek clarity from WG re financial SH
support for additional costs
ACTION: UHB to progress to sign deployment order

IT&G Sub Committee

Page 2 of 6
5" October 2017

Action Log following meeting on
14"™ June 2017 & August 2017
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IM&TSC 14/6/17 Year End Capital Re submit paper for next IM&TSC October 2017 NDL / SW Agenda Item 4™
17/011 Spend Oct 17

IM&TSC 14/6/17 Audit Assurance IG to notify Audit Committee to take off cyber IG Complete
17/012 security Audit for 2017.

IM&TSC 14/6/17 IM&T Audit Status | The Chair asked HW to prepare a statement to HW / SW Complete
17/012 Update reflect his plans in relation to supporting BC

planning with timescales so that the IM&T Audit
report could be updated.

Actions complete from last meeting

IGSC 16/046 | 20/9/16 | Audit Work Options on using technology to improve training Andrew Crook | Completed

& IGSC 6/12/16 | ICO Welsh compliance and communication of key training Agenda Item 4(ii)

16/062 8/8/2017 | Training Review messages. To be included in the Legacy Statement
&IGSC17/02 Action Plan

2
IGSC 28/3/17 | i) ICO Data Closure of Medical Records Libraries - Reportto | Paul Rothwell | Completed

17/005& 6/12/16 Protection Audit | be submitted to PPP. To be included in legacy Agenda Item 4(ii)
IGSC 16/064 8/8/17 statement

&IGSC

17/022 Reporting arrangements between CB’s and IGSC

- Progress report
Peter Welsh Completed
IG training Updated position report to be provided

IGSC in July. To be included in Legacy Statement
17/005&
IGSC Completed
16/069&I1GS Paul Rothwell | Agenda Item 4(ii)
C17/22
Action Log following meeting on Page 3 of 6 IT&G Sub Committee
14™ June 2017 & August 2017 5" October 2017
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IGSC 17/010 | 28/3/17 | Caldicott Guardian | Circulate information via Grand Round Graham Completed
Report Shortland Grand Round
i) GMC Advice on circulated
Personal Data
IGSC 17/026 8/8/17 | Internal Audit Ask Clinical Boards to use IG reporting template to Paul Rothwell | Completed
reports from be included as part of their quality and safety
Clinical Boards reviews with any required actions being progressed
by CBs and reported via follow-up and the new IG
committee arrangements.
IGSC 17/027 8/8/17 | Status of new IG Arrange report to September Board meeting Eileen Completed
committee Brandreth
IGSC 17/033 8/8/17 | Annual Reports Arrange submission of annual reports of IGSC and Paul Completed
its sub groups (where available) to Strategy and Rothwell/Ann
Engagement Committee Morgan
IGSC 17/034 8/8/17 | IGSC Annual Consider plan as part of new sub-committee Paul Rothwell | Completed
Workplan arrangements (reference made
in legacy
statement)
IM&TSC 6/3/17 Review IM&TSC Chair to submit revised ToR for the IM&TSC to PPP | Chair Complete
17/008 ToR to integrate for ratification.
SCIM&T Group
IM&TSC 6/3/17 WCCIS Therapies scope within WCCIS FJ Complete
17/009
AN also noted that Peter Jones is also seeking
clarity regarding scope of therapies within the
WCCIS project as BCU have received funding for a
therapy system. FJ confirmed that she is trying to
seek further information.

Action Log following meeting on
14"™ June 2017 & August 2017

Page 4 of 6
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IM&TSC 6/3/17 WCP The Chair also requested that the completion of the | JB Complete
17/009 convergence plan requirements be discussed at the
next meeting.

IM&TSC 6/3/17 IT work plan PARIS integration project. After some discussion IT Department | Complete
17/0010 exception report the Chair requested that the list of integrations on
the project be prioritised.

IM&TSC 6/3/17 End of Year NDL to review and update paper as suggested by NDL Complete
17/0011 Capital Spend the Chair and re submit to IM&TSC

IM&TSC 6/3/17 Review of Health Given timing difficulties, Chair’s action to sign off Secretariat / Complete
17/012 Care Standards Health Care Standards 3.4 in w/c 15" May 2017 Chair

3.4 (IG and IM&T) | was agreed.

ACTION: Secretariat to send information to Chair
once received for approval

IM&TSC 6/3/17 IM&T Audit Status | The Chair noted the improved audit status update Secretariatto | Complete
17/012 Update report and requested that the new EPO be invited to | invite EPO to
the next IM&TSC to explain any plans for next IM&TSC
addressing outstanding actions attributable to their meeting June
new role. 2017.
Action Log following meeting on Page 5 of 6 IT&G Sub Committee
14™ June 2017 & August 2017 5" October 2017
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APPENDIX 1
PPP MEETING SEPTEMBER 2016

PPP 16/112 ORAL REPORT ON INFORMATION MANAGEMENT & TECHNOLOGY
SOP

Dr Sharon Hopkins Director of Public Health gave an oral report on Information
Management & Technology SOP. The Committee was informed that there had been
good discussions and the Information Management & Technology sub Committee was
broadly supportive of the plan. It was explained that there had been sufficient clinical
engagement with clinicians who are directly involved with technology management and
there will be a workshop at end of September involving all Clinical Boards. The
Committee was informed that the plan was aligned against IMTP and Digital Strategy.
Welsh Government had asked everyone across Wales to have an outline plan at the end
of October. It was explained there will be a common approach going to Welsh
Government which should be service informed and not technically informed. £400m had
been allocated across the Health Boards, Trusts and NWIS which will start to get us to
where we want to be.

As there is still detail to be worked on, Dr Hopkins requested for Chair’s Action to be
taken as there will not be sufficient time to get back to the PPP Committee for sign off
before going to Welsh Government, although there will be opportunity for the Board to
discuss the plan.

ACTION: Chair’s Action to be taken on plan

Spending on information technology was discussed and the differences in comparison to
England and Wales and our own Health Board and commented that there was a need
for wording in the plan stating how the organisation should be equipped more effectively.
Members were assured there will be an opportunity to raise this issue with Welsh
Government and Team Wales. It was commented this was the start of the process and
there will be opportunities for further discussion once the plan is submitted such as
being brought to Board Development session.

The Committee:

NOTED the oral report on Information Management and Technology SOP and for Chairs
Action to be taken as this needs to go before Welsh Government by end of September

BOARD MEETING - JANAUARY 2017

The minutes of the November Board meeting they noted for information that PPP minutes
from September but no other comment was made on them.... There wasn’t a board meeting
in December.

UHB 16/235 MINUTES FROM OTHER BOARDS / COMMITTEES
The Board RECEIVED the following Minutes. The Chair asked the
Committee Chairs and the Board if there were any further comments:
1. QUALITY, SAFETY AND EXPERIENCE COMMITTEE - SEPTEMBER
The Committee had supported a business case for the introduction of
patient wristbands that had been on the agenda as a patient safety
issue for many years. It was hoped that the Board would do likewise.
In response to a Board request, the Committee had considered trends
and themes from HIW inspections.

2. PEOPLE PERFORMANCE AND PLANNING COMMITTEE —
SEPTEMBER

Action Log following meeting on Page 6 of 6
14" June 2017 & August 2017

5™ October 2017
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AGENDA ITEM 7.a

DIRECTORS REPORT ON IT
Name of Meeting : IT&G Sub Committee Date of Meeting 4" October 2017

Executive Lead : Executive Director Therapies and Health Science

Author : Executive Director Therapies and Health Science

Caring for People, Keeping People Well : This report underpins the Health Board’s
“Sustainability” and “Values” elements of the Health Board’s Strategy.
Financial impact :

Quality, Safety, Patient Experience impact :
Health and Care Standard Number 3 & 4.2

CRAF Reference Number 6.8 71

Equality and Health Impact Assessment Completed: Not Applicable

ASSURANCE AND RECOMMENDATION
ASSURANCE is provided by:

e To receive a verbal update from the Executive Director of Therapies and
Health Science report on IT highlights shown below.

The Committee is asked to:

e NOTE the update

SITUATION
To provide a verbal update to the IT&G Sub Committee on IT matters
BACKGROUND

¢ The update covers the period since the last IM&T sub committee.
o Items will be highlighted as an exception report, rather than details of
all actions

ASSESSMENT AND ASSURANCE
e The UHB signed the PACS deployment order prior to September
NIMB. Radiology and IT are now working with Fuji to plan the
implementation date in 2018.
o Executives for IM and IT as well as the informatics ADI represented the
UHB at the 6th Sept IM&T strategy day held by WG. The programme
covered analysis of why some of the national programmes have

implementation difficulties. _
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AGENDA ITEM 7.a

e The UHB has received communication from WG re the Cabinet
Secretary approval an additional £5.579m capital allocation for
Information Management and Technology for 2017/18 to deliver
priorities within Informed Health and Care across wales. The UHB
allocation is £ 448.0009.

e The UHB is expecting feedback on the IM&T SoP by the end of
September 2017.

e The Turning the Curve programme is getting more established, though
opportunities for digital solutions to deliver cash releasing savings in
17-18 are minimal. Areas for further focus have been identified and
plans are being developed

e The UHB technical team are working with the NWIS and the national
eye care Programme to develop an ophthalmology EPR with
optometric connectivity. The Cabinet Secretary has viewing the proof of
concept “e-optometry”.

e The WCCIS business case is due to be re-presented to October BCAG 7.1
group.
CARING FOR PEOPLE dL%o GG e
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DIRECTORS REPORT ON INFORMATION MANAGEMENT
Name of Meeting : IT&G Sub Committee Date of Meeting 4" October 2017

Executive Lead : Director of Public Health
Author : Andrew Nelson, 029 20741877

Caring for People, Keeping People Well : This report underpins the Health Board’s
“Sustainability” and “Values” elements of the Health Board’s Strategy.

Financial impact : There are significant potential financial implications in relation to
the management of information governance risks. The Information Commissioner has
powers to fine organisations that are in breach of the law through their acts or
omissions that materially harm or damage individuals. This does not exclude the
ability for individuals to sue the organisation in respect of harm or damage as a result
of physical and/or psychological damage or reputation

Quality, Safety, Patient Experience impact :

Health and Care Standard Number 3 & 4.2

CRAF Reference Number 6.8

Equality and Health Impact Assessment Completed: Not Applicable

ASSURANCE AND RECOMMENDATION
ASSURANCE is provided by:

e Toreceive a verbal update from the Director of Public Health on Information
Management matters highlights shown below.

The Committee is asked to:

e NOTE the update

SITUATION

To provide a verbal update to the IT&G Sub Committee on Information
Management matters

BACKGROUND

e The update covers the period since the last IM&T sub committee.
¢ Items will be highlighted as an exception report, rather than details of
all actions

ASSESSMENT AND ASSURANCE

Strategic Highlights: ‘
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National

e An All Wales Strategy workshop was held in September which focused
on agile delivery, user engagement and the approach for the national
plan, positive and will inform developments.

 All Wales Digital Health Conference planned for the 19" October —
positive focus on using information with David Ford and Paul Harper as
2 of the key note speakers.

¢ Once for Wales policy document discussed and agreed in NIMB with
Cabinet Secretary and Director General present. Gives a significant
commitment to making information available across Wales to enable a
joined up patient record through adoption of common standards and 7.2
interoperability. This will affect how we design applications and will
ensure that the collective NHS can contribute to taking forward the
digital care record (appended).

¢ Draft policy on use of the cloud now out to consultation — would enable
use of the cloud to agreed all Wales standards and for all Wales
approved purposes.

National Plan -the UHB is preparing for all day workshop on the
29th October where all Wales Health Board & Trust draft
prioritised IMTPs are being pulled together to inform workstream
programmes and national plan commitments for 18/19.

e The Health Board is contributing to all Wales discussion around
financial strategy, approach to benefits realisation and the potential of a
national SLA with NWIS to ensure service priorities are being
delivered.

¢ National Cyber security review should be completed by November
leading to the all Wales plan for mitigating risks, completed by end of
December, enabling time to make case to WG against the ‘earmarked’
funding available.

¢ A Memorandum of Understanding on development of an Ecosystem
setting out IP rights and IG requirements associated with the
programme has been drafted and is currently being considered by
Management Executives, with the recommendation being to accept.

e Snomed_CT programmes both local and national are picking up pace.

The UHB is involved and collaborating on both. _
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o Digital Maturity Matrix — Proposed tool which will be used to support
organisational capacity and capability be benchmarked nationally has
been circulated in draft for comment.

7.2

;_d
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Team Wales Actions 1, 2, 3— Once for Wales

Contact: Peter Jones
Who will present: Matthew John

This paper is for discussion and decision

PURPOSE
The purpose of this paper is to update NIMB members on the progress made by the
Once for Wales Task and Finish and to make recommendations for further activity.

OPTIONS AND RECOMMENDATION(S) 7.2
NIMB members are asked to:
- Agree the recommendations outlined within the paper

FINANCIAL CONSEQUENCES
To be determined through the further work of the Task and Finish Group.

NEXT STEPS
As outlined within the recommendations.

Page 10f 8

53 of 178



Information, Technology and Governance Sub-Committee Meeting

NHS Wales Informatics Management Board

BACKGROUND

Governance and Assurance: Strategic Updates

NIMB 13 Sept 2017 (Doc 001)

In March 2017 NIMB agreed the establishment of a ‘Once for Wales' (OfW) Task and
Finish Group to address three of the Team Wales actions:

1. Agree and communicate a clear definition of OfW which takes in to account
the delivery of both national systems and local innovation.

2. Agree what systems should form part of the ‘core’ national system (the ‘must

haves’) and should therefore be delivered as part of a single, national system,

which should be adopted and fully rolled out by all organisations. Current
progress in terms of implementation should be understood, along with
potential benefits that can be achieved.

3. Establish a common set of standards which enable integration and
interoperability across systems in a consistent and secure manner, in order to
support local innovation and the use of third party delivery partners.

The membership of the group, which has met five times, is as follows:

Member

Representation for / Role on group

Peter Jones, Deputy Director DHC,
Welsh Government

Chair

Andrew Nelson, Cardiff &Vale

Phil Walters, Public Health Wales
Matt John, Abertawe Bro Morgannwg

Representing NHS Wales Assistant
Directors of Informatics

Gary Bullock, Director of Applications,
NWIS

Representing NWIS - Applications
Development

Helen Thomas, Director of Information
Services, NWIS

Representing NWIS - Information

Glyn Jones, Interim Director of Finance,
Aneurin Bevan

Representing NHS Wales Directors of
Finance

lan Gunney, Dep.Head of Capital
Estates & Facilities, Welsh Government

Representing Welsh Government Finance

Rhidian Hurle, Medical Director, NWIS

Chief Clinical Information Officer

Mark Wardle, Consultant Neurologist,
Cardiff & Vale

Rob Bleasdale, Consultant
Cardiologist, Cwm Taf

Representing Secondary care Clinicians

Matthew Perrot, NWSSP / NWIS

Representing Procurement

Dan Phillips, Director of Informatics
Planning Development

Representing Informatics Planning

Hannah Evans, Director of Planning
and Performance, Welsh Ambulance
Service NHS Trust

Representing Directors of Planning

Liz Cook, Head of Digital Development,
DHC, Welsh Government

Representing Digital Health & Care Policy

The group has not been able to secure a representative from Primary Care.
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PROGRESS TO DATE

In summary the Group have:

Agreed on the definition of Once for Wales
Acknowledged that there is a core set of standards which need to be further
defined and developed. These standards will need to be continuously
reviewed as standards evolve.
Acknowledged that there is a core set of national data repositories and
corresponding services that form the core of the OfW single integrated patient
record.
Acknowledged that there is a core set of national systems that are
implemented across Wales to various degrees. The Group agreed that: 7.2
o A set of criteria must be developed in order to identify a system as OfW
o All current OfW systems must have a clear strategic plan to provide
organisations with the intelligence required to make current and future
system decisions in line with OfW principles

Action 1 - “Agree and communicate a clear definition of ‘Once for Wales’

which takes in to account the delivery of both national systems and local

innovation”

The group have defined OfW as being about all parties involved in health and care in
Wales working collaboratively to add value and deliver the strategy of a single
electronic patient record, ensuring that information is entered once and is made
available to all those who need it, at the time and place they need it.

For patients, this means:

their health and care record is available for themselves and their clinician(s) to
view, input in to and share regardless of where and when they access NHS
and other care services.

they are clear that their data is held and processed in a safe and secure

manner and that NHS and other “authorised/accredited” care staff will only

access it on a ‘'need to know’ basis regardless of which application/service is

used to access the data.
they give information once and it is available to all of those involved in their

care and maintaining their health and well-being’, at the time and place that
they need to access it

Page 3 of 8
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their test results, including x-ray and scan images, are available for their
clinician to view, regardless of where and when they access the health and
care service.

their care pathway, and management of their health and wellbeing, is co-
ordinated and seamless, regardless of which organisation or agency is
delivering the care.

the support they require is co-ordinated, regardless of which organisation or
agency is delivering the support.

For clinicians, this means:

they have access to view their patient’s health and care record, whenever and

wherever they need to.

they have access to view all test results for their patient, including x-ray and
scan images, whenever and wherever they need to, regardless of where the 7.2
tests were requested.

they have full visibility of their patient’'s care pathway, enabling them to deliver

care and support in a co-ordinated way, regardless of which other
organisations or agencies may be involved.

For service delivery and policy development, this means:

there is common understanding on what data collected across NHS Wales
means.
direct comparisons can be made when undertaking benchmarking
there is a reduction in the effort required to process and analyse data across
Wales.
data can be shared and used safely and appropriately
good quality data from multiple sources is available in real-time and can be
used effectively to:

o inform policy development
inform service delivery, modelling and planning
support the development and evaluation of tools and treatments
support service transformation
monitor and manage quality and performance
support improvements in cost reduction and cost effectiveness
support integration of health and social services
support research and innovation.

O O O O O O O©O

Action 2: “Agree what systems should form part of the ‘core’ national system

(the 'must haves’) and should therefore be delivered as part of a single,

national system, which should be adopted and fully rolled out by all
organisations. Current progress in terms of implementation should be

understood, along with potential benefits that can be achieved.”

The group have made a distinction between:
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services/functions such as repository services (e.g. Welsh Results Reports
Service, Welsh Care Records Service) indexing services (e.g. NADEX, eMPI,
Reference Data Service), and integration/interoperability services (e.g.
NHAIS, Welsh GP Record Services).

systems/applications e.g. WPAS, WLIMS, WCP

Services/functions:

The Group are agreed that a number of services/functions should be mandated to
ensure that data is able to flow effectively to and from all health and care
systems/applications in Wales (whether National, local or specialist). This includes
the need for all clinical systems to feed into the national repositories, utilising the MPI
to ensure safe patient identification and linkage. This model provides the basis for
the single patient electronic record across Wales and is already substantially utilised.

7.2

These Services/Functions include:

e MPI/Welsh Demographic Service

e Welsh Clinical Communication Gateway (WCCG)
« Welsh Reference Data Service (WRDS)

e Welsh Care Record Service (WCRS)

e Welsh Requesting & Results Service (WRRS)

e Welsh Imaging Service (WIAS)

The Group would like to give further consideration to clarify which services/functions
should be mandated and provide feedback to NIMB at the next meeting. In addition,
the group wishes to develop a prioritised plan for connecting key clinical systems
across Wales with the national set of repositories where they do not already do so.

Systems/applications:

The Group agreed that there are a set of core systems that exist that have been
developed/procured with a view to them being OfW. These include such systems as:

e Welsh Clinical Portal (WCP)

o Welsh Patient Administration System (WPAS)

e Welsh Community Care Information System (WCCIS)

o Welsh Laboratory Information Management System (WLIMS)
e Welsh Radiology Information System (WRIS - RADIS)

The group agreed that there is significant benefit from the clinical user perspective in
establishing single systems across Wales, especially for those that work across
boundaries. However, the pace at which we can achieve this must be a factor in
decision making. Taking into account the life time of these systems, the availability of
new technologies, and the impact on pricing.

The Group agreed that a further piece of work is required to establish the criteria by
which a system is given OfW status and the strategic planning that must be in place
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for such systems. Following this, the systems that already are considered to be OfW
will be:

« evaluated against the criteria, to identify any gaps and how they should be
addressed

« evaluated against the strategic planning requirements to ensure that
functional, technical, strategical (including life expectancy and succession
planning) aspects of national systems are clearly defined

This information will be kept up to date moving forward in line with joint strategic
planning between all parties under the umbrella of IPAD.

This current and future state intelligence will be used by organisations when
evaluating next steps in their strategic planning — whether this be in line with

contractual end points, organisational change or in the delivery of national, regional
or local business objectives (e.g. delivering the single integrated patient record). 7.2

Organisations should pursue the introduction of replacement systems under the OfW
principles and carefully consider the current OfW solutions and their associated

intelligence. In event that an organisation’s evaluation leads to a proposal for a

different system where a OfW solution exists, the justification for doing so must be
endorsed by IPAD and if approved, the organisation will proceed with the mandate to
establish a new OfW solution using the agreed criteria. For example, if at the point
an organisation needs to replace a local solution, the intelligence relating to the OfW
alternative that is in place within other locations may indicate that the technology is
dated and that there no plan to develop it further. In this scenario, the organisation
may propose to pursue an alternative solution as a OfW approach. Thus creating a
model that encourages technical advancement and future proofing.

The above approach will be developed into a OfW Policy to support organisations
and provide assurance locally and nationally.

Action 3: “Establish a common set of standards which enable integration and
interoperability across systems in a consistent and secure manner, in order to

support local innovation and the use of third party delivery partners.”

The Group are agreed that a catalogue of standards and requirements should be
mandated to enable integration and interoperability across all health and care
systems in a consistent and secure manner, and to support local innovation and the
use of third party delivery partners.

In order to fully support all aspects of interoperability the catalogue would need to
cover a wide range of standards and requirements, including, but not limited to,
information standards, integration standards, technical standards, as well as
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standards relating to the approach to software development and development
environments.

Standards would be mandated through the IM&T governance process and all health
and care systems/applications and services/functions deployed in Wales would be
required to adhere to these.

The Group are also agreed that a Standards and Interoperability Board should be
established which would form part of, and work with, the wider IM&T governance
structures.

The Board would be responsible for:

« the identification, assessment and setting of standards to be used across
NHS Wales.
e ongoing maintenance of the catalogue of standards, including:
o establishing a road map to support the implementation of agreed 7.2
standards, including how each standard should be implemented and used
o periodically assessing agreed standards to ensure they remain relevant
and appropriate
o establishing a road map to support the decommissioning of standards
« identifying opportunities locally, regionally and nationally to adopt standards
providing quick wins, case studies and learning to inform the road map.
« embedding an interoperability framework within NHS procurement at a local
and national level to ensure that procurements are appropriately scored as to
their level of interoperability.

Types of standards considered for mandation:

« Adoption of Standards on technical and semantic inter-operability for clinical
and non-clinical systems.

« Adoption of agreed standardised terminologies to include, Snomed-CT and
DM&D (medicines), codes and terms as described in the NHS Wales Data
Dictionary.

« Adoption of Data and statistical standards.

« Minimum specifications and functions within applications for audit and
information governance assurance.

« Infrastructure standards across networking, devices and platforms.

e Cyber and Data Security standards.

« Software development standards to enable organisations to work together in
accelerating applications.

« Standards relating to the use of Cloud (to be included once the Cloud Task
and Finish has completed its work).

RECOMMENDATIONS
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It is recommended that:

« The redefined meaning of Once is Wales is endorsed.
e The Task and Finish Group be extended in order to:

o clarify which services/functions should be mandated and develop a
prioritised plan for connecting key clinical systems across Wales with
the national set of repositories, where they do not already do so

o complete a further piece of work to establish the criteria by which a
system is given OfW status and the strategic planning that must be in
place for such systems

o evaluate existing national systems against the criteria, to identify any
gaps and how they should be addressed

o evaluate existing systems against the strategic planning requirements
to ensure that functional, technical, strategical (including life
expectancy and succession planning) aspects of national systems are 7.2
addressed

e Agreement is given to create a Standards and Interoperability Board in order
to establish a catalogue of standards and requirements to enable integration
and interoperability across all health and care systems

o Welsh Government establish an overarching Once For Wales Policy to
support organisations and provide assurance locally and nationally
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DIRECTORS REPORT ON INFORMATION GOVERNANCE
Name of Meeting : IT&G Sub Committee Date of Meeting 4" October 2017

Executive Lead : Director of Public Health

Author :  Senior Manager Performance and Compliance

Caring for People, Keeping People Well : This report underpins the Health Board’s
“Sustainability” and “Values” elements of the Health Board’s Strategy.

Financial impact : There are significant potential financial implications in relation to
the management of information governance risks. The Information Commissioner has
powers to fine organisations that are in breach of the law through their acts or
omissions that materially harm or damage individuals. This does not exclude the
ability for individuals to sue the organisation in respect of harm or damage as a result
of physical and/or psychological damage or reputation

Quality, Safety, Patient Experience impact : Management of information
governance risks impacts significantly on the quality, safety and experience of our
patients and their families. It also has the potential to impact adversely on the
reputational standing of the Cardiff and Vale University Health Board and the
confidence our community has in us. The management of data and personal
information is fundamental to providing a quality service and exemplary patient
experience and to meeting our legal obligations.

Health and Care Standard Number 3.4 & 3.5

CRAF Reference Number 8

Equality and Health Impact Assessment Completed: Not Applicable

ASSURANCE AND RECOMMENDATION
ASSURANCE is provided by:

e An update from the Director of Public Health on Information Governance
matters of a strategic nature.

The Committee is asked to:

e NOTE the update

SITUATION

To provide an update to the IT&G Sub Committee on Information Governance
(IG) matters of a strategic nature.

;___/

BACKGROUND
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The update covers the period since the last meeting of the former Information
Governance Sub Committee.

ASSESSMENT AND ASSURANCE

IG activities at the UHB are currently not formalized via a formal |G strategy.
Activities are aligned to the IG Toolkit that applies in NHS England. An
example of this approach is periodic updating of the IG Controlled Document
Framework (CDF). The policies and procedures set out in the CDF are
intended to broadly mirror the requirements of the 1G Toolkit. It is also
important to ensure that these policies and procedures are aligned to relevant
national initiatives such as “Digital First”.

Another central element of this emerging IG strategy should be a commitment 7.3
to delivering the key UHB corporate goal of “Getting Things Right First Time”
(GTRFT). This is particularly relevant to ITGSC’s assurance role in relation
to data quality (DQ). This continues to be driven primarily via the Data Quality
Sub Group. DQ shortcomings can have far reaching consequences
particularly in performance management terms e.g. metrics incorrectly
applied, data skewed and consequently inaccurate for benchmarking
purposes etc. This area will continue to be carefully monitored.

The above points were included in discussions with WAO on 26 September
2017 to inform their structured assessment of 1G.

;___/
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CALDICOTT GUARDIAN REPORT

Name of Meeting : Information Technology and Governance Sub Committee
Date of Meeting: 4 October 2017

Executive Lead : Medical Director/Caldicott Guardian

Author : Senior Manager, Performance and Compliance

Caring for People, Keeping People Well :  This report underpins the Health
Board’s “Sustainability” and “Values” elements of the Health Board’s Strategy.
Financial impact : There are significant potential financial implications in relation to
this work. The Information Commissioner has powers to fine organisations that are in
breach of the law and through their acts or omissions materially harm or damage
individual. The levels of fine can reach half a million or more and the ICO now has
the right to undertake mandatory audits on NHS organisations. This does not exclude
the ability for individuals to take legal action against the organisation in respect or
harm or damage both as a result of physical or psychological harm or reputational
harm.

Quality, Safety, Patient Experience impact : The content of this report directly
impacts significantly on the quality, safety and experience of our patients and their
families.

Health and Care Standard Number 3.4 & 3.5 CRAF Reference Number 8

Equality and Health Impact Assessment Completed: There are no equality and
diversity implications; equality and diversity is a standard being self- assessed as part
of this process.

ASSURANCE AND RECOMMENDATION

ASSURANCE is provided by:
¢ Reports detailing updated actions.

The Information Governance Sub Committee is asked to:

¢ NOTE the Update from Medical Records Management Group relating to
Records Destruction

Digitalization

Closure of Medical Records Libraries

Delays in Subject Access Sign Off

Decommissioning of Whitchurch Hospital

YVVVVY

SITUATION

Given that relatively little time has elapsed since the last meeting, there are no
specific issues to report other than those discussed at the Medical Records
Management Group.

;___/
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BACKGROUND
The Information Governance Sub Committee previously received information
on matters that come under the remit of the Caldicott Guardian. This report
continues this process.
ASSESSMENT
Update from Medical Records Management Group (MRMG)
i) Records Destruction Proposal
The anticipated approval by the Strategy and Engagement Committee of the

UHB Records Management Policy will formalize the UHB procedural
framework for the retention and destruction of medical records. 7.3

ii) Digitalization Progress Report

Although good progress has been achieved in some specialties there is still
variation in terms of whether some destroy paper records if the corresponding
information was recorded digitally varied between Clinical Boards. It was
agreed that a 3 month consultation exercise should be carried out with CBs to
try and understand and standardise practice.

There will be a workshop with IM&T shortly to discuss digitisation as part of

the UHB’s strategy for e-progress notes (towards an EPR), and its alignment
to national strategy.

iii) Closure of Medical Records Libraries
There continues to be limited progress in this area because of financial

constraints. Local opportunities are being investigated to strengthen
arrangements.

iv) Delays in Subject Access Sign Off
HSMB has requested a robust proposal for the signing of SARs.

v) Decommissioning of Whitchurch Hospital/Implications for
Medical Records Storage

;___/
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The re-siting of Medical Records from Whitchurch, Lansdowne and other UHB
facilities that are either being decommissioned or deemed to be inappropriate
in storage terms to a new facility in Treforrest has started. Security continues
to be a problem with numerous break ins taking place, although there appears
to be no sign that any records have been compromised as a result. It is
expected that the security situation will improve considerably once 24/7
monitoring by Cardiff City Council is scheduled to commence early October

2017.
7.3
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IM&T STRATEGIC OUTLINE PLAN (SOP) & INTEGRATED MEDIUM TERM PLAN
(IMTP)

Name of Meeting : Information Technology & Governance Sub Committee
Date of Meeting: 4" October 2017

Executive Lead : Director of Therapies and Health Science & Director of Public
Health

Author : Head of IT and Strategy & Assistant Director of Performance and
Information (Telephone 029 20 745602)

Caring for People, Keeping People Well .  This report underpins the Health
Board’s “Sustainability” and “Values” elements of the Health Board’s Strategy.
Financial impact : National £480m, Local £55m over 5 years

Quality, Safety, Patient Experience impact N/A
Health and Care Standard Number 3 & 4.2
CRAF Reference Number 6.8

8.2

Equality and Health Impact Assessment Completed: Not Applicable

ASSURANCE AND RECOMMENDATION
ASSURANCE is provided by:

e Receive an update on the progress in implementing the UHB’s Digital
Strategic Outline Programme

The Committee is asked to:

e NOTE the paper which was submitted to the Management Executive team
and agreed actions to take forward the digital programme.

SITUATION

The UHB submitted to the Welsh Government (WG) a strategic outline
programme (SOP) articulating how informatics and digital technology would
be taken forward to enable delivery of our Shaping Our Future Wellbeing
strategy in October 2016. A more detailed operational plan outlining the
UHB’s intended programme of work for 2017/18 has been developed to
accompany the SOP and to seek to inform the national programme.

A formal response from WG as to the acceptability of the SOP is now
expected at the end of September 2017.

On the 22" September a capital allocation of £400,000 was received from
WG to be spent in 2017/18 on implementing schemes within the SOP.
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BACKGROUND

In line with the NHS Wales Digital Health and Care strategy, the UHB’s
Informatics SOP has four interdependent workstreams which together support
the delivery of Shaping Our Future Wellbeing:

- Information for You: Intelligent Citizen’s Portal

- Supporting Professionals: Integrated, Digitised Health and Care

Record
- Improvement and Innovation: Data to Knowledge
- Planned Future: Enabling our Future Wellbeing

The UHB’s annual plan and Turning the Curve to Transformation Programme
sets out the priorities for the developments in these areas and has provided
much of the focus of the progress to date, along with nationally driven
priorities.

ASSESSMENT AND ASSURANCE
Work on preparing the UHB’s digital programme for 2018/19 — 2020/21 in 8.2
support of the Integrated Medium Term Plan and the UHB’s SOP has
commenced. The accompanying paper attached in appendix 1 was
discussed by the Management Executive on the 18" September as part of
this process.

The Management Executive agreed the following process for taking forward
the digital programme:

- The UHB’s Health Systems Management Board to consider existing
digital programme and advise on its content and the relative
prioritisation of developments identified

- Draft digital programme to be submitted as the UHB’s requirements
into the national digital plan sessions scheduled for the 29" October
and potentially the 2" November.

- Consideration of the local investment and anticipated benefits schedule
required to deliver the prioritised digital programme, relative to the
UHB'’s other priorities to be progressed.

- Management Executive to receive further update on the proposed plan

and national fit in November.

Assurance is provided by the structured and timely process outlined above,
which is aligned with both the national strategic and delivery programme for
digital health and care and the UHB’s Shaping Our Future Wellbeing strategy
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INFORMATICS STRATEGIC OUTLINE PROGRAMME TO DELIVER “SHAPING
OUR FUTURE WELLBEING” UPDATE REPORT — SEPTEMBER 2017

Name of Meeting : MANAGEMENT EXECUTIVE

Date of Meeting: 18" SEPTEMBER 2017

Executive Lead : Director of Therapies and Health Science & Director of Public

Health

Author : Head of IT and Strategy & Assistant Director of Performance and
Information (Telephone 029 20 745602)

Caring for People, Keeping People Well : This report underpins the Health

Board’s “Sustainability” and “Values” elements of the Health Board’s Strategy.
Financial impact : National £480m, Local £55m over 5 years

RECOMMENDATION

The Management Executive are asked to:
8.2
- Receive an update on the progress in implementing the UHB’s Digital
Strategic Outline Programme
- Receive a forward looking financial risk assessment facing the UHB
relating to the Digital Health & Care strategy over the next 18 months
and provide guidance on how to proceed given the uncertainty around
the both national financial approach to digital and the national review of
the Strategic Outline Programmes.

SITUATION

The UHB submitted to the Welsh Government (WG) a strategic outline
programme (SOP) articulating how informatics and digital technology would
be taken forward to enable delivery of our Shaping Our Future Wellbeing
strategy in October 2016.

The indicative cost of delivering the Digital Health and Care strategy across
Wales has been roughly estimated to be no greater than £480m in the 5 years
2017 -2022, of which the Cardiff and Vale UHB’s component is in the region
of £55m.

This is in the context of only £10m of capital being set aside by WG for
delivery of the entirety of the Digital Health and Care strategy in 2016/17 and
a further £55m over the 3 years 2017/18 — 2020/21. It is anticipated more
may be available for specific developments such as e-prescribing and from
funding made available to other WG policy programmes (e.g. condition
improvement groups)

A formal response from WG as to the acceptability of the SOP is now
expected at the end of September 2017. Despite this, through collaboration
numerous work programmes have been taken forward and progress has been
made on shaping the national delivery plan and the collective informatics
community’s status of “Organisational Development”.
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BACKGROUND

Governance and Assurance: Strategic Assurance Review

In line with the NHS Wales Digital Health and Care strategy, the UHB’s
Informatics SOP has four interdependent workstreams:
- Information for You: Intelligent Citizen’s Portal

- Supporting Professionals:
Record

Integrated, Digitised Health and Care

- Improvement and Innovation: Data to Knowledge
- Planned Future: Enabling our Future Wellbeing

The UHB’s annual plan and Turning the Curve to Transformation Programme
sets out the priorities for the developments in these areas and has provided
much of the focus of the progress to date, along with nationally driven
priorities. The UHB’s present prioritisation of the more significant elements of
the programme are shown below, using the McKinsey grid approach:
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8.2

A progress report against the initiatives identified in the Informatics section of
the UHB’s Annual Operating Plan has been attached to this document as
Appendix 1. It is our contention that the update demonstrates that there has
been some good progress made in taking forward aspects of the informatics
agenda, although this progress is not as great as was aspired to at the start of

the year.
Highlights include:

Information for You:
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Deployment of Silvercloud (on-line cognitive behavioral therapy
solution) to Mental Health services

Development of PARIS to allow for Silvercloud CBT results to be
recorded for comparison to ‘face-to-face’ CBT results.

Florence (SMS based support and measurements capture tool)
deployed

Further rollout and support to the PROMs programme

Trial deployment of Patient Knows Best (PKB) tool for ENT services
being designed and configured.

LYNC (Skype for Business) now rolled out to several hundred uHB
PC’s. Headsets and speakers issued to staff

LYNC Support portal/site drafted for launch in September.
Engagement with WG on the design for the National Citixen portal.
CaV will be involved in the authoring of the business case for the
Citizen portal through October 2017.

Supporting the Professional:

Welsh Clinical Portal - excellent progress made in the implementation
of the MTED, WPRS, WGPR, WCRS, WRRS, TRRR modules.
Deployment order signed for national Fuji PACS

Welsh Laboratory Management System — working towards
implementation of Mortuary, Histology and Blood Transfusion modules
WCCIS - gap analysis completed. Business case preparation phase.
Choose Pharmacy — rollout is continuing.

Hospital to Hospital Referrals — planning for pilot phase (part of the
AWACI project)

WHEPPMA — National business case submitted, procurement phase
for replacement hospital pharmacy system

E-Patient Flow Spec Agreed, OBC currently being finalised

GPTR - testing underway and planning for pilot.

Information and Innovation:

Development of HOPE within CEDAR as a national analysis &
effectiveness unit supporting cost effectiveness analyses and providing
reports for National Planned Care Board.

Extensive Inter & intra organisational benchmarking

Modelling and scheduling - improved rosters and allocation strategies
Fully Automated Booking (Heuristic scheduler) improved utilisation and
attendance rates (& recent proof of concept on deep learning to
probability profile patient’s likelihood of DNAing appointments)
Demand capacity models & activity monitoring core element of 9 gtrs of
continuous reduction in RTT and Year end cancer delivery

Text & data mining (NLP / MBL) autovalidated >800k patients
Computerised Snomed-CT coder deployed for planning / TTC
purposes

Bl tools support mortality audit, identification of patients with DKA &
infections(flags in WCWS)
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Planned Future:

- Agreement on Once for Wales policy position.

- Rollout of Microsoft LYNC to enabling “desk to desk” video
conferencing to improve communication.

- Improvement to the Wi-Fi in corridors between clinical areas.

- Replacement of all the XP PCs

- Upgrade PCs to Microsoft IE11

- Replace the Citrix Homeworking with the latest technology and
MsOffice 2013.

- Deployment of Digital Dictation to 50 users with “speech to text”
functionality.

- The replacement of the Genomics Hardware and the procurement of
pathology systems to support the continued development of this
service.

- A “proof of concept” enabling Optometry Practices being able to make
e-referrals and access our Eye pathology Clinical Systems “safely and
securely”.

- 1G agreements in place to enable GP cluster and GP clusters to view
the clinical portal

Furthermore there are areas, which as a UHB we would prioritise, which have
not yet commenced as they require national agreement, prioritisation and, or,
a funding source to be identified.

Our assessment is that the national programme is now starting to form and
should create an appropriate vehicle for delivery by mid autumn. The
financial position, and availability of direct funding from WG above the £55m,
is however not expected to improve in the short term and there appears to be
ongoing discussions regarding the role of NWIS and the prioritization of the
resource and expertise available within this organisation.

A scoping exercise to assess the potential costs facing the UHB in regards to
the digital programme over the next 36 months has been undertaken,
assessed against the organisation’s ability to avoid the costs. Detail is
provided in Appendix 2. The first draft has indicated the “risk assessed costs”
to be in the region of:

! 3year Capital " " " 3yearrevenue | Revenue costs - | Revenue costs - | Revenue costs -
Category 1 v P Capital costs -Yrl|Capital costs -Yr2; Capital costs -Vr3: v

Total costs Yrl Yr2 Yr3
Highly likely to materialise with very limited
. £16,191,000 | £5,875,000 £4,991,000 £5,325,000 £7,047,000 £2,043,000 £2,705,000 £2,299,000
chance to avoid
Limited opportunity to avoid £5,316,000 | £2,936,000 | £1,580,000 £800,000 £4,519,000 | £1,611,000 | £1,466,000 i £1,442,000
Choice for UHB £6,170,000 | £1,910,000 ; £2,985000 i £1,275000 | £3,869,060 | £1,296,020 | £1,249,020 | £1,324,020
project commenced funding will accelerate | £1,643,230 £670,000 £513,230 £460,000 £1,750,000 £710,000 £585,000 £455,000
Already funded £470,000 £420,000 £50,000 £0 £200,000 £60,000 £70,000 £70,000
TBD £0 £0 £0 £0 £950,000 £100,000 £250,000 £600,000
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Information for you Capital costs R"’:"'
Request
ed
" i oo | unehign
Ref Deliverable Description Benefits Inter-dependencies 1718 118 | priority | * Aug 17 Progress
priority 17/15|
of Nwis
17/18
NWIS to provide 1 portal for Health &
social care, which is open for us to WG leading busin for citizen portal
Provides information to support the population n taking greater d P 6 leading business case for citzen porta
oo nformation 1o support I securely communicate with patients [ 100000 | 100000 [ ves NO | platform. HB meeting with WG on 24th August
P ot ’ and develop tools, apps, forms etc to consider further.
within
NWIS to enable UHB to mak
Ensures that we aredelvering care an access o care using methods [ 1510 €nable UNS fo make Ecosystem development to open up architecture
expected by our population (e.g. digitally, easily andat times on avall ”E“: a‘ “;: ecordto funded via WG (ETTF) - will allow apps and
demand) patients software o interface with NWIS architecture
| welsh itz Portal Project to faciltate patient access to appropriate
UHB Information T leading - 14 month contract with PK8 signed
E-form enterprise license so we can oo
Reduces the number of DNAs outpatients,diagnostcs, home vists, develop condition specific °
No funding has been forthcoming to date to
6P consults etc questionnaires and make use them in
. porta,lmiting th
s for Cav new ways of working
Ablity to autortransiate to Welsh
Faclitates the UN, loca authorites, primary care tc working better [ A0 19 20 509me S PROM: programme has been informing build
(extending work of Gwynedd LA wi
together design (co-led by CRV)
“ Bangor Uni for WCCIS) o v )
S patent e CaV are represented on National TECS and
P Information for You Boards
upport patients in their seif management at a and | 2NWIS to consider (oted by CaV’ to be an early deliverable of the
| Surort gt ther sl maragement a s o cons o 20000 . o o N:‘d(by‘(\i\ bean ety et hm.zy
R Virtual suppert prescrption | pevelapment f videos and anline rehab location — supports home first approact ibrary videos are prescribec portal (patient specific videos would be phase
bran rogrammes
v Proe Reduces the demand for face to face consultations, enabling
ciniians to focus theirtime on doing what only they can do.
Ensures that residents and viitors to Cardiff and Vale have easy DEWIS used in community - HB services being,
3| Directory of Services Project [0S content provider local editor access to knowledige regarding the availability, location and opening NWIS involved 0 10000 No asked to provide details of services provided and
times of care and support services, supporting them to choose well access criteria as part of TTC.
NWIS to Publish Standards and
oo v discharss P v perabilty for tools 150000 | 2s0000 [ ves ves development of standards for data and
dmission to hospital within citizen portal
interoperabilty
Delivery of Tele Health, Tele Care and
4 Telehealth Project (TECS) |Telemedicine programme to support services
rovided by Cardiff and Vale UHB Ongaing contribution to Once for Wales task
g v To enable healthcare professionals to plan their interventions based. | Design must enable TECS to span NHS oot DR
orce considering policy direction and associate
n the symptomai needs of the service user
0 (he symptomatic needs of the service user standards and specifications
o enable ot of hours teams to access information about patients
Increase care in community
NWIS to Publsh Standards and
interoperability for access to sub
Provides access to information to support the population in takin National eco-system project being monitored v
ovdes acess toinformation tosupport the population ntaking | PRI e IASY | <000 . o tional eco-system project being monitored va
ereater ownership of their health and wellbeing o sysers 1PAD
Ensures that we are delivering care and access to care using methods &V appointed 2 technical architects - review of
x ur populati italy, easily & at i i nd infrastru i
| prfecttoopen up st and (o o apen u e e T At g #7415 3 P01t 5. gy, sy s n ceane) architecture and infrastructure required.
local architecture [SMART technology and Patient access Reduces the number of DNAS outpatients,diagnostics, home vists,
6P consults etc
Saves patient time
Would support “Once for Wales” by extending market choice and
romoting innovative solutions to bring swifly into service
Requires NHS Wales to have clear standards fo interoperabilty
V101 12 e Rased applation (3t alows Patients have conveniint access to GP services from home or work No No AICAY GP practces are able to gve their
patients to book appointments and order : venen v patients access to MHOL
. My Health On Line (MHOL) [prescriptions securely online without telephonin |- Saving time
Phase 1 their GP practice. They can also update their |- Reduce DNAS
eneral details, MHOL will have further
functionality over time. Avoiding waste
The Choose Pharmacy Service is intended to free
Up GPs”time by making pharmacies the first port |Community pharmacies in Wales are now able to offer their patients
) Choose b of callfor common minor conditions. Patients |the electronic Discharge Medicines Review (DMR) service using the | NWIS to provide ongoing delivery and . b CAV pharmacies have taken part in the Choose
v choosing to seek avice from a participating | NHS Wales Informatics Service's Choose Pharmacy application. support Pharmacy pilot
pharmacy wil be asked to register with the  |Pharmacsts use the DMR to compare any changes that were made
Choose Pharmacy service
Ves as partof
FAB for therapies heuristc developed by PMS
Increased standardisation of the booking process within specialties o ped by
FAB books al patients before ssuing an " prent tes
attendance etter with a request that patients
Process for auto validating follow up backiog has|
R Auto booking Development  ring in to confirm. FAB replaces the previous Improved patient experience (supporting reasonable offer and giving Hentiod potentin e roee of SEnicon
rocess writing to patient irst and expecting |chance to reschedule) ° anee
(FaB) o (g to patientFrst and expectvs ) which are being validated
(hem o ”Tg ‘”d;“n” 0! ‘"‘g h““" fectisthat |, increased booking efficiency and clinic utilisation (less unused clinic 5510 UNB'sDicharge advice etters tifn progress-
it can juggle and fill to capacity the clinics SWTED e
oee! pactty capacity) s
Reduce DNAS " eiet o e o e e
Inereased efficiency for outpatient cinics No No
improved communication between consultant and patient
Operational in Childrens Hospital, Maternity,
Develop and roll out patient self booking-in and |- Link to Cliical Office Manager (COMS) will mprove Referral to
o Patient SelfChecking in System | €10P 21 107 02" Poreft s2 pocking remtment Tomes (1) b (Coms) P Outpatients UHW and Liandough. Next planned
e gementsy: i golives 2017 - Dental and Physio in Splott clinic
Burden on reception staff relieved to improve communication
between reception staff and patients
We conntinue to replace the Eol. WiFi Access
Patients e able to access the internet for entertainment whilstin Points in Clinical areas and have started
 continued development and rollout of the No Yes
The continued development and rollout of the - o) 2 /or in outpatient linics installing new Access Points in the main UHW
10 |1 Wikt sttt patients and Guests | T€ETatioN of WiFienabiingstff atients and oy
affpe visitors o access both free and secured Wi-Fi
connectivity Staffcan access both Clnical and Business application from their Natioral st of i vty underva, £2m capal alabe
ersonal devices via (BYOD) using GOOD. o S Wil 713 deloyment 2 b formes b aul
Real time online patient’s surve
(TP o rapd evaluation o determme whether = =~ o o . T
 development of a cost effective and realistic means of developiny equires | Delay in WEDS implementation has resulted in
the NS in Wales can use electronic forms to gain P P78 | Nwis to open up citizen portal and “ u P
e o or? 2 knowledge for public health, policy and research around issues such on up ctzen b No | digital record | ~ national postponement of patient reported
an extended amount of clincal information ‘open architecture for e-forms
Patient reported clinical  |directly from the patient n the Emergency and |2 "uries,2lcohol ete solution clinicalinformation
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Request
. UHB high
Ref Deliverable Description Benefits Inter-dependencies 17/18 17/18 | priority ! Aug -17 Progress
of Nwis | e
1728
11| information in the Emergency _[Assessment Unit seting which would support
Extends the PROMS programme nto the ED department -supporting UHB's ot IM & IT Clinical record development
and Assessment Units Clinical triage and management-  An
ability to collect information required for policy 16183 awalting completion of appointments process
making, population health and research he abilty ofthe trage and
Patient reported outcomes ment virtually
Ves a5 per
Nursing Homes: ol
Reduces unnecessary admissions and reliance on ambulance circa 80 installations to clincal teams that have
13 Provide Secure communications: transfers to hospital Virtual MDTs requested business use of MS LYNC.
Avoids unnecessary travel
\ Several hundred installation of MS LYNC
Supports timely discharge with quicker release of ‘blocked' beds e ot ot it
The continued rollout and leverage of the
licences owned by the UHB using Microsoft Lync |- To enable healthcare professionals to effciently plan their
in the following five areas — Virtual Clinics, Virtual [interventions based on the symptomatic needs of the service user
Multicisciplinary Team Meetings, Virtual Groups,
Physiotherapy, Rehabilitation Clinics and Nursing |Virtual Clinics: Web page being set up to support use (User
Home Communication Ruides etc.)
Microsoft Lyne VC for Virtual Avoids unnecessary travel for both patients and clinicians
Clinics, MDTs, nursing homes and Reduces DNA rate
taff training More efficient use of specialit Clincian resource. in remote
locations
Webinar staff training
Avoids unnecessary travel
Increases attendance a training sessions
Improves corporate training policy compliance
RV —
S 0 e PROMS e el st ek
Develops a commercial asset questionnaire development and Yes Ves | aspecatie oy To e oo s atomateto
brary et ncesry ol sachd 1ttt e
Systematise a PROMs programme and lead on acknowledgementlete o allow sccess toth generic
the establishment of an All Wales effectiveness auestomare
14 Implement a PROMSs and cost Jand cost effectiveness evaluation unit to provide | ioc 2 cirong evidence base as to the effectiveness of care and NWIS to publish standards and Completon ates have been lower than expected and work has
efectiveness programme [geater evidence of the qualtyoffeofour | 7104°% s Compelen s b b s i
residents and the change in patient outcomes
that our care provides Enables HB to benchmark [
Improves internal cinial performance [ TN —
Enables clinicians to use PROMs data to guide referral and follow up
oractice
Delver 3 partcipant porta Tor |Provide secure areas i to which consenting Supports realisation of precision mediing Potentially o Not yet taken forward
15 screening and genomics  [individuals may be granted access to a group of |- Supports individuals with similar groups of conditions o those in
programmes individuals with similar conditions, genom; nced of similar care
cop and develop ptient wearable 9ps .| nteasesconfidence and knowedgesbout thf coniton [— Beig corsideredas part o te adonal ecs
Develop wearable apps to |Cambridge cognitions tablet app for cognitive boards worl
1 support health promotion, |function etc - ith abilty to have real time
A s S A Reduces exacerbations and consequently their demand for primary
[ wellbeing and actions required 2nd acute services
Informs patients i selecting thei care programme from  rsk and
outcome basis.
A sute of granulr nformation [Pubish e of prformance and information | rovicesinformation on th auaity of care and present standards s il gerce cere dos gt
47| onourprovider outcomes and - reportsfrom 81 onto the Cav internet and enabling assessment of how we are performing in delivering the Requires Wales S o No | aithough developonte i North Wates around
performance tonform  [intranet in a form which enables stakeolders to. |services that our residents are entited to expect v
y f pubilcating EU waiting times being closely
population and patients |“self manage” their access. s
Demonstrates the UHE's commitment in becoming a ransparent 8 2

organisation, willing to inform and learn from our stakeholders

Enable patients to share relevant
18 [health and well-being information | s above Citizens Portal

As above - Citizen Portal NWIS _ citizen portal lead As above - Citizen portal

they have collected with their
oA ToTAL 320000 | 430000
Requested | UHB high
Ref Deliverable Description Benefits Inter-dependencies 17/18 1718 | peryof June-17 Progress
s zs | priority
Avaiabilty of asingle Communit & Mental Health, and Social vewen Workprgresing owards usies cse sreementsnd
e rooen | ey Ceplopment rer witin CaV

lin with requirements of C& regiona

patients,cients and citizens of a region imescae

roposed éat for O ofDecermber 2017

Eary avalabilty of RDS als to supprot comm

Willsupport community based services to deliver more effective and fficient e reqested B
ervices to citizensintheir own homes working avoiding £60K cost Sotumn17 « Phasing spproach dvelopment
Disseinaton and ongsing review o g anapis

« Refinement o data migration snd srchiving aptions apraial

Welsh Community Care Information
v Detvery of an Inegrated Health and social care system

° Solution
rovsonof o
Vo tbe
2 gained inthe redue et
clcoe o g
Careafety improvaments ncluereduction i naroprate o nsafe hame
st due o niformed and noncoianed services
ifiences wil b gind i th sped on e recod ystms 3 PARS, Carfirst and
it ar et cross e egon
AWl niiatve NWS interfacingwith WCCG: Clnica oral 200000 72 [imorovement Jocusacon 60 5 er TC. Ao s anctesto
ropamme[rnportic € onan s e
papertes systemin e to manage thefow ofpatiets
0 [ivough the €0, T ——
oo ine o Osvelogment of noted o WEDS ot rstydfrs
Sytem alowsfor acegres of captation s loclsstion ofthe oot efect —
oeciiclocal needs
Funtion d crica cre
Needtoendand | o gt chinica record programme deayed whilt awaiting
mprovedsccess o ptient records s so00 ol drch e pofamne dred
ocivery a sinle view ofpatiens recordsacoss he o samed con

Caalad incated desie tocolaborste
onEforms develapment n i res

2 Digitsing Health Records Project care deivered

Costsavings within the heslth board through the introduction of  paper ight

s

future support ciic activity
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Request
e
) U high
Ref Deliverable Description Benefits Inter-dependencies 17/18 17/18 | priority ! Aug -17 Progress
of Nwis | e
s
wers s an xtanis o of weekto il [y emed uppot g isscuns am sy : S -
2 < leader's requirements (i.e. POF format sub-optimal)
nereve s ptnt s et wals
[r————— [ E———
e scure IS—— ) - — 1. O RS oo e e
health records and administrative staff ‘support including infrastructure and capacity oo 00 - in 45 specialties/sub specialties to date.
Reduction inth tme ok t0 ittt atigi an, ity R — P —————
s s ittt b clricins
oo o i Flexibility- ar
n oo o i et RcorsGaprtnan
J— R T—
WAt i o et recors
ST R—
ey SecondaryCrs commuicatons o e it
e o g e e e
e — [ s oo [o—
e ‘Passive RFID" for tracking. - v
S e et g —— —
Patent safety line with requirements of nationa and ocal | 100000 so000 No o lncins il gt o prct ol concst oo e
2 National Diabetic System spee
" 2 National Diabetes System in the UHB. INWIS to advise on preferred approach for uHsha e WS ahich be rolled.
efens el spcly e 0.5 o s e o s i cames e
piey
[T ————
[ morovd et ey du o ity o entty v mana oo sy et (o oo | 0001 o oo o aBe o e e s
o a pies e o e e
% Opimolgysysem
L B——
Wore it paane
2  The rollout of the solution into the Community Clinics of A single’ supporting their 60000 30000
cardif e
it e ooy resus
T
T —— Fecots ne i rcqaremens o o el s e oo roce et i e
" 328 o o i g e
e, freh
[
R — st
e maine TG 5 g
e e [ —
» eteacore
o o) ot
o ) Clinical Analytics
gt tadlog
i s ok P e Ve e R
to secondary care doctors and pharmacists as part of the  situations soom0 s ‘pharmacy technicians.
30 s d P "
cr oune: st s s scnton e Pt o s s s
v et o pates' .
et ATt ot o e
ot o e o] e 03
1 More il sy communcton nd cicton o i e
¥  for Haematology v pinene *
[ —
oroves ACT st it cptre ana pechaing
improves o
poni rrcare i ot an s roma s [ benee of st andargetad mckin o s aioion | PSP (rme) & e pratrat | s o
| management perspective. [pathways and patient management to be identified, assessed and reduced. N
I . e | . s r el e i et
the caraif Cincal Porta,over tme. access a varety o dferentsystems desktop. : B - Gt storage bing taken orvard with NWIS t ol Wales fevel
e e Clinicians have ac to patient information whene iherever they requir
» rs v sces o pten fcmaton s andereer ey 000 | e
cc o unctonaty ot ey vt
I 0 nsbl WCI e mace sl
Pr—————— pewein obe
T s e ractce il e e st JEp— . ;
st of tests made available via the Wales Pathology Handbook ‘support including infrastructure and capacity o o0 e VB ooy eutversecepance tesing ol new eease
s
| e
. raond e eqest : :
i oo st bt e o
K ! hospitl laboratory. GPTR will print a request form and label
it e vacision 1ot
ables patnt reprted il fomation Az measres and esprene
nare b epore o it whi et suparing o rosucionnd ;
s gttt Modrmsaian | il e nsalaton of pervsie W £, 25 o
oo proms [[450%!
Inoroved commancatonbeween h consutant and the atre
nktoCOM il mprov T complance s ecordngof £ apomens
ot g
WS oo confrang devle & o |
[ The MTED module facilitates the electronic production of an B ‘support including infrastructure and capacity .
patens curent N —
wena T ———
36 | medication list. s sent e increased - .
ot ek o b
ety 37 e
Commuicsios atows,
curd and compits g o rmary s L e
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Request
ed
. UHB high
Ref Deliverable Description Benefits Inter-dependencies 17/18 17/18 | priority ! Aug -17 Progress
of Nwis | e
17718
ana ) wstoth
erice. A clnclevel il fe the ity o cspure and mantai e time ot
oy
Th procurement and implementtion of apatent fow [ eos), cores and ther
T : . B o, et o sttt s ogunne
aional Ptient Fow & ptient |21 2BEMeNt SYstemand ssoated roces chan - , . - . A 2017 exch N 0 f st it proced
37 observations project CAVURS including the ryinf o aily wards to pk w facing Ss6000 e300 improvement with procurment b the end of September, OBC wil then g0
rtesrationwith xsting ciric, aperaionsl and i dlr il careb e ol nchuing e o oe s il [N oA
mansgement nformtion ovde st whole hosial an heslt system bed managementinformation o
uppor the daly managemen of ptent flow  esponse o chaning s cuding
Lttt management. Fnaly, it wil roiceth opportunity o defvernformation fo
ianing anc franca purposes.
eveopment f 3 mable-riedly web appction
oevcsment ot ot ardy web slton' FE——— R [ ———
roviding simiarfnctonaly o . et it o et
e projct ims o reuce the number of uecessry
5 Eadice
e s byspeci
by which GPs can receive timely expert advice for their non- o e v
urent patents
ReductioninNew OP appcntments by speciaty
mroved atent experience
tone i esth e & e
5 Sinle ptinthelth ecord or chidren nd vourspecole
Supnorts patient ety istives
A detaed auatog ofG7 Record ecer - et S o mrovde e ot ™ o e
“ P Record - Out of Hours Servic [ s summary s patint
e coe g trestment o the patient when the GP__|. Susarts dagnost i rgent sations
T carrnt DOSH sclton Ml ca oy b acsseBY . A“sngle viw o th paten upporting thel ity t e tested n  communiy
eparment of Sl Helt (005H
| - ooemeneorsoatmest 00s) [ et e ronde e eace. [
. to 2 number of community clinics Ability to view pathology results
Moregranalrt i e ats o il deail such 5 6V and smking st . e o ot i e
a2 E-Referrals Integration into B.1. Syster i can be linked to outcomes.
e the rolout an tke-upof e referl o be monitore corporstely trough [
s
oeveion and mplment of ol PtintFow Project syt etothe
iouch creens on wards and enhancing M, WCW and e [ervice.Operatioal i uises lect mwuLm,mwpw\m,
ManagementSystems wheleteam
s Local Ptient Flow project el senices, 1 provdes "o o on o st ol rocurman o e
s project onstpatent iow [ ot
rojct nthst i he I touchcreennfratructs P t s
usbie 0 suppor th Natol Pojct e opportt o celernformaion o laning and inanil purposes
e T o v Vet R sy o e a0 [N o rovid oncanaty e wih G| y - p— -
healthy life expectancy N . N
iy o oty for e ool d g
 clinical information modules, informing t e clincian and e
“ ficluse of PROMS insetingthei thae ndiidal
clel rov patient o the patien’ progress against that of a simiar | 519901t P2 gth ¢
sroup of indvidals o
” - implement Hectronic ement decision |- Enures that (expensive) mecicationsar opimally and cost effctively prescibed [———
4 'agement, decision support and care- | oo care-panning tools to support workfiow and
larning tocs o supportworkow an (272571 moroves otint
patient safety [ Y fing care.
ke to-rers Readinessphase i reparation o ilotn October. Pot il be
I T orase | 7t cicateters WSt resource projctand akeforward rsraon ot 0
o ot copaniy e o et weler
a6 Gateway (WCCG) Phase 2 e-Clnical |- ‘p the capabilty v p !
o) wreva | shoringor imary
vece. Decrease in the cost of administration e.. reduced tel
e ocal
@ . llow resls and a0 Al Wl it record (el WRRSInein CAV i March 2017, el by crcns.
" reports in other health boards.
ol Welh aborstory nformation ey eraer or e singesectroicpaient record i Wiles which il e to ore
8 o e el el P NWIS & ntersystems to deliver ofs modules User scseptance estiog underway.
Management Syste "‘ ) A1l Wales solution Trakeare Lab - providing standardisation | efficient and effective patient care
an iy o shae formatonseos l Hetth Boars. .
implmentaton o Inegrsed it the Welmicl? istlogy, mortary, lod ransfusion
Trasfer o st forinvestgations rom utsde UHB docsnot e double ety
The U s curently uingAvlogae tpe dictations ans 1 50 ences s 30 e cncs e b e
The poslin ofsecretris and tying st "o
upports audio typing. podking YPing sups ‘working with the TTC Tear to sgree mplementation priortes
" S e v o Nolorger s
etal ictation direct to the secretarial support and also speech to text away on annual leave:
Specen o et reduces the mourt of typing
(TR VIECE proaes o e s e e
ranterof
. . ——— er yoes s 5 sl with s ement o ol ions bing
ccondareCae T vtems NS toprovide angong support o
= Gateway (WCCG) e Referrals Phase 1~ [Secondary Care IT Ammmmmu\wwm ween primary and secondary care ? o supes dertaken to ensure pathway is fully electronic.
Th scope of hase s the lectronic ansfer o G
ousmens e o sy o
o s s b provaT S T — TS o prove orgeng Geveomert
R Akl J T ———" e o T ——
ciclogy MaragementSystem - Rais | adology systemsacross Wales. 1 allows ecur acces (0 WIS o corporate pattway mgt
5t skt ntegaton with PACS and digtl dictation sstem
2 diagnostic imaging services, results, images and Deski orat th PACS and digta dictation s functionality
management nformtio, trough requires mroved Natons stem service mansgement orovided b NWIS
nctonsity toendradolosy | cower sstems for sttt 0 ogon o et e intertion
[The Ta8R module of the W introduces electronic Clnciansare abl toelectronically requesttests across pathology disciplines NWISto provide timely resolutin of request ves Pathoogy econic st eauestng now salabie fo e 0 59
F’avwn\nﬂ\ test requesting functionality within WCP. The for change wards
TestRequesig & Results Reprting Al Wales procurement of specimen bags nd
2 RRR) Module: Clinicians the WCP o
j;“*j“;; b which receiesand procesies the ¢ecton |, e  comprenensive audit i s o enalamoblesces
e andprovde e TRRR s inte system - TrakCare
i it prject o procure and mplment atonat . I e e comr oo oritcovrsee e e cusandng St
55| - oonat etigentnegrres it fneigen e Aut Slton i wi e Inke. [ WIAS s rapproprat acces o patent dra o eciate ntegration v - tn | 2240 f;;g5‘;%\\jv;':f{ﬁwﬁj;jdjwjfﬂ\
Solution (NIIAS) ational clinical systems and patient administration - e " e
sstems Wil et with i mtions ystems ver tme
oG8 bt ot and e
e 11cU patent o eve 2 or 520
st cicw ecevd fundig supprtfom the el Goverment o
have a “single solution” e-ICU system for NHS Wales, with upportthe deliery of care in o
Vews nch p P . . - v WIS to provide \ No ‘Ongoing developments as required
clinical and business management. It provides for real time ~|'*2" architecture
w“ Vs wartton [ er o optirs sl dt. halows | Rt it soctoncosts,
Development (WCWS) . R p Reduction in Clinician admin time
or i standar seminstrationsuch 3 admissio,dcharge
N dadministeat d B |- Closer to goal of full electronic patient record
moroved satient moverment vt e EU morouoe et o
rovids st ime view on patients o the Emrgency Uit
mrpncy i Wk |k Mo St Ui s | <5t aragmetof et et lwing restrrach vl ongogdevopmens s reres
56 P, n e nd sime mntarr sty vt - . sction s rsuction ot
and managemen: losr to g0l o flly slectronic aten record
art of dots qulty work programme bt xtends desired B ] ) ot st et e s S s
. Accesandmantanuptodete |1k e o ot Alows patients o communicat lctonicly rvi e 2977 s provide seice e e e
demogaphi nformationsbout ctzens [EMP requred dt or enuin 0 date demapaphic .
formaton Recucescosts andwaste, by liminting paper and il an th number o flures
o contac
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s
Request
e
) U high
Ref Deliverable Description Benefits Inter-dependencies 17/18 17/18 | priority ! Aug -17 Progress
of Nwis | e
s
TheCinan Office Manageren COM) modl'sprmary e o record i
The cirican ffce Maragmert CoM) mode’s [secionsht rve o et e Rt o Tt (T ok ot et e
iy e e el et it v an oo s mde. s gl st e e ot f e et P
effect on the Referral to Treatment (RTT) clock at the time pture areas e.g. Consultant’s office, although it became obwious that it could be digital rec e developer pest unded and cutline prosectspectied
i socte gt e,
w0 | coms/rotovup oeveipmen: [ hecOM <o b to st ety ot Lo o) i i o st a9 T
corporning vt | 200 S e S ENEE s pant Management Syt W), The COM b 3 n o B
eored sgainst the review: replacement for the COF in this setting
Thecom canbec Thecomc P—
el mode wibn e Pt Cal e, opatats annte o st st v
o T —
sances arsiments painron PC s of mmede gent sty arting rom OQ . We wodaoprovie
enronmet uncionaiyesentl o devery of 86 2.3
Tre P syt maltas e core patntdta st for 3
oo e e ndpaned e e
i o eraml e Cnkcl ot gt nd e s
W " EU and Ward Worlstations and th New hardware infrastructure has recently been implemented allowin: that have recntly been relessed over the previus 12 m
annec el managementpocsse va th Wt fs
CiceCommuricationsGetevay (Wece) P oo
oo it o el Warhoe
i —
ottstanding s, the N ecognses e e A —
e et » i PAS syt s o 1 T
Sg S e ———— e oot T oo
i et f e et ilainttion of 4. | Drand o cotind st ol VS 5 s e ok 6. Ot ot
1 etad i il .t i vl o e 5 s S
e e cH il migate o s Rl S e s e
et a e sprprits . oo
e storage and rocessor petaance whh eance 5Kins bt i
o an e ot e et 3 S
s st o h A s of S il rgrs roving
rater il and st uncioalty wihout rhr impat
Fericas and uncios
[ crspandencean e dota i) wi b  cant o of s mve
ot
T —
serenc o he cndece e chricaly e €S
war, tic seot e and v ey aopted
i o M. o 0w o o scare s
Lemlcane ot sftar, il st u h et
0 ‘awaiting appointment of developers . Specialist services asked for
e, th s dmescles i h it (2554 portmnct g st
v eminers nd olowing vaing snd ircng wih
e o gty rests st s b 5
s o g car ey o et apcstive
it on o s,
et arWaste S tatest st e G
61 Nationsl Catering System (Costs TBA) . [7ocu"ement and implementation of a National Catering Speed IPAD supported in principle, assuming WG wil find £2m
e o wales
e
et
oo o PETT T
Planned Future
_ et g g
et Delverabie Description Beneis Inter-dependencies vps | vps [ I June-17 progress
Nwis3a/sa | prierity. .
— F—— inth it than e and resure . p S
62 | Community Services ~Mabile Working | ity and Maternity saff costy return tobase 250000 5000 Slowed folouing valt o every 832 netbooks

Resoutc loss within the team (L6 WIE's have both f the

Willresult in improved timeliness and avalabilty of relevant clinical and business We continue 1 3dd new usrst “GOOD for Werks"and laning

[riormation 20000 200000 s migration o thoe remaiing users 1 GOOD for nterore
The production and administration of paper resultswil be reduced or eliminated
rhe UnB continues to leverage the benefits of staff using.
The - be decresser
& 2 Digial Access. oreanisation
Pltform of urgent resuts
e of products as part o  digtal ccess platform
Will ontributesignificantly o the evolving lectroni patiet record supporting
accessivilty, accuracy and security o patien data
Feauire NWIS to collaboratiely work with us The UN i continuin s implementtion of T nfrastrcture
e o for ntiona an oo X ) prviously rocure There s als work ngoin at  ntora lvel
Improved patient safety . e “ 750000 so9000 ves o 3gee the alloction proces for £10M WG capitasross Waes
Infrastructure s available to protect aganst for 17/18 withscclraton o natona programmes, Mobilsaton,
risks WiF an Cyber Securty amongstheprieies.
2 programme aimed at sustaining and refreshing the T Requie upgrade nOrsce duebase cencetoenterprise
Contining programme tosustainand [P v k3 Improved continityof service it cars dous not enale reat time copy,/ provsion o rel
6 | rereshtherr iy of servic . ol
isks and o provice a platform for modernisation and e dats flows nor thersificant sefl unctionsly
the UH from system interruption isks provdeapt
ransformation Less disruption of services
Improved Risk Management
Improved Data Safet
Improved System Performance
Improved compliance with IT Security tandards (G ustolinternetof e dees snd s yber 1

Imoroved Disaste Recovery capabilty
Mitigation of security isks and delivery of moderisation

e connimen 1o eplace he oL W Aeees Pt Cimen]
arcas and have stated nstaing e Acees ot the i
W walkays

Patients theinte o aforin]
utpatien ciic.

& WIFI—StaffPatients and Visitors  |Wi-i enabing staff patients and vistors to access both free
secured W-Fi comnectivity

linicaland personal devices
2 (8v0) using G000
time online patients survey

oo e
56| wicroort oestop suscrption roec [ N o ssto00 Ongane
ity o 100000 sttt JT—
[ ottt vt et
67 Cloud Computing. !

Automatic
Capital-expenditure Free
Increased collaboration

more effcient and costeffectve gial services

Securty
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Request
)
’ UH high
Ref Deliverable Description Benefits Inter-dependencies 17/18 17/18 | priority ! Aug -17 Progress
of Nwis | e
8
e —
e messsgng it . oo [ ———
o s eing with LA Jit", which provides an encrypted email messaging platform o
o [E— e i e o a0 o0
[E— WA procommert o s o [ ———
The implementation of a “fast and secure” mechanism for S
70 | smaesmonacomensiarng | e s e b e e
ety bid succestul
e
S o i PR, WP egron &
suite of developments to delver both cliical pract g of patient’s history, allergis, involvements and appointments data transfer from all nationalsystems into 150000 ves " ity review
Winrestime
no | e b viewor e ks tmely andscurd -l et the Acute AT PR —
aniion e ervies o the Un 4
i efringbetween sute an commune s
o commun eces cupictr
ot their health and welocing s o procide ? edopmendby el
[ o populton 5. digtaly; el . 5t imes on demand)
esimatocoen p et et o st
72| deviop setwsre dvepment i
t0open up the national platiorm " Feduces the number of DA outpatients isgnostes, home i, 67
W st e for Wales” by extering ke i and proting
e S Wals o v cls taneans o eropersley
Emalwil be N b . “ WIS te te V pes ve Not yet taken forward as a standard
n e evatissecure, personsise commonicaton i oo WS - : J——
oo e
e e rd o st e i e Curenty e e s o pcamene e
Feplcement 1 cirict and documert
75 | teocementitinicatand document |y e beng oy by the e sty
e ¥  clinical 8enetics. N, poratories. It wil enable an electronic notes system which |-~ Efficiency
paen st
7% . st Efficency Infr ure being uparaded n lne with areed plans.
objectives of the UHE; Platform for modernisation.
e e o rootics withincare s creasingan forecasting
ocses o s corrisss g v it
o 5 Wale e o bt oftrese
Develop a programme for maximising |%€+eIoBments i the mest cost effectve manner is reauted: | royingproductivity soas to achieve sustainablecare serices " o
77 | Qevelonapremammetormaimiin T cmponent f ot for whch i dta s
wlar N " Jis the fuel, the requirement on Mmmamw\akuenm
orwars an rein e benees s s
intended o bedelveredvaa ederatedal Waes arty nvolemen i botcs wil esure tht CAis i aposifon o exeln
e s o, et ) st o ey omton v e iy o s rrsionf s
Developaprogramme for maximising [1°77 *Pee<h (4l deator). make decilons and ven. offered 24/ opuaton expects n addilon o improving MOU g by N ey 207
75| e deovmen o [ 2mi g s ik ar e s anais e Ly s o v st e s
neellgence ovstem and offers sigifcan scope healtncare |- A1 will ensure tht &) . o e
endasto e deeredvia  feersted 1 Waes
o)
Futherdevop hesecuseyofaur [ e sionof [T By 0 ccate atbution ofcosts o acttes supponts the by to npemersion il eque sralsion o i s
75 [rsoees ncong iomation i e sty syt st [ e o aecarss o RADI pttay ik N B e
o v i
e move o ncorprstin gl an echnoopy

programme ere toois cant Organisational Knowledge bi our services safe bt withoutdodicated resource
Jcvctopment and taining programme. .

s mor care is supported ordirectly defvered diialy, the

o Delivery of the core audit and Data ~Jof timeliness, completeness, validiy, Improved y::yf:f:‘.‘::?f\’f:::‘:::ﬂ»n:?Qz‘lx:‘;:‘"n;::::“ﬁfea
[Work with PAS trainers to develop taining materia for use. meets w"f”n .
Jattribution ompleted by all bar 2 Clinical Boards.

ar | completeand review ivat nformaon JComPaton o ifermatin asst rames b i mplemente on phased e, Updatig of spport

EE R g

rput o management esponses on IM &7 mateers Jpdeing oflomalon st egters beng romoted v
Joudit plan ‘assurance” status for DPA act compliance in 1CO follow p audit

o e,
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)
Request
w“
. . uns igh
Ref Deliverable Description Benefits Inter-dependencies 17/18 17/18 | priority ! Aug -17 Progress
of Nwis | Y
1y1s
treatment rates in C&V. Jand the level of equity across Cardiff and the Vale. Would Jond fow and enables impact to be quantiied UNB compliance with the DPA. AL s August meeting IGSC.
IMPROVEMENT AND INNOVATION Copital con evenue cost
= o
Ref Deliverable Description Benefits. Inter-dependencies 17/18 17/18 priority of June-17 Progress
wwis7/18|  Priority.
National and local patient support, clinical information and. £32,000 £129,000 Event riggered eports(uch a5 path tets and blood sugars
50 Intelligent source data (osential 6 the benefits of d rualdat Prootof concept tocode referrl eters sing Austalan Digal
Jend date e ‘mental health activty.
[Enabler programme encompassing: . o avali o ® <
v
in real time National approach for data transfer req £300,000 o000 reporting. reviewed around more frequent transfer of data
Junsupported and vunerable to failure. Migration to extract © ‘Warehouse. Other submissions will need to be scheduled for
M
orng Primary Care OOH service referals, actvty and ity to understand outcomes of service contacts an i« festing held with IT to agree data provision in views.
Joutcomes into 81 and Link. Report to WG via BIS. roiity . d 6P 00K d Bl62 Meeting held with IT to agree data pr
Jdatabase - Bring #NOF data from the national dbintolocal | " o " Access ‘Wales)
rovision of High performance warehousing enabling e & £235,000 £872,000 toinclude 3 linked schema fit for purpose beyond the current PLC
[ High perf housing enabling (RADIS etc) ‘requirement.
= . Essential fc staff departures. Some progress amde with priority placed on
programme Jthe warehouse, bringing in data from the CANISC system ssentalfor
retem against a backdrop of averall fising demand has been created and
00 o000 the TTC programme.
[orovide fully intereactive dashboarding for desk top and 0 £25,000 Server and o starter pack of dashoeards devcloped. flew
o per Weekly RTT report on waiting list position and activity
B ti tation rates, referral eferral
Jrates and treatment rates in C&V s o lead
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Deliverable

Description

Benefits

Inter-dependencies

17/18

17/18

Request

ed .
proriy | UHB en
of WIS

17/18

Aug -17 Progress

B

b sratesic balanced scorecard:strategic meascrements

Discovery

or aring
for Pople, Keeping People Wel” have been outlined. A
scorecard for measuring progress and reporting on a
arterly basis the measures and the numerous input
measures underpinning delivery i required. In additon toa
15 development this will require numerous sub.

expectancy by 150 cluster
patient activation scores (Cs-PAM & PAM) - patient
confident of managing their own care

unheaithy behaviours bundie & hesith prevention bundle
Clnicalservice srategy priorty bundies (maternity, eye
care, cancer, M, LTC, dementia)

organisation

the key

Reauies inputs from PHW and NWIS &

5251)

ves Second drafof harter sovecard closet nsltion

provision of reporting suites via s for Workstation
[Modules.: To develop reportingsolutions to accompany new
workstation data collctions and PIS modules .8 Diabetic
risk assessments, Obstetric Analesthetics Servie,

Provision of sefservice an scheduled reportin.

Development o enhanced resource allocaton requrement
nt deployment modelsinwith the il focus being on
aiagnostics.

what
requirements inradology

linked RADIS WL and sctivity data nto W

Jimescates.

financalreview,

ata

Large st of analyis roduced onform TTC. Ongoing annua!
programme stabished

oeiver the UnBs income and expenditure discovery project
orovision of coding, developer and anayticalsupport

order to better understand the costs and theoretical
oayment by results ncome the 48 a5  provider would
reaise

aginst xting TAs, with eidence sbrmnitd o WG

- Algorithms and software to support the dynamic
scheduiing of patients requiring physicaland virtual

choice,
an physical resources fe.g. clinicians, beds, theatres).

+ Decision support tools

. patient
(sehavioural and svstem resoonse.

- Intended to be delvered via 3 federated all Wales
orocramme tsiu)

sione over s years

15m for UHW

[+ Minimises variation in pathway management and reduces waste

progr

beds,

wards and cco)

o stow the use of condiion specic utilty scors for

ROM:

planning / ceivery

ADIs/ PHW & NWIS Joint planning for how
Wales develops infastructure, capabilty and
capacity to work withresltime nfo

presnty dependentupon compietion of the Mastersurgery
No cheduler -anoptimisation approach o th deplyment and
chedulingof thesre s, becsan il care rescurce

Simuis mocel of patients accessing prostate USC pathway
s Modeling pathways to increase orgaisation' resience
i meeting diagnosti trgets compieted and being worked
ehrougn withthe serice. Simuis model of stroke pathway.
oresentty being configured

. edice

ocveiopment of a mobie-riendly web appication to

Jops and secondary.care senvices.

+ Community Services - Mobile
Working

32 netbook devices are now inuse.

s mates Carcift nd Vale thefarges deploymen of
[community Mobite wrking in Wales (by some distance),
ant one of thelargest ceployments inthe UK.

s s nabling access to PARIS, -mail, Clnicalportal, €58

Jeosly retur tobas

ot e o DS e echmea o

Wi cces rom trustedsources (.. CaV Free WiF) il be
Slowed folouing valttoevry 32 ntbooks

Resoutce loss within the team (L6 WIE's have bt f the
it n August 2017)

Mobile Working

Foouror
umerous uHB systems to Waterniy senvices
R T TR Vo T TR T

“Frovmon o

Compets msupport oy

programme

einical ausit and outcomes, an
ciica, system and patient information to both enabie and

programme,
Predicton & Auto validation
+ Ciicalvaiation programme

Risk profiing

reatments

Jvariation

poroaches, machine based learning and other A1
echrioues.

- Intended to be defvered viaa federated all Wales
orosramme tisiu)

eal time analytics

+ Population / Publc Health
Intelligence programme

Sunvellance, targeted sk profiing &
prevention

+ Personal gename and connectome
projects

+ Inteligent interactve participant
portals

inerconnected with more operationa big data programme
 derited above Similaritesto the As above, with the.
forecast being on improved profiing o the population n
order t identify those most el of either having or

teveioping st neect and tking preventtive / earier

characteistics
the proeramme would siso ensure that research emanating
irom the genome and connectome projects i rapaly

and|
o supporting patients who sign up to research

demand on the more expensivecare services

 reducing

incendet o be delivered n conjunction with Public Health
ates vi 3 federatedt il Wles programme (HSIU)

Jvariation

P & Al Wales programme to be develope|

Taken forwar v Nationl traegic workstream o mprosement
and movation

creation and appication withincincaland resource.
information and management systems of  bcary of
authenticated’ support tools and ecision algorthms for

+ Cinicalsupport tools

. patent

symptoms and conditions which draw on evidence and
L i data t improve effectiveness of care and reducing
ntoward varition.

e ombination o validaton of existing.
ools and development of apps, algorithms and toos based

xts

e 1 POCT support 3pp

andtooss
- Automated interpretation of ptient
self reportine
+ Automated analyssof clical
diagnostics and resuts

+ Provison ofsocial media support

orosramme (s1u)

and imorove care and services

- Done at Al Walesscale offrs signficant inancial savings

WG, NWIS & ADI support o getting Support
on getting RCEM and other dataset rapidly
agreed and n use across Wales

Potentialy requies nterfacing

HSIU created

ves Prsarin ol mde avasble

ol

ot
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Cardiff and Vale UHB - Digital SOP - Financial Risk Assessment for 18 months September 2017-March 2019

1: Highly likely to materialise with very limited chance to avoid, 2: Limited opportunity to avoid, 3:Choice for UHB, Accelerator - project commenced funding with accelerate, (N): National programme, (L) Local Programme

UHB's top .
Work- Financial risk Deliverable pescrition — IYEUCaPItAL | (L e e | Copital costs ¥e2| Capialcosts 3| 3 VERTTevenue | Revenue costs.- | Revenue costs - | Revenue coss- | National Cash ro | Capital | Revenue | priorities for ‘::'C"::fe Comments
stream assessment Total costs Vi1 iz i3 Mandate | Releasing? Secured? | Secured? nal o)
funding (
« Improved patient safety -
« Improved continuity of service TR TR S SEEEHR
« Less disruption of services ICT infrastructure underpins
Continuing programme 0|, o . .1 me aimed at sustaining and refreshing the * Improved Risk Management CERLIGAT, BT
sustain and refresh the T | T 0 e e o syetem « Improved Data Safety us from IT risk including cyber
PF L Infrastructure toprotect | LR S B e latform for « Improved System Performance £12,200,000 |  £4,750,000 £3,100,000 £4,350,000 £1,845,000 £509,000 £632,000 £704,000 Y v? v N N Y Y security and prepares us for
the UHB from system D e o PO e 2Pl * Improved compliance with T Security Standards modernisation andimobllisation,
interruption risks « Improved Disaster Recovery capability Funding in the past has derived
« Mitigation of security risks and delivery of gy Nl e g e
modernisation .
successful bids.
« Ensures that (expensive) medications are optimally
lectronic prescrbing and | "WHEPMA replaces the current paper prescription and cost effectively prescribed GO
STP 1IN Medicines Administration | " 2dministration record chart normally completed BV de e e C e P oy s atient £2,016,000 £200,000 £1,316,000 £500,000 £600,000 £150,000 £300,000 £150,000 Y Y Y N N Y Y Pharmarcy system 18/19 ePrescibing
e for every in-patient, as well as discharge and experience and outcome YR
outpatient prescription forms. « Supports clinicians in delivering care
« The EMPI makes it easier for clinicians to identify
The Enterprise Master Patient Index (EMPI) helps | the correct health records for the right patient
BT organisations keep patient data such as name, |« The EMPI supports the implementation of the Welsh Project underway - speed of
PF N Enter e ae Patent e cate et Bt P oicatelan dacc R atey Eh=l R et ciEr =D £0 £0 £0 £0 £50,000 £20,000 £20,000 £10,000 % 2 Y % P N Y delivery subject to additional
e This makes searching for patients' health records |« The EMIPI works by linking allthe records for an e
faster and safer. Costs for additional UHB systems at |individual patient held information systems to a single
£10K per system patient identity record
- Microsoft Subscription already
on o Microsoft Deskiop Project to deliver a revenue based solution to | - Provides a platform for continuing modernisation, o o © o IR T T D v - v v , M M [ —
Subscription Project provide the latest Microsoft Desktop Products transformation, office automation and security. P
Frovives access T TosuppoTTTE
population in taking greater ownership of their health
and wellbeing
« Ensures that we are delivering care and access to
care using methods expected by our population (e.g likely to be cost of adopting
Project to open up local | Roadmap to open up the local ICT Architecture to digitally, easily & at times on demand) standards and making copy data
14U 1/2N architecture SMART technology and Patient access « Reduces the number of DNAS outpatients, 2200000 D R EE R £50,000 £50000 £50,000 v ? v N N v N available - linked to numerous
diagnostics, home visits, GP consults etc i SEmes
« Saves patient time
« Would support “Once for Wales” by extending
market choice and promoting innovative solutions to
Ty O S ST o SvreTTtaTTTEaTT,
and Social Care record for the patients, clients and
Welsh Community Care |  Delivery of an Integrated Health and social care s S‘gr_"ﬂca"t CIEMESEED 18/19
STP 1/2N o ————— . « Will support community based services to deliver £975,000 £475,000 £300,000 £200,000 £3,225,000 £1,084,000 £1,418,000 £723,000 Y N ¥-2 N N A N Applied toWG for funding 17/18 -
more effective and efficient services to citizens in awaiting outcome
their own homes
« Provides information to support the population in
taking greater ownership of their health and wellbeing
« Ensures that we are delivering care and access to
care using methods expected by our population (e.g.
; digitally, easily and at times on demand) Spend of £30k this year for ENT PKB
14U 1/2N/3L Patient Portal BRIt 'ac”‘tﬁ::i’:‘fo’r‘:ﬂzﬁ:s DETEHED « Reduces the number of DNAs outpatients, £500,000 £100,000 £200,000 £200,000 £400,000 £100,000 £150,000 £150,000 Y ? v-2 N N N N -?Exec / Planned care board
diagnostics, home visits, GP consults etc T G
« Faciltates the UHB, local authorities, primary care
etc working better together.
* Saves patient time
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Cardiff and Vale UHB - Digital SOP - Financial Risk Assessment for 18 months September 2017-March 2019
1: Highly likely to materialise with very limited chance to avoid, 2: Limited opportunity to avoid, 3:Choice for UHB, Accelerator - project commenced funding with accelerate, (N): National programme, (L) Local Programme
UHB'Stop | e
Work- Financial risk 3 Capital 3 R ts- | R ts - | Re ts- | National cash Capital Revenue riorities for
Deliverable Description Benefits vear£aptal | capital costs -Yr1 | Capital costs -Yr2 | Capital costs -yr3 | > Ye2! revenue | Revenue costs- | Revenue costs- ) Revenue costs - ROI? P P the Curve Comments
stream assessment Total costs Vi1 iz i3 Mandate | Releasing? Secured? | Secured? nal plon
funding
The PMS syst 1t the tient dat: t
© PM5 system maintains the core patient data set| o hardware infrastructure has recently been
for a number of other systems and planned systems.
! " implemented allowing:e Demand for continued
These include (for example) the Clinical Portal, !
! " additional functionality P to be addresseds Greater
Diagnostic and Therapies system, EU and Ward
storage and processor performance which enhances
Workstations and the planned referral management
* ¢ ! options both within PMS and the Data Warehouse
processes via the Welsh Clinical Communications
Gy (EsE) B pitstentns || e HISAEmD R CTEEaEiis e Keeping the lights on - essential to
STP /20 PMS development U - [EAEEEL D many sub-modules of PMS will progress providing £300,000 £300,000 £0 £0 £495,000 £0 £45,000 £450,000 Y N Y N N ¥ N CPEDE sentt
feed for the Intelligent Warehouse including RTT move to professional license
‘ greater clinical and administrative functionality
pathway data. Notwithstanding this, the UHB. b !
" - without further impact on current services and
recognises the long term strategic benefits of a
‘ ' | functions» Continued deployment and enhancement
single PAS system across all LHB's in Wales, and is >
¢ o of clinical communications (correspondence and
fully engaged with NWIS to participate i the design
! direct data interlinks) will also be a significant part of
and specification of the next implementation of PAS. ¢
. ] this move forward
Itis expected that this will be not be available for at
« Enterprise Imaging
« Digital Radiography
* Int ted C:
STP 1N/3L PACS & VNA Project Implementation of a next generation PACS system n cafatedicare £0 £0 £0 £0 £0 £0 £0 £0 Y N N N N Y N TBC
« Clinical Analytics
« Integrated Radiology
Tl ons Strateic « Resilience
. | S R G < ffcency Project underway - speed of
2L elecommunications at the voice communications Infrastructure ant « Communications £200,000 £50,000 £100,000 £50,000 £0 £0 £0 £0 N ? Y [ P N N delivery subject to additional
Strategic Programme | services fully support and underpin the clnical,  Platfonm for e tion
research and business objectives of the UHB; atform for modernisatio funding
Ensures that residents and visitors to Cardiff and
Vale have easy access to knowledge regarding
Directory of Services e e ° 2 No committed spend - subject to
2N . DOS content provider local editor the availability, location and opening times of £0 £0 £0 £0 £70,000 £10,000 £30,000 £30,000 N ? Y N N N N . . N N
Project national discussion - ongoing
care and support services, supporting them to
choose well
Project to specify, design, procure or develop and * Patient safety
2N National Diabetic System | e e 7 « Efficiencies £425,000 £100,000 £225,000 £100,000 £150,000 £50,000 £50,000 £50,000 v ? Y N N ¥ Y No Commitment
implement a National Diabetes System in the UHB.
~ Tmproved patient safety due to ability fo identify
and manage risk, increased timeliness and availability
f relevant clinical informati
of relevant clinical information UHB leading National discussion on the
Project to speciy, design, procure or developang | ° Berter business information to enable better delivery. Some limited spend
Ophthalmology System | > Rechy CesEn b Svelop management and planning £405,000 £100,000 £205,000 £100,000 £150,000 £50,000 £50,000 £50,000 % % Y N N % % ey P
implement a National Eye Care System in the UHB " comitted to date - potential further
« Reduced waiting times for ophthalmology services
spend subject to Natioanl project
« More efficient pathways
« More people managed in primary care
As up to 80% of clinical information is recorded in an
tructured way, this development is essential t
Commence development and implementation of | |11 U°tUe€ WaY, €his cevelopment 1s essential to UHB spend 17/18 on developer
Digitised SnoMed-CT aperless/paper-light record moving to structuriny aEApIEEE b rEElyeresat i resource - via Information /IT budget.
e LR AN s 8 | enabling the benefits of personalised and targeted £900,000 £300,000 £450,000 £150,000 £1,500,000 £300,000 £600,000 £600,000 N? 2 2 N N Y Y s
based Clinical record | hitherto unstructured clinical notes and letters from Additional spend in future as local
a data management perspective medicine to be realised and variation in pathways and riority subject to national project
E e patient management to be identified, assessed and IR 1) BRI
reduced.
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Cardiff and Vale UHB - Digital SOP - Financial Risk Assessment for 18 months September 2017-March 2019

1: Highly likely to materialise with very limited chance to avoid, 2: Limited opportunity to avoid, 3:Choice for UHB, Accelerator - project commenced funding with accelerate, (N): National programme, (L) Local Programme

UHB's top N
Work- Financial risk Deliverable pescrition — IYEUCaPItAL | (L e e | Copital costs ¥e2| Capialcosts 3| 3 VERTTevenue | Revenue costs.- | Revenue costs - | Revenue coss- | National Cash ro | Capital | Revenue | priorities for ‘::'C"::fe Comments
stream assessment Total costs Vi1 iz i3 Mandate | Releasing? Secured? | Secured? nal o
funding (
Electronic Patient Flow Management (ePFM) systems
provide core benefits to the service. At a clinical level
it will offer the ability to capture and mairtain real
time data about the patient’s clinical status including
patient observations (e.g. National Early Warning
Scores for sepsis), pressure area risk scores and other
alerts and notifications associated with maintaining
atient safety on the ward. Operationally it will utilise
Electronic Inpatient Flow: e o, G Suppoli daily SR
sTP 2N : Integrated scheduling of patients electron £1,786,000 £1,586,000 £100,000 £100,000 £1,631,000 £831,000 £400,000 £400,000 v v Y N N ¥ Y B/C approval via WG - no spend
National Programme multidisciplinary meetings on wards to plan and ‘
. requirements for 17/18
deliver timely care by the whole team including
referrals to other services. It will provide real time
whole hospital and health system bed management
information to support the daily management of
patient flow in response to changing needs including
staff management. Finally, it will provide the
opportunity to deliver information;for, planning and
financial purposes.
e T e e o s REasccloces
PF 2N Single Sign On & Context | . 112nism for users to connect to the NHS Wales ° Security £400,000 £100,000 £200,000 £100,000 £60,000 £20,000 £20,000 £20,000 N ? Y N N N N B e isctioatona
Sharing " « Efficiency procurment
Domain
+ Patients are able to access the Internet for TIEoYE e b D
entertainment whilst in hospital and/or in outpatient e ot
The continued development and rollout of the clinics. S
) ! ‘ - modern systems including
. N/2L WIFI - Staff Patients and |  integration of Wi-Fi enabling staff patients and * staff can access both Clinical and Business T e T T T o e o v v v M M . . AT EER. TeliE
Visitors Visitors to access both free and secured Wi-Fi | application from their personal devices via (BYOD) F & WE >
Gy e currently relies on its charity for
Yy e A e & el s i e R iy
capital roll out.
STP 2N/3N e e | L P EaREENE || Gy s et @ EE ey £0 £0 Y Y Y N N Y ? TBC
Catering System for Wales
« All Wales initiative
« NWIS will host the central infrastructure
Paperless system in order to manage the flow of « System allows for a degree of adaptation and Significant issues in ABMU awaiting
STP 2N/3N R B || e Ol e G localisation of the solution to reflect specific local £400,000 £300,000 £100,000 £0 £668,000 £300,000 £196,000 £172,000 v N v-? N N N N outcome - No spend requirement.
B identify bottlenecks in the ED pathway needs for 17/18
« Functionality to support improved clinical care
No costs 17/18 taken forward in
1&1 2N/Funded et R || FECm il R e e £0 £0 £0 £0 £140,000 £0 £70,000 £70,000 Y Y Y Y N N Y conjunction with national
reported experience and outcome measures
programme
« To support timely discharge from hospital and avoid
unnecessary admission to hospital
Delivery of Tele Health, Tele Care and Telemedicine |« To enable healthcare professionals to plan their
14U 3L Telehealth Project (TECS) | programme to support services provided by Cardiff | interventions based on the symptomatic needs of the {  £1,750,000 £150,000 £800,000 £800,000 £825,000 £250,000 £250,000 £325,000 N Y Y N N Y Y |Optional spend (£50K spent 17/18 )
and Vale UHB service user
« To enable out of hours teams to access information
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1: Highly likely to materialise with very limited chance to avoid, 2: Limited opportunity to avoid, 3:Choice for UHB, Accelerator - project commenced funding with accelerate, (N): National programme, (L) Local Programme

UHB's top
L Turning
Work- Financial risk 3 year Capital 3yearrevenue | Revenue costs- | Revenue costs- | Revenuecosts- | National Cash Capital Revenue riorities for
Deliverable Description Benefits Vear CaRIal | capital costs -Vri | Capital costs -Yr2 | Capital costs -vr3 | > = | ror P P the Curve Comments
stream assessment Total costs yrl Yr2 yr3 Mandate Releasing? Secured? | Secured? nal (o)
funding
« Supports patient experience
« Enables patients to have access to online advice and
tools relating to their care
« Enables patient reported clinical information ,
outcome measures and experience measures to be
reported by patients whilst in hospital, supporting co-
S e
STP 3L fs in all consultation Rooms "booking in’ Kiosks and E Y | £450,000 £150,000 £250,000 £50,000 £50,000 £50,000 £0 £0 N v Y N N ¥ ¥ o &
Modernisation oo others modernisation plan & £2m national
« Increased efficiency when running outpatient clinics mobile b/c
« Improved communication between the consultant
and the patient
« Link to COM will improve RTT compliance
« Burden on reception staff relieved to improve
communication between reception staff and patients
Development of a mobile-friendly web application to
& v E2 « Improved dialogue between primary and secondary
facilitate secure, audited, clinical communications p
between GPs and secondary-care services. ;
P————— redu‘evme g « Reduction in OP referrals by speciality Project underway - speed of
STP 3L E-advice Lt + Reduction in New OP appointments by specialty £50,000 £50,000 £0 £0 £225,000 £75,000 £75,000 £75,000 N Y Y Y P N Y delivery subject to additional
unnecessary referrals into the hospital by offering an ; "
« Improved patient experience funding
alternative service by which GPs can receive timely
i « Improved education for Primary Care
expert advice for their non-urgent patients.
Surgery TTC to reduce LOS - Info my
ERAS programme requested clinical form to support e &
Reduced LOS by 2 days for IP elective procedures. costs by prioritising resources towards
STP 3L ERAS complaince with ERAS pathway - requires ¢ " £0 £0 £0 £0 £12,000 £12,000 £0 £0 N v % N N % % - b
b Improves quality - moves to digital record it. Part of HDR programme with BCU
interoperability and data flow
&AB - pre-requisite is fhir
« Improved access to patient records
« Improving quality of care delivered
Delivery a single view of patient records across the
T oM b, * Cost savings within the health board through the See ERAS - Being pursued in
STP 3L gitising 8 8 8 introduction of a paper light system £2,000,000 £500,000 £1,250,000 £250,000 £450,000 £150,000 £150,000 £150,000 N v-2 v-? N N N Y partnership with other HBs - will
Project notes/cancelled patient appts / increased utilisation
« Reduced costs for future support from Health seek national funding
of clinic slots
Records for additional clinic activity
ST T Cocation Base Records | System to manage paper based Medical Records |+ Efficencies n the storage, ransit nd securty of o o T o T o e e N S ” N N N N No spend 17/18 project depends on
Filing with a "Passive RFID" for tracking records Health Records
« A “single” view of the patient supporting their abilit
Paperless sexual health |  The rollout of the solution into the Communit o eto‘s::r:ate:l:aa‘cegmsr:::iz :ﬁuc ety Caten EEelE Carsiantbo
STP 3L P i i £90,000 £60,000 £15,000 £15,000 £60,000 £30,000 £15,000 £15,000 N ? v N N N 4 TTC lead - he has been pointed in
system Clinics of Cardiff and Vale of Glamorgan « Abllity to view pathology results
direction of Mark Wardle
National Intelligent | Enable patients to view which health and social V'v'm‘LAS,a;‘d‘ts['";pwt‘:""l“a(eﬁ“eis w[““e"t da:" ° Expected to be funded from WG as ol
il be integrated with all national systems over time xpected to be funded from WG as plan
STP 3L Integrated Audit Solution (| care professionals have accessed health and g L ¥ £0 n/k n/k n/k £0 n/k n/k n/k % n/k n/k n/k n/k n/k n/k 2 < B
S « NIIAS audits access to the GP Record in Cardiff and for citizen portal evolves
care record Vale UHB
Systematise a PROMS programme and lead on the | _Develops a commercial asset_ Provides a strong
establishment of an All Wales effectiveness and cost | evidence base as to the effectiveness of care and Risk re outcome of all Wales bid -HB
Implement a PROMS and | ™ (e, tiveness evaluation unit to provide greater | treatments « Enables HB to benchmark » Improves long needs to work through implementation
STP 3L cost effectiveness [EHERE & £ £0 £0 £60 £20 £20 £20 v N term - v N N Y s
s evidence of the quality of lfe of our residents and | internal clinical performances Enables clinicians to — costs - Info funded 8a post - require
A the change in patient outcomes that our care use PROMs data to guide referral and follow up Swte develoepr
provides. practice
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1: Highly likely to materialise with very limited chance to avoid, 2: Limited opportunity to avoid, 3:Choice for UHB, Accelerator - project commenced funding with accelerate, (N): National programme, (L) Local Programme

UHB's top
L Turning
Work- Financial risk 3 Capital 3 R ts- | R ts - | Re ts- | National cash Capital Revenue riorities for
Deliverable Description Benefits vear£aptal | capital costs -Yr1 | Capital costs -Yr2 | Capital costs -yr3 | > Ye2! revenue | Revenue costs- | Revenue costs- ) Revenue costs - ROI? P P the Curve Comments
stream assessment Total costs Vi1 iz i3 Mandate | Releasing? Secured? | Secured? nal pand
funding
< Provides information to enable Tmprovements in
Incorporates longitudinal quality oflfe data within | MIViduals quality oflfe and healthy life expectancy »
e e i the | SUPPOTtS individuas to take greater responsibily for long
STP 3L Clinical use of PROMs | "¢ €M@ Information modules, informing the their healths Supports patients in setting their £0 £0 £0 £0 £0 £0 £0 Y N term - v N N v as above
clinician and patient of the patient’s progress against
expectations regarding QOL given their individual essential
that of a similar group of individuals P - :
circumstancese Supports precision medicine —
reducing waste and variation in the of
« Will result in improved timeliness and availability of
The UHB continues to leverage the benefits of staff | ::::i’;:""f; :::?:i'(:::::z;’gz‘e“:’:esuhs
M‘Tf"f W°':’C§; BV"(;D’ o :‘hiﬂ:ef"‘:a‘ d;‘”fe’ Ty io‘iucﬁ:‘a ?Vi: will be reduced or eliminated Project underway - speed of
PF 3L crease o e L <@l anC | | 116 ordering of unnecessary tests will be decreased, £90,000 £30,000 £30,000 £30,000 £300,000 £100,000 £100,000 £100,000 N v? Y P P N Y delivery subject to additional
deployment of a Digital | Business Applications anywhere any time. The UHB !
resulting in reduced costs to the organisation funding
Access Platform is also looking to deploy a suite of products as part
. « Telephone transcription of urgent results will be
of a digital access platform oty
reduced or eliminated
* Wil contribute to the evolving
« The pooling of secretarial and typing support.
« No longer do clinicians have to wait for the letter
The UHB is currently using Analogue tape dictations | because the secretarial support is away on annual Digital dictation has the potential to
- e o i ey e ey e deliver cash releasing benefits in
Digital Dictat £480,000 £300,000 £180,000 £0 £90,000 £30,000 £30,000 £30,000
b st BiEliE=iE is digital providing audio dictation, direct to the | = Greatly improved timescales in the communication N Y Y N N N ! back office tasks if taken forward
secretarial support and also speech to text with patients and primary care appropriately;
« Speech to text reduces the amount of typing
{ HI I
PF 3L Update Intranet i Dfr:‘:::migsj; ntranetsitet0a | |\ oved communication channel within the UHE £150,000 £120,000 £30,000 £0 £150,000 £50,000 £50,000 £50,000 N ? Y N N N N TBC
) Additional dashboard and warehouse developers to
Provide better information ire data and provide visual interactive dash Project underway - Awaiting server
1&1 3L through the use of digital | o ¢ Cava an€ provide visualinteractive das! £6,000 £2,000 £2,000 £2,000 £180,000 £60,000 £60,000 £60,000 N ? Y Y N N Y ) v 8
boarding and reports to citizens, professionals and (req Sept-2016)
dashboards
system leaders
As part of programme to move to a national Pt i Ao, SR e
D warehousing soluion enabling the benefits of celivery progremme being
P “Personalised Medicine” via Big data, there are costs P |t ool
1&1 3L SEEEEE with acquiring live data feeds from commercial £303,000 £101,000 £101,000 £101,000 £180,000 £60,000 £60,000 £60,000 % ? Y N N N N pe
infrastructure and > repository. Local plan and
. systems used in the UHB and in providing mirror :
EFEAY Servers to ensure that there is no impact on the developments required. IW Server
performance of live systems. is past end of life
Enhanced quality
performance and | Programme for developing prompts within systems _
Ongoing - used to attract R&D &
181 3L benchmarking, computer- |and for automations leaing to improvement in data £250,000 £250,000 £0 £0 £100,000 £0 £50,000 £50,000 N ? Y N N N N G-t
ETTF investment
assisted coding, real time quality
clinical analysis
‘Additional laptops and
docking stations, dat Costs of providing k th technology t
1&1 3L BELIREHEIG CE RS PSSR £75,000 £25,000 £25,000 £25,000 £0 £0 £0 £0 N % % % % N N No costs for 17/18
projectors and other support mobile analytics
equipment
Additiona! B o o of th o develoni Mtg Len 14/8 as he is considering
&1 3L ttional Business SN MBI DB £6,000 £2,000 £2,000 £2,000 £300,000 £100,000 £100,000 £100,000 N ? Y Y N N N getting in mgt consultants to
Intelligence staff Health Systems Intelligence Unit
provide addnal analytical resource
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1: Highly likely to materialise with very limited chance to avoid, 2: Limited opportunity to avoid, 3:Choice for UHB, Accelerator - project commenced funding with accelerate, (N): National programme, (L) Local Programme

UHB's top "
Work- Financial risk Deliverable pescrition — IYEUCaPItAL | (L e e | Copital costs ¥e2| Capialcosts 3| 3 VERTTevenue | Revenue costs.- | Revenue costs - | Revenue coss- | National Cash ro | Capital | Revenue | priorities for ‘::';'::fe Comments
stream assessment Total costs i1 iz i3 Mandate | Releasing? Secured? | Secured? nal o
funding (
National ETTF funded - minimal
» Use of Snomed-CT at source and the progress no cost expected in 18/19
1&I 3L/Funded Impmve.d Ch,mm Codie . m.hcalm of g fw LG appr_"“hes i £70,000 £70,000 £0 £0 £387,000 £129,000 £129,000 £129,000 N ? Y N N N Y local initiative tied up in ERAS/
timeliness digitising coding clinithink and digital clinical record
Clinical record / Snomed & FHIR
programme,
The NHS Wales ICU Network led by Aneurin Bevan
UHB has received funding support from the Welsh | s Avoid the need to transfer a level 1 ICU patient to a Pressure coming from WG to get on
STP 3N e-IcU Government to have a “single solution” e-ICU level 2 or 3 bed.= Ability to remotely support the £0 £0 Y ? Y N N \ \ with EETF funded case - ?cost of
system for NHS Wales, with funding commencing delivery of care in another ICU Hospital interoperability
2015/16.
Asuite of developments to deliver both clinical G 2 i i e
practice improvements and efficiency ) e e
Suite of interoperability improvements: e S g
PF 3N/3L lifiziesoliEimiia || HYcEne) AR iamEs e fr ey £100,000 £100,000 £0 £0 £450,000 £150,000 £150,000 £150,000 N Y Y N? N N Y costs would come out of a benefits
Acute to Community teams (and vice versa) : !
transition ii) e-referring between acute and community teams fer=vitielntertacey
(currently undertaken by fax or telephone)
+ Documents are made available in the WCP
WCRS is an extensive programme of work to provide | '*82712%% °F w"mz::‘:’d'mm" was originally Project underway - speed of
sTP Accelerator | Welsh Care Record Service | ©"Ic3! documents n electronic formatand make |, ¢ 1 the ingie electronic patient record vision | £200,000 £50,000 £100,000 £50,000 £300,000 £100,000 £100,000 £100,000 Y 2 v N N v Y delivery subject to additional
them available wherever a patient is treated in
e « Available to clinicians wherever the patient is funding
treated
« Safe, secure and fast electronic transmission of
patient data between clinicians, health records and
administrative staff
« Reduction in the time taken to add patients to a
waiting list and, ultimately, a reduction in the time
taken to initiate appointment booking
« Flexibility — e-referrals can be processed by staff in
WPRS supports online e-referral prioritisation by | devolved or other areas that are away from the main
Welsh patient Referral | cInicians and clinical teams using the Welsh Clinical Health Records Department Project underway - speed of
STP Accelerator sorece Portal and clinical dialogue between secondary care | = Significant reduction in turnaround time between £100,000 £70,000 £15,000 £15,000 £370,000 £135,000 £135,000 £100,000 v Y Y 3 3 v v delivery subject to additional
clinicians and GPs and introduces the Welsh Admin admin and clinical functions funding
Portal (WAP) for use by health records staff | » Improved security of referral - i.e. referrals will not
be lost or mislaid
« Contributes significantly to the evolving electronic
patient
« Improved Primary/Secondary Care communications
on current patient state
« Improved data accuracy
The UHB will move across to the Welsh Clinical | Clinicians have access to a single patient record in
Portal, from the Cardiff Clinical Portal, over time. | one portal without the need to access a variety of
Migration to Welsh The WCP has functionality not in CCP and these different systems Project underway - speed of
STP Accelerator | Clinical Portal from Cardiff| modules are being implemented across the health | = Clinicians have access to patient information £283,230 £150,000 £98,230 £35,000 £400,000 £150,000 £125,000 £125,000 Y v? v 3 3 v v delivery subject to additional
Clinical Portal board (see below). CCP has functionality not whenever and wherever they require it funding
currently available « Supports patient safety initiatives
« The user at the practice wil be able to select the
required test/s from an electronic list of tests made
available via the Wales Pathology Handbook
6 Test Requesting and | GFTR 15 System which will alow staffata General |+ The request will b electranicaly sent to the Project underway - speed of
STP Accelerator | o 8 e (G | Practce to electronically request tets and view test hospital laboratory £0 £0 £0 £0 £150,000 £100,000 £50,000 £0 Y Y ¥ v N v v delivery subject to additional
results from their local hospital laboratory. + GPTR will print a request form and label funding
« Eliminates manual transcription errors
+ Reduces duplicate tests
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1: Highly likely to materialise with very limited chance to avoid, 2: Limited opportunity to avoid, 3:Choice for UHB, Accelerator - project commenced funding with accelerate, (N): National programme, (L) Local Programme

UHB's top .
Work- Financial risk Deliverable Description Benefits 3 year Capital Capital costs -Ye1 | Capital costs -Yr2 | Capital costs -¥r3 3year revenue | Revenue costs- | Revenue costs- | Revenue costs - National cas!. ROI? Capital Revenue | priorities for ‘::'é'::fe Comments
stream assessment Total costs vr1 vr2 i3 Mandate | Releasing? Secured? | Secured? nal o
funding (
« The implementation of MTED will reduce
. The MTED module facilitates the electronic medication transcription errors
Welsh Clinical Portal ! .
(WCP) -Medicines production of an e-discharge advice letter which + Compliance with the formulary is increased Pm_Ject undﬁrWEV ° SDEE_d of
STP Accelerator T v—" includes patients’ current medication list. The e- « An electronic discharge advice letter is produced £200,000 £100,000 £50,000 £50,000 £330,000 £125,000 £125,000 £80,000 Y Y¥? Y P P N \ delivery subject to additional
Discharge (MTED) discharge advice letter is sent securely to a patient’s resulting in fast transmission of structured and funding
GP via the Welsh Clinical Communications Gateway. complete data to primary care
A STy O PaTeTTTSGF TETOT TS DEeTT TTaue— |+ CiTCTas TepoTT TTat TIviN T0ess T0-eGFRecorT
available to secondary care doctors and pharmacists supports diagnosis in urgent situations
TP Accelerator | "Welsh Cinical Portal —GP | as part of the WCP. Having access to the GP Record * Also supports fast and accurate medicines o D ‘o o SEE o o o . Y v v . M v O S S
Record Module supports the use of the Medicines and eg do not have to phone
e-Discharge (MTED) module of the Welsh Clinical GP practices for patients’ current medication
Rollout of MsOffice 2013 to enable users access to
PF Accelerator | Secure messaging with LA | "move it", which provides an encrypted email £0 £0 £0 £0 £50,000 £50,000 £0 £0 N ? Y P P N N No cost required
messaging platform
Current revenue funding owned by
PF Accelerator Community Services = uREgERdinEbUEipslintG || oreBukippuileifapEiEtinHeit) £810,000 £250,000 £250,000 £310,000 £135,000 £45,000 £45,000 £45,000 Y Y Y P P Y Y execs - No capital required 17/18-
Mobile Working support our Community and Maternity staff rather than time and resource costly return to base
future requirements for WCCIS
+ Support patients in their self management at a
convenient time and location — supports home first
Virtual support development of videos and online rehab approach - part of follow up reduction
14U Funded « Reduces the demand for face to face consultations, £20,000 £20,000 £0 £0 £100,000 £20,000 £40,000 £40,000 N ? (&3 N N N Y "
prescription library programmes programme -?No spend this year
enabling clinicians to focus their time on doing what
only they can do.
< TMpTOVET paTenT SaTery
« More timely multidisciplinary communication and
reduction of waiting times
« Reduced drug wastage
a e ofanC e-prescribing
STP Funded o « Reduced inappropriate variation in the use of £350,000 £300,000 £50,000 £0 £70,000 £30,000 £20,000 £20,000 N Y Y Y Y N v Funding in place - project ongoing
Prescribing System for Haematology
chemotherapy
« Improved SACT audit data capture and
benchmarking
CEVETOp BT TPTETE T OT TOCaT FatTENT FOW FTOJECT [ EeC o PN Crow g e At Sy sies
utilising touch screens on wards and enhancing | provide core benefits to the service. Operationally it
PMS, WCW and Bed Management Systems This utilises electronic white boards to support daily Project in place - requirememt to revsit
STP Funded Local Patient Flow Project | project is complimentary to the National Patient multidisciplinary meetings on wards to plan and £0 £0 N Y Y N N N Y flow and touch screens (x6 screens
Flow Project in that all the IT touch screen deliver timely care by the whole team including brought 17/18)
infrastructure will be re-usable to support the | referrals to other services. It provides real time whole
WCWS is a central application and launch pad for ST AD SR S
Ward Clinical (BELE T Gl e T TG [ENERTEe availability of information to primary care teamss
STP Funded Workstation provides for real time clinical managementof | ‘o i1 ih letter production costs.» Reduction in £0 £0 N % Y N Y N Y No spend requirement
inpatients and their data. It allows for all standard o
Development (WCWS) | o e e 2s sdmission, discharge and | C1ician admin times Closer to goal offulyelectronic
patient records Enhanced audit on patient care
transfer
The Clinicians Office Management (COM) module’s | » The Clinicians Office Management (COM) module’s.
primary role s to record clinical decisions that have | primary role is to record clinical decisions that have
an effect on the Referral to Treatment (RTT) clock at | an effect on the Referral to Treatment (RTT) clock at
COMS / Follow up L o Y i
STP Funded the time the decision is made. The COM can be the time the decision is made. It was originally £0 £0 N Y Y N N N \ No spend requirement
Development used to add patients directly onto the [PWL, request | designed to be used outside of the normal data
follow-up appointments and notes can be recorded | capture areas e.g. Consultant’s office, although it
against the review. The COM can be customised to | became obvious that it could be easily integrated in
The role of robotics within care is increasing and
forecasting to expand on an exponential basis going
forward. Insight in to how C&V and NHS Wales « Robotics may soon become a service that our
Develop a programme | realises the benefits of these developments in the population expects and a means of improving
for maximising the | most cost effective manner is required. Given the | productivity so as to achieve sustainable care services Robotics group set up under planned
SuP Eeced effective deployment of | huge Al component of robotics, for which big data is |« Early involvement in robotics will ensure that C&V is © €© © £© €0 © €© © N future
Robotics the fuel, the requirement on informatics in taking | in a position to excel in teaching, realising innovation
this forward and realising these benefits is essential. and improvement in this area
Intended to be delivered via a federated all Wales
programme (HSIU)
Upgrading the current system will ensure patient . )
Replacement IT clinical | records & results held are safe and the system will e Cost around storage of data within
PF Funded and document integrate with the new LIMS system‘hemg deployed « Efficiency £100,000 £100,000 & o £30,000 £10,000 £10,000 £10,000 v M M v M N N HB data lake & how this will be
management system for | by the Genetic Laboratories. It will enable an — linked - only poart of project
clinical genetics electronic notes system which will increase thought through
efficiency and reduce costs
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Cardiff and Vale UHB - Digital SOP - Financial Risk Assessment for 18 months September 2017-March 2019
1: Highly likely to materialise with very limited chance to avoid, 2: Limited opportunity to avoid, 3:Choice for UHB, Accelerator - project commenced funding with accelerate, (N): National programme, (L) Local Programme
UHB's top .
Work- Financial risk 3 year Capital 3year revenue | Revenue costs - | Revenue costs- | Revenue costs- | National Cash Capital | Revenue | priorities for | "€
Deliverable Description Benefits year Cap! Capital costs -Yr1 | Capital costs -Vr2 | Capital costs Y3 > ¥ " RrOI? N the Curve Comments
stream assessment Total costs vr1 iz vr3 Mandate | Releasing? Secured? | Secured? | national Py
funding
CYPrS (Children and Young Persons Integrated 'z:t;:a‘ Ch';d Health SV“‘E""‘SS‘"E‘E P:“": 'ei‘"d' for
STP TBC Child Health - CYPRIS System) is the redevelopment project of the UEIEDENERFIIEEEELS OB LI 2 £0 £0 TBC awaiting National solution
" initiatives » Enabler to increasing Immunisation and
CCH2000 national child health system.
Vaccinations rates Reduce DNAS
= Flexibility
TS Ty Current national task force
Explore the opportunities of ‘cloud’ computing to + Automatie softs e examining pros and cons on use of
PF TBC Cloud Computing support more efficient and cost-effective digital D EIBE RIS £0 £0 £0 £0 £950,000 £100,000 £250,000 £600,000 N 2 Y % N N N B >
orvices + Capital-expenditure Free cloud - finance lead is Huw
« Increased collaboration Llewelyn
= Work from anvuhere

8.2
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AGENDA ITEM 9.a

SUMMARY RAG STATUS ON MAJOR IM&T PROJECTS — OCTOBER 2017

Interfacing:

PARIS record
shown in WCP (for
acute and G.P
view)

View of key Community info for
Acute and G.P arenas to
view/understand, leading to greater
understanding of the patients history,
plus allergies, plus involvements and
appointments across the uHB.

w/ Project and Readine | Impleme Description Local, Status / Next Steps
P current RAG Ss ntation National or
Re status Federated
f: % % (L,N,F)
Acute-Community | 60% 0% A suite of developments to deliver L This item has been supported by IGSC in July
Interfacing: both clinical practice improvements 2017. MHCS/PARIS resource has been limited
_ and efficiency improvements: since this time due to the loss of 5 out of 12 staff
Acute Discharge L . members. Initial investigation into the facility has
notifications to Acute/Community discharges: been positive.
Community (PMS . e
to PARIS) :Akm . t(? th,e 2016 - notification C.Jf Prioritisation against the PARIS and PMS
adm_|SS|ons , @ small development.|s development plans is needed for Autumn’'17
required to  make community deliver ahead of Winter pressures.
services aware of patient discharges
in acute, in order to assure
continuation of care in community.
Acute-Community | 25% 0% Acute/Community Data visible WCP: L&N NWIS have been engaged to allow the key events

in document format from PARIS to be sent to
Welsh Care Records Service (WCRS) via Welsh
Clinical Portal (WCP). Progress was due in
Spring/Summer 2017. However resource loss on
MHCS and re-prioritisation of resource to WCCIS
priorities  have currently  withdrawn key
management and development resource.

Prioritisation is necessary against PARIS and
PMS development plans for Q3 and Q4 2017/18.
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Comms

e-Clinical Letters

capability to transfer all types of
clinical information securely from
secondary to primary care via
WCCG.

WCIC has agreed that only
authorised clinical letters should be

Acute-Community | 10% 0% Tens of thousands of annual L&N An initial technical design group has met to
Interfacing: referrals are made to community consider. Phil Clee (Technical Design/Architect)
: services, a high proportion of these has suggested a mens by which PARIS DAL info
e-DAL (discharge via acute of GP. As it stands GPs would be accepted by PMS and issued off to GP’s
notification) issue are made aware of a relatively small and WCRS via the existent PMS DAL
from proportion of the mechanism/link.
‘outcomes/discharges’ of these
referrals. When they are, then they However resource loss on MHCS and re-
receive this information via paper or prioritisation of resource to WCCIS priorities have
other heritage media, that GPs want currently withdrawn key management and
to move away from to receive all development resource.
referral DAL's electronically. Prioritisation is necessary against PARIS and
PMS development plans for Q3 and Q4 2017/18.
Acute-Community | 50% 0% Delivers efficiency of service via L Resource loss on MHCS and re-prioritisation of
Interfacing: auto-creation of c6000 annual births resource to WCCIS priorities have currently
: - from Euroking to PARIS (currently a withdrawn key management and development
Birth notifications manual and error prone task). resource.
to Health visiting
and specialist €95% of births are deliverable via a
community relatively simple interface (excluding
services complex births, twin demise...)
1.7 | WCCG Phase 2 e- | 15% 0% WCCG Phase 2 will provide the F CAV UHB prioritised the requirement to provide

other types of e-Communication (in addition to e-
referrals and e-discharges) In the first instance
the transmission of e-clinical letters from
secondary to primary care.

A working group has been set up to undertake a
pilot in CAV. ABHB and ABMU evaluation reports
have been received and visits to 2 ABMU
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viewable in the Welsh Clinical Portal. practices carried out. NWIS are looking for an
) o ‘accepting health board’ to rollout this functionality
This project is the second phase of from April 2017 and have asked that CAV be that

the UHB’s ‘Go Paperless’ initiative.

health board since we have already put in place
(see WPRS update)

an electronic approval process for clinical letters
as part of the WCRS project.

Next Steps:

e Complete all development work required
to allow letters to be sent via WCCG to GP
practices, including creation of a ‘white
list’.

e Proof of Concept to be carried out with
DNA letters

e Confirm work to be carried out by NWIS
and timescales (assume resource
dependent)

e Engage with pilot GP practices and
secondary care pilot specialties.

e Prepare e-learning.

11 | Wales Laboratory | 50% 0% All Wales solution Trakcare Lab — UHB is working to towards a go live date for the
Information providing standardisation and ability Histology and Mortuary modules by the end of
Management to share information across all March 2018. Validation work ongoing and testing
System (WLIMS) — Health Boards. Replaces Telepath. expected to commence by December 9.1
outstanding Live with Biochemistry, Haematology '
modules. and Microbiology since 2014.

Blood Transfusion module not expected to be live

Cellular Pathology by end of financial year, therefore options to be

module worked through — this could require the extension
of the Telepath contract or involving other
Blood Transfusion suppliers.
module
Next Steps:
Page 3
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e Testing for Mortuary and Histology
modules
¢ Re plan go live dates for Mortuary and
Histology
e Consider options for Blood Transfusion
W/P Project and Readiness | Implemen Description Local, Status / Next Steps
Ref: current RAG progress tation National or
status progress Federated
(L, N, F)

1.1 | Migration to The UHB will move across to the N Modules of WCP are being rolled out across the
Welsh Clinical Welsh Clinical Portal (WCP), UHB — Medicines Transcribing and e-Discharge
Portal from from the Cardiff Clinical Portal (MTED), Welsh GP Record (WGPR), Welsh
Cardiff Clinical (CCP), over time. A Convergence Patient Referral Service (WPRS), Test
Portal Plan is required to ensure that Requesting and Results Reporting (TRRR).

the functionality required to Welsh Care Record Service (WCRS) and Welsh
support this move is developed in Results & Reports Service (WRRS).
the WCP.
CCP has functionality not currently available in
The WCP has functionality not WCP for which a convergence plan will be agreed
available in CCP, these modules with NWIS.
are being implemented across
the health board.
1.2 | Welsh Clinical 100% 75 The MTED module facilitates the F MTED is currently live on 75 in patient wards
Portal electronic production of an e- across the health board. Phase 1 is complete.
wards live discharge advice letter which Phase 2 has commenced — implementation in
Medicines ; : ; Day Case Units, Assessment Units and Mental
Transcribing and Phase 1 ;qzltljji((j:z:on IiSFiatlj'?]ts o dis(élrjlgfn(: Health Wards where this is appropriate.
e-Discharge complete : o 9 Functionality avai!a_ble will pe limited in Mental
(MTED) adV_'CE letter is sent securely to a Health Wards until integration between WCP and
patients GP via the Welsh Paris is complete. Phase 3 will follow this
Clinical Communications integration. The MTED Operational User Group
Gateway as the patient is has been set up.
discharged from the war.d.. MTED Next Steps:
supports the transcription of
patient medications throughout e Continue the NWIS requirement for CAV
UHB development of code to address the
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the patient’s stay. functionality for a discharge advice letter
to be created on demand (required for
areas such as MAU)

o User Acceptance Testing and Go live with
WCP V3.10 in February 2018 which will
include DAL Import from Theatre Systems
to MTeD functionality and a number of
MTeD RFCs.

e Assess Phase 2 areas for MTED suitability
and prepare for implementation.

e Assist in the integration preparation for
Phase 3 WCP to PARIS Interface.

e Continue to hold MeED awareness

sessions.

1.3 | Welsh GP 100% 100% WGPR (formally known as the N The WGPR is now available to clinicians treating
Patient Record Individual Health Record) is a both emergency and elective patients. NWIS has
(WGPR) summary of a patients’ GP record stated that WGPR can be made available to

which has been made available clinician teams involved in the direct care of the

to secondary care clinicians as patient. Each health board can agree who can

part of the WCP. Having access have access to the WGPR. In Cardiff and Vale

to the GP Record supports the WGPR is available to doctors, pharmacists and

use of the Medicines Transcribing pharmacy technicians.

and e-Discharge (MTED) module

of the Welsh Clinical Portal. The Next Steps: 9.1

GP Record includes patients’
current medication list. The
medication list can be accessed
by doctors and pharmacists and
eliminates the need to phone the
GP practice. The GP Record
includes other important clinical
details, including past medical
history.

Agree which clinical staff groups should have
access to WGPR. To be discussed at ISEC on
28" September.
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1.4 | Welsh Clinical 100% 45 WPRS supports online e-referral Phase 1: 45 specialties/sub specialties are now
Portal (WCP) specialties/ | prioritisation by clinicians and live, with 4 specialties outstanding. Phase 2 has
Welsh Patient e- sub clinical teams using the Welsh also commenced which sees specialties managed
Referral Service specialties C_I|n|cal Portal and clinical using the Diagnostics & Therapies module of
- WPRS live dlglpgue between secondary care PMS being included. MSK referrals prioritised b

clinicians and GPs and ] 9 _C uded. reterra S_ pr|or|.|St_e y
introduces the Welsh Admin physiotherapists was the Phase 2 pilot, this is
Portal (WAP) for use by health complete. Physiotherapy and Dietetics are now
records staff. live.
The WPRS team have managed a successful
‘Go Paperless’ project which counted down to the
UHB only accepting electronic GP referrals for
those specialties listed on the WCCG from 1%
January 2017. This project was a dependency for
the full rollout of WPRS. Compliance has been
excellent with very few referrals being sent back
to GP practices for re-submission on WCCG.
Next Steps:
e Go live support for Hand Therapy .
e Complete engagement and mapping work
with other D&T Specialties
e WCP/Paris Integration
1.5 | Welsh Clinical 100% 55 In The TRRR module of the WCP TRRR is now available for use on 55 in patient
Portal patient introduces electronic pathology wards.
wards live | test requesting functionality within
Test Requesting WCP. The WCP is integrated 1. Take up is varied across ward settings with
& Results with the national laboratory wards having a high turnover having more
Reporting Project Soutpatient Syi&ﬁimh_ TrakCare Lab (WLIMS) difficulty with the adoption of the system due
(TRRR) clinics live | . Which receives and processes to the increased time required to place a test
the electronic requests and electronically.
Welsh Results provides results and reports back 2. Where a consultant has made it mandatory for
Reports Service to the clinicians via the Welsh their staff to use TRRR the percentage of
Clinical Portal. tests made electronically is 75%. The ability to
(WRRS) bulk order and select test sets is well received
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on wards and approx. 80% of their tests are

electronic.
WRRS went live in Cardiff and 3. However the benefits are recognised,
Vale UHB in March 2017. particularly in the Pathology Lab where time

taken to input test requests into WLIMS is
greatly reduced. The time taken to process an
electronic request is 2:05 minutes and for a
paper request it is 3:45 minutes. This is a
difference of 1: 41 seconds.

An implementation board has been set up to

closely manage the rollout, including any financial
decisions associated with the bulk ordering of
tests and the procurement of the specimen bags
and labels required to support the
implementation.

The Welsh Results Reports Service (WRRS) is
also live in CAV. Clinicians are able to view
results for their patients for tests carried out in
other health boards. This initiative has been very
well received by our clinicians and those in other
health boards who can view CAV results.

Next steps:

e Review and monitor TRRR usage across
all live wards. 9.1

e Complete deployment to all in scope
inpatient wards.

e Start engagement with outpatient clinics

e Support Turning the Curve initiative - pilot
of TRRR in rheumatology clinic

Welsh Clinical WCRS is an extensive F 6.7million historical documents have been loaded
Portal (WCP) programme of work to provide into the WCRS repository and are now available
Welsh Care clinical documents in electronic to view in WCP. All new documents must be
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Record Service

format and make them available

signed off before being uploaded. The % of

Solution (NIIAS)

(WCRS) wherever a patient is treated in documents authorised and therefore uploaded
Wales, via the Welsh Clinical has continued to increase.
Portal.
o ) The UHB will be planning for the upload into WCP
The Wales Clinical Informatics of all document types that are currently held in the
Council has_ endorsed ; the Cardiff Clinical Portal. Timescales for the
recommendation to only display - ) ) )
clinically authorised documents in completion of this work are not available at
WCP i.e. draft documents will not present.
be available to view in WCP. The
exception to this will be NWIS are leading on the discussion with Welsh
documents generated from within Government re information governance issues
WCP e.g. draft discharge advice associated with sharing of documents across
letters,  provisional pathology health boards.
results.
Next Steps:
e Assess work required to update the WCP
repository and the WCP Document
Interface to allow additional document
types to be added to the WCRS.
e Welsh Medical Directors have now signed
a ‘Control Standard for Electronic Health
and Care Records’ which permits sharing
of these letters through WCP. Awaiting
NWIS configuration to WCRS to
implement sharing.
1.9 National 10% 10% NWIS initiated a project to The NIIAS tool has been procured and
Intelligent procure and implement a implemented by NWIS to audit confidentiality
Integrated Audit National Intelligent Integrated breaches. NWIS has reached agreement with

Audit Solution (NIIAS) which will
be linked to national clinical
systems and patient
administration systems.

GPC Wales on how to implement NIIAS
monitoring in Primary Care to enable deployment
of WCP on to GPs’ desktops.

Next Steps:
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e CAV’s IG Lead to consider potential use of
NIIAS to monitor WCP usage.

1.10 | Wales 100% 100% All Wales solution Trakcare Lab — TrakCare Lab is live in Microbiology and Blood
Laboratory providing standardisation and Science disciplines (since 2014).
Information ability to share information across ) ) ]
Management all Health Boards. Replaces Some ongoing challenges are being experienced:
System (WLIMS) Telepath. Standardisation groups need to approve changes
but do not meet often, lack of technical resource
Microbiology and from InterSystems means clinical
Blood Sciences fixes/changes/quality improvements take longer to
close off/complete.
Next Steps
e Continue with rollout of TRRR — which is
integrated with WLIMS saving time for lab
staff when booking in pathology test
requests.
e Request assurance from NWIS that recent
series of outages will not be repeated.
1.12 | My Health on 100% 100% MHOL is a web based application MHOL Phase 2 is part of the ‘Information for You’
Line (MHOL) that allows patients to book workstream.
appointments and order
Phase 1 Phase 2 functionality will include online

prescriptions  securely online
without telephoning their GP
practice. They can also update
their general details. MHOL will
have further functionality over
time. MHOL has been
successfully deployed in 100% of
practices across Wales with 80%

registration, mobile access and rebranding. In
line with a Welsh Government policy commitment
to provide online patient access to the medical
record, this functionality is now available but
rollout is subject to discussion between GPC
Wales and Welsh Government.
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actively offering MHOL services.

Information
System (WCCIS)

implemented across Health and
Social Care. Readiness
evaluation has commenced
between the Cardiff and Vale
UHB and both council partners.

WCCIS will be a region wide
Health and Social Care ‘core
care’ record solution to reduce
keying, improve care quality (via
more informed practitioners), and
decrease risks to both

1.13 | Choose 100% 9% The Choose Pharmacy Service is Choose Pharmacy pilots in Community Pharmacy
Pharmacy intended to free up GPs’ time by are continuing. There are several work streams
Improving making pharmacies the first port including the delivery of the MTED DAL to
Communications of call for common minor communlty. pharmaCISts._ Communlty pharm_austs

: . . . . carry out discharge medicines reviews, looking for
wnh Pharmacies condltlon_s. Patients chp_osm_g to variation between GP and secondary care
- Discharge seek advice from a participating medication lists. GPs are alerted to any
Medicines pharmacy will be asked to variances. Cardiff and Vale UHB has been part of
Review Project register with the Choose this pilot work.

Pharmacy service
Next Steps:
Pharmacies will be notified .

. . . e Emergency Medicine Supply — repeat
automatlcally when their pa’Flents prescriptions.  Community pharmacists
are discharged from a hospital are able to record dispensing of meds in
ward where the Welsh Clinical an emergency situation — for example if
Portal is being used to transcribe the patient is on holiday.
medicines. e Pharmacists will be able to record when

they have given flu vaccines.
e Confidential service for emergency
contraception.

1.14 | Welsh 35% 0% This is an All Wales initiative. The Engagement with NWIS/national team and the
Community Care WCCIS system will be supplier (CareWorks) is ongoing; VoG Councll

project underway, go-live 27" November 2017;
Cardiff Council business case development is
ongoing;

CaV functionality gap analysis against Paris is
complete; actions locally, regionally and nationally
to progress resolution of these gaps;

UHB Business Case went to the August BCAG
and is being resubmitted for October; questions
around capitalisation of posts are still outstanding
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patients/clients and staff.

CaV staff continue to be engaged
in numerous working groups
(Technical, Mobile Working,
Business Change) and
professional groups (Mental
Health, Nursing, Therapies etc..)
in the design of datasets
underlying WCCIS.

Bid against WG capital for in-year funding is still
outstanding, also relating to capitalisation of
posts.

Significant challenges around the national
programme and timescales for delivery of
requirements (integration, data standards) and
system management (data migration/archiving,
duplicate demographics, form development, local
authority working practices) remain; escalated to
National Implementation Board, and to ADIs;
balance of financial risk rests with Health Boards,
with local implementations reliant on national
deliverables.

Next steps:

e Business case sign-off
o Development of Deployment Order

1.15

Welsh
Emergency
Department
System(WEDS)

NWIS have procured a National

Emergency Department System

called Symphony on the basis of
a framework contract.

The supplier confirmed that
NWIS have procured the
following:

7 year contract +3 year ext.

e All Wales Licence

e All central Infrastructure to
support all HBs which
NWIS will host

The EU Workstation/Symphony Gap Analysis
work has identified that :

¢ Both EUWS and WEDS can both meet the
majority of requirements associated with
EU Management within the HB.

e Neither system specifically meets all
anticipated needs, not least because of
the continued evolving requirements of the
Department.

¢ Replacement of the existing EUWS with
WEDS would break significant and
substantial areas of functionality within the
overall Patient Care Pathways and

99 of 178

Page 11

9.1




Information, Technology and Governance Sub-Committee Meeting Governance and Assurance: Work Programme updates

e Some but limited Management system that is PMS and it's
programme and project associated modules (EUWS, CWS, Bed
management resource Management, Workflow, etc...).

e Symphony response to the NRS makes
Costs excluded are: clear that most of the functions identified
as supported by EDCIMS are only

e Annual support possible through system tailoring at the

e Local Infrastructure implementation site. This means that

¢ Interface charges many of the functions are only available

e Implementation charges through developmental effort within EU.

e Development charges e The small percentage of functions

e Internal system support required to enable EUWS to fully meet the

evolving needs of the ED can easily be
developed with the EUWS for less than
half the financial cost required to
implement WEDS. New functionality would
additionally take less staff resources and
be completed sooner than required
changes to WEDS.

Significantly - developments within EUWS
will be usable within the acute care
functions of PMS and hence benefit all
clinicians rather than being limited to the
ED arm of CAV.. 01

Significant issues have been experienced in
ABMU in implementing the product such that the
project is currently under review.

ePatient Flow Across all hospital services Procurement and implementation of a patient flow
Project providers in Wales there is a management system and electronic ward boards.
recognition that achieving more System is to be fed by clinical assessment and
effective patient pathways and physiological observations being recorded
Page 12
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patient flow through the care electronically at the bedside. Ideally the system
system is essential to the will include alerts and notifications to clinicians,
ongoing provision of safe and interoperability with other systems, support for
sustainable services and the PROMS & PREMS, provide data flows for
delivery of NHS Wales’s strategic analysis and support patient flow and real time
and operational objectives. All bed management.

Health Boards and Velindre Trust

are in agreement that a common, Next Steps:

live, intelligent electronic system WG have requested a ‘in house development’
for managing and monitoring option to be reviewed — Programme is now
patients in a “ward” environment, working with NWIS to include this option into the
be that a: hospital ward; an ED; a OBC.

virtual ward in the community; or

. . OBC will need approval from prior to submission
a care home bed is a requisite

. L to WG:
and effective enabler to delivering
this as part of a wider Support ‘In principle’ from each UHB
improvement programme. USC Group
. . . IPAD
This project seeks to establish a
common electronic patient flow NIMB
management (EPFM) system
across NHS Wales. Dates to be confirmed post programme board
meeting on the 4™ October 2017
E-Advice 90% 15% eAdvice is a mobile-friendly, web- L All GP practices are enabled to use e-Advice, with
based communication tool which access to the following services; 9.1
provides a simple mechanism
whereby primary care clinicians e Cardiology
can easily request advice from * Diabetes
secondary care consultants and : 'I?Esruarziiulz/llc;?jﬁlcine
receive a timely reply. « Gastroenterology
e Sexual Health (GUM)
e Medical Biochemistry
The project aims to help reduce e Urology
avoidable referrals into the ¢ Stop-A-Stroke
e Open Access Low Intensity Psychological
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hospital, thus reducing demand Interventions

on oversubscribed outpatient Since the end of July we have been running a
clinics and ensuring patients pilot with MEAU in Llandough, to replace their
have the most appropriate advice inefficient paper-based referral process with a
for their care. new system delivered through e-Advice. The new

system allows them to electronically refer for
outpatient appointments, into the CAV instance of
WPRS, where the referrals are processed
alongside all other electronic referrals received by
the health board.

Work has also started on development of two new
forms, to support a similar pilot with Optometrists.

Due, in part, to the success of the CAV
implementation of Stop-A-Stroke, we have
received expressions of interest from other health
boards with regards to sharing access to e-
Advice.

Next Steps:

Reviewing expressions of interest for a number of
additional use cases, including;

e Administrative communications to Primary
Care 9.1
¢ Notification of death
e Notification of critical, urgent and
unexpected significant radiological
findings
Pre-emptive development work to get e-Advice
ready for use outside of CAV;

Refresh internal data structures to provide
additional flexibility for handling new use cases;
3.13 | Development of | 100% Ongoing PARIS provides an Electronic L Ongoing expansion, delivering to expanded scope
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Mental Health &
Community
System (MHCS)
PARIS

Patient Record deployment for
Community Services and Mental
Health, is providing a solution for
clinical record sharing, clinical
risk management, care-planning,
case-note creation/storage,
reporting to Welsh Government,
UHB, Service, Teams and
individuals, and a mechanism to
service manage on the evidence
of shop floor, electronic clinical
data entry.

1.7 milion annual casenote
entries are now being made (12
million have been written to date),
2,500 daily users, and 1.2 million
assessments have been written,
from a library of ¢450
assessment types.

(Flying Start Council services, Integrated MH
services).

Work needs to be commissioned and delivered to
implement the clinically important interfacing
to/ffrom  Welsh  Clinical Portal, HERS2,
E3/Euroking interface and to gain use of MTeD.

Resource is being decanted, from the end of
2016, into the preparation activities for WCCIS

3.62

Medical Records
Digitisation
(DHR)

35%

35%

Digitising the records will improve
access to the acute health record
and speedup updates on clinical
information. This will support
clinicians in their decision making
for our patients, thereby
improving the quality of patient
care.

Whilst the core principles of the
DHR remain, an alternative
approach known as Clinical
Information Triage (CIT) is being
tested by acute specialties. The

CIT pilot phases commenced;

1. June 2017 - Prof Yousef,
Cardiology, feedback to date has
been very positive.

2. July 2017 - Specialist nurse led
clinic, review meeting scheduled
September 2017.

¢ Digitising non electronic glaucoma referrals to
support independent ophthalmic software
continues and will be reviewed alongside CIT.

e Paediatrics - CIT process mapping exercise to
be undertaken for nephrology, gastro service
are on hold due to staffing.

e CIT review to be undertaken to include the
voice of the clinician.

e Adult gastro clinics — process mapped,
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CIT record provides clinically required clinical information identified, clinic to
prioritised information at the point be tested. . .
of care in an outpatient setting. e DHR Rheumatology review in progress,

trialling CIT approach for non DHR clinics to
support  full implementation across the
specialty and reduce waste in replicating a full
digitised historical record.

e EU cards — on average 600 episodes of care
are digitised Monday to Friday, these are
accessible through the C&V portal, COM and
to GP practises.

2.3 | Auto booking 100% Fully The Fully Automated Booking L The FAB DNA rates fluctuations around 5%,
Development Implement | process for New Case patients uptake rates per specialty ranging between 10%-
(FAB) ed 100% (FAB) supported by the provision 79% and DNA Avoidance from FAB cancellations
of automated follow up call due to no response, released 10% of additional
reminders is fully implemented. new case capacity.

The FAB system has

demonstrated a reduction in DNA FAB Performance Indicators
rates and increased clinic

utilisation FAB Total FAB
' Uptake | DNA DNA DNA

Stage 2 of development that will Rate | Rate | Rate | Avoidance

allow directorates to manage APR 17 cea% | 10.7% 5 7% 0.1

their outpatient capacity directly e R R e 9.1

and provide a  simulation MAY 17 54.7% |  11% | 4.7% 9.1%

modelling tool for forecasting

future capacity/demand that can JUN 17 54.7% | 11.1% | 5.6% 11.1%

be used to inform the clinic

booking rules. JuL 17 52.7% | 11% 5% 11.2%
AUG 17 48.4% | 11.1% 5.5% 9.7%
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e ENT Text Pilot Review has taken place,
measuring a 13 weeks period. Whilst there
has been an increase in successful contact
rates the DNA rates has reduced by 3% on
average compared to the same period in
2016.

e Automated options being considered for
managing inaccurate responses that require
manual intervention, full roll out is dependent
on this element of the process.

DNA Rates ENT

e Urology Text Reminder pilot commenced on
25/7/17 as a Turning the Curve initiative, FAB
uptake rates have been increased for key
clinics, further increases planned.

e The PMS/FAB developments to convert
manual booked appointments into the FAB
identify FAB patients with a pending RTT 91
breach date is dependent on the D&T FAB )
release.

All recent developments will be rolled out as part
of the D&T version of FAB. Further changes may
be required to the Manual Booking functionality to
support booking by Pathway. Further discussions
required.
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3.5

COMS / Follow
up Development

100%

Customisa
tion
Developm
ent 100%

New
Developm
ents 75%

Recent request impacting on
PMS, COM and Generic letters.
Aim is to provide functionality to
streamline outcome management
within clinics including automatic
discharge and  follow up
management. This will impact
letters and PMS.

As a result of the Paeds Call System
implementation, further development work has
been requested for the following:

Electronic Growth Chart Not started/not
progressed

Nursing List Not Started/not progressed

3 new self check in kiosks have been installed in
main outpatient corridor at UHW — required
configuration information from Med Records
Completed

Physio CMAT Service to start using COM when
service goes live in June 17 - Completed in Barry.
A kiosks will be installed in Star Leisure Centre to
support the process.

Development work to imbed Portal Lite link into
COM is underway. Completed.

2.6

Ward Clinical
Workstation
Development
(WCWS)

WCWS is a central application
and launch pad for inpatient
clinical and business
management. It provides for real
time clinical management of
inpatients and their data. It allows
for all standard administration
such as admission, discharge
and transfer but additionally
maintains  significant  clinical
functionality including for
example clinical notes,
maintenance and management of
reports, handover, letter

Use and compliance button of the WCW is still in
use — supporting the live bed system.

A WCW and EU governance and development
group was re launched in May and will meet on a
quarterly basis.

Critical Care view development is complete and
now released. Final enhancements ready for
release.
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production on discharge, Theory
of Constraints, Acuity Measures,
etc.

3.8

Emergency Unit
Work Station
Development
(EUWS)

95%

90%

Provides a real time view on
patients to the Emergency Unit
as well as Medical and Surgical
Assessment Units. It enables the
capture and real time monitoring
of activity with EU — including
those elements associated with
Breach Avoidance and
Management.

NEW Developments (Released)

System given functionality to record observations
and NEWS score for patient.

Clinical Management Plans functionality extended
to also cater for Child Sexual Exploitation, Sickle
Cell Anaemia & Domestic Violence (Released)

Several new clinical flags added including
Monitoring, Specialing, Priority Patients, Sepsis,
Cognitive Impairment, Emergency Laparotomy
(Released)

Administrative flags added to highlight patients
inappropriate for area and for mislabelled lab
samples. (Released)

Diabetic flag added to system. (Released)

Modification to LOS required to fire RED bed
request flag (down to 6hrs from 12hrs).
(Released)

Changes made to system to accommodate new
Medical Ambulatory Emergency Care Unit and its
Triage. (Released)

NEW Developments (Ready for release)

Modifying system to be able to electronically
record ED Clinical Standards, reporting to be
handled from BIS.
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You

programme of works to influence
national works in delivering a

3.65, | Mobile Working 100% A successful bid to the Welsh The Hardware has been upgraded to support the
3.66 Government was made to migration of the users onto “Good Works”.
support the rollout of BYOD ) o
100% technologies. We replaced the The UHB cont_lnues to rollout Web Appll(_:anons
cameras and dermatascopes to that will be viewed by GOOD users with the
enable the increase use of Tele- appropriate access rights. We now have more
dermatology to all practices. than 900 users and itis increasing weekly
The Health Charity has supported the funding to
increase the number access points with free Wi-Fi
from 600 to more than 2000 and the increase of
the Internet link to 700Mb. This will have a major
benefit on the continued developed of our Digital
Transformation programme.
Community 100% 100% 927 netbook devices are now ‘in This initiative now also includes the rollout of ¢80
Services — use’ by 1028 UHB staff. This netbook mobile devices to the uHB maternity
Mobile Working makes Cardiff and Vale the dept. (100%)
gg;vport n :\j:)gbe”set d\?vp())lr()k3i/rr:;en;cnof \(/Zvoar;;r:ur(]g The uHB wish to provide greater usability and
some distance), and one of the value from the deployed netbooks by enabling
largest deployments in the UK. WiFi access from secure providers,... this
requires a physical change to the devices, which
This is enabling access to will be done when the uHBs ‘Life After Citrix’
PARIS, e-mail, Clinical portal, solution has been identified (as this will also need
ESR, Expenses, Bluespear, a physical change to each netbook. This new
Results  Reporting,  Internet, solution is delayed and awaited from I.T Technical
Intranet, amongst other Services.
facilities..... and has
revolutionised the delivery of
clinical services in community
care.
3.11 | Information for 30% 20% Information for You is a new In order to start a programme of works and

kickstart Information for You funding will need to
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patient portal, and changing the
culture of care delivery in CaV to
‘TECs first’ (Technology enabled
care (and information).

The cross-organisation potential
for telehealth indicates a
spectrum of benefits for patients
including reduced admissions
and readmissions for those with
long term conditions, and an
increased capability and
understanding in self-managing
their conditions. Respectively, the
UHB will also benefit from
reduced demand on emergency
care, shorter hospital stays, and
improved identification of
negative trends in patient health
enabling early interventions.

be sourced.

Welsh Government TECS strategy delayed from
April 2017 until late 2017. Recommendation from
Welsh Government is for a national TECS board
chaired by Public Health Wales to be created
which is responsible for the strategy. A national
programme office for TECS is also expected to be
created based on an ETTF bid submitted by
Aneurin Bevan.

Task Group created by Welsh Government
involving Hywel Dda, Powys, Betsi and CaV
(Simon Barry) to scale up nationally the remote
monitoring of COPD patients.

Phase two of My Health Online development to
begin rollout in February. Cym Taff are leading on
the pilot. Access to the GP record, a mobile app,
ability to update demographic details and non-
urgent messaging.

The MSK Knee Rehab Project Website is now
operational from the £75k funding from the Health
Foundation to move the experimental The
implementation of PROMs into T&O to support
Knee and Hip, is now operational. We have
recently submitted a further application to the
Health Foundation to support MSK in General
Practice.

We continue to work with GOOD in leveraging
their product to support the delivery of both
Clinical and Business Application.

3.70

Sustainable

100%

Ongoing

An ongoing project to deliver a

A comprehensive infrastructure assessment was
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Infrastructure safe and sustainable IT undertaken and a risk based prioritised
Project infrastructure investment assessment plan agreed.
All agreed procurement and implementation
processes have been completed for the first two
years of the Programme (14/15 and 15/16) with
no slippage on any projects.
Subsequently £3.6m was secured in 16/17 with
infrastructure currently being rolled out.

3.93 | Welsh Audit 100% 95% A project is underway aimed at Significant progress on all actions within IT control
Office Back up & addressing 14 recommendations has been made. Significant capital investment is
Recovery project of a WAO review into hosting facilitating further progress. Further work required

backup and recovery. on Clinical Service Boards business continuity
and risk management plans.

3.85 | Upgrade to 100% 90% The UHB are currently updating The three additional staff commenced
Windows 7 its Desktop PCs with either a employment with UHB the end of August 2017.
Project replacement PC or upgrading the We have a rollout-plan to replace / install a

operating system. minimum of 75 PCs per week.

3.86 | Medic-Bleep 100% 20% A pilot rollout of the solution has been completed

The UHB undertook a 30 Day
Challenge with four suppliers to
procure a “safe and secure”
messaging solution, designed to
provide Healthcare Professionals
with a modern day
communications tool to support
quick and easy decision making.

If 1 asked this question 8 years
ago the answer would have been
“simply” provide them with email
and a mobile phone.

with Medical Staff in the Surgery Clinical Board

At the SCIMaT Business Meeting in September
2017, it was agreed that a review of other similar
technologies would be undertaken and a risk
assessment completed against each.
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However today we use
“whatsapp, Facebook etc” in our
everyday life. Therefore it is
essential we “keep-up” with
modern communication tools to
drive through changes in how we
deliver a 21 Century Healthcare
Service.
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INFORMATION GOVERNANCE INTEGRATED REPORT

Name of Meeting : Information Technology and Governance Sub Committee
Date of Meeting: 4 October 2017

Executive Lead : Director of Public Health

Author : Corporate Governance Senior Information and Communication Manager

Caring for People, Keeping People Well : This report underpins the Health Board’s
“Sustainability” and “Values” elements of the Health Board’s Strategy.

Financial impact : There are significant potential financial implications in relation to
this work. The Information Commissioner has powers to fine organisations that are in
breach of the law and through their acts or omissions materially harm or damage
individual. The levels of fine can reach half a million or more and the ICO now has
the right to undertake mandatory audits on NHS organisations. This does not exclude
the ability for individuals to take legal action against the organisation in respect or
harm or damage both as a result of physical or psychological harm or reputational
harm.

Quality, Safety, Patient Experience impact : The content of this report impacts
significantly on the quality, safety and experience of our patients and their families. It
also has the potential to impact adversely on the reputational standing of Cardiff and
Vale University Health Board and the confidence our community has in us if we are
not honest with patients and families when things go wrong or fail in our opportunity
to learn and put things right. The management of data and personal information is
fundamental to providing a quality service and exemplary patient experience.

Health and Care Standard Number 3.4 & 3.5

CRAF Reference Number 8

Equality and Health Impact Assessment Completed: There are no equality and
diversity implications; equality and diversity is a standard being self- assessed as part
of this process.

ASSURANCE AND RECOMMENDATION

ASSURANCE is provided by:
¢ Reports detailing compliance against legislative requirements.

The Information Governance Sub Committee is asked to:

e RECEIVE and NOTE the Data Protection Act - Serious Incident Summary and
Report.

¢ RECEIVE and NOTE the Freedom of Information Act updated position report

¢ NOTE the Reports on Breakglass, IHR, PARIS, Subject Access Activity and other
items of interest.

;___/

CARING FOR PEOPLE QN GIG | Buras techya pivsgol
-2 .
KEEPING PEOPLE WELL 37 NHS | Gritmavae
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SITUATION

This report provides information on the following areas of Information
Governance within Cardiff and Vale University Health Board (the UHB).
e Data Protection Act - Serious Incident Summary and Report

Incident Report for Paris/BreakGlass/IHR

Freedom of Information Act - Activity and Compliance

Data Protection Act (DPA) - Subject access requests (SAR)
Other items of Interest

Each individual report contains specific details relevant to the subject area,
and includes updated information since the previous report to the Information
Governance Sub Committee (IGSC) on how the UHB has complied with the
obligations of each piece of legislation that satisfy the information governance
requirements.

BACKGROUND

Cardiff and Vale University Health Board (the UHB) is required to ensure that
it complies with all the legislative requirements placed upon it. In respect of
Information Governance the relevant legislation which largely impacts on this
work are the Data Protection Act 1998 (DPA) and the Freedom of Information
Act 2000 (Fol).

Quarterly reports are produced for the Information Governance Sub
Committee (IGSC) to receive assurance that the UHB continues to monitor
and action breaches of the Data Protection Act (DPA) and that Freedom of
Information Act requests and DPA subject access requests (SAR) are actively
processed within the legislative time frame that applies and that any areas
causing concern or issues are identified and addressed.

ASSESSMENT

1. Data Protection Act — Serious Incident Report (full report attached
as appendix 1)
The reporting period covers January 2017 to 26 September 2017. During this
period it was identified there were:
e atotal of 987 incidents requiring review by the IG department,
e of these 666 were not IG incidents and were closed immediately
e 321 were identified as IG incidents.

Of the 321 IG incidents identified:
e 73 did not have confidentiality breaches
e 75 did have confidentiality breached identified

The system currently indicates a figure of 173 incidents that are outstanding
awaiting review. It has been identified that due to a system change this figure

is hugely overestimated and the majority of these incidents have been l

CARING FOR PEOPLE QN GIG | Buras techya pivsgol
-2 .
KEEPING PEOPLE WELL 37 NHS | Gritmavae

113 of 178



Information, Technology and Governance Sub-Committee Meeting Governance and Assurance: Work Programme updates

reviewed and closed but not categorised correctly therefore remaining as
outstanding.

Work has been completed over a recent two week period to work through
outstanding incidents which resulted in closing a significant number of
incidents that were not IG related. It is planned to complete further work to
correct these incorrectly categorised incidents and clear any outstanding
incidents awaiting review. There is also now a robust process in place within
the department to ensure that there is no backlog of incidents awaiting review.

Following the Medical Directors review of clinical information it had been
decided there may be one incident that may require reporting to the ICO
following further investigation of the incident.

2. Break glass
A verbal update will be provided in the meeting. Data is not available for Paris
and IHR at the time of reporting.

Work is progressing to monitor all incidents at all levels using e-Datix incident
reporting system.

3. Freedom of Information Act
Total requests July and August 2017 9.3
The report for the above period indicated a total of 105 requests received.
Of these requests a total of

e 105 exceeded the 20 day timelimit
16 were responded to within the 20 day time limit
1 request was withdrawn by the requestor
5 requests are still within the due date for compliance with the 20 day
limit. It is anticipated that these will all meet the required deadline.

The 20 day compliance rate has deteriorated and at the second month of the
second quarter is at 15%. It is anticipated that this will reach a compliance of
20% by end of the quarter (compared to a last quarter performance of 51%).
The deterioration is due to staff performance and subsequent actions which
have required a temporary reduction in capacity. This is currently being
worked through with a plan to restore capacity by the end of October ,
including a recovery trajectory .

4. Subject Access Requests Processed
4.1 Health Records requests July and August 2017

Information will be provided verbally at the meeting

4.2 Non Health Records

There were a total of three subject access request submitted for non-health
records July 2017 and August 2017. One is awaiting payment the others are
still within the 40 day compliance period.

CARING FOR PEOPLE QN GIG | Buras techya pivsgol
-2 .
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5. Other items of interest to the IGSC

5.1 Data Protection Bill Published

Please find below a link to the Data Protection Bill:
https://publications.parliament.uk/pa/bills/Ibill/2017-
2019/0066/Ibill 2017-20190066 _en_1.htm

Also a link to the DCMS announcement and impact assessment.

https://www.gov.uk/government/collections/data-protection-bill-
2017

The Bill is only just starting its progress through Parliament and therefore the
content will be under debate / subject to change until it receives Royal Assent.

5.2 ICO Review of IG Training Survey for Staff

The ICO are reviewing progress made with |G training since 2015, when it
was originally assessed. An online survey for all staff will be running for 6
weeks from 11 September 2017. This will be added to the Intranet and
included in the newsletter every week until the survey concludes.

The survey is available on the following link: 9.3
https://wh.snapsurveys.com/s.asp?k=150452037639 '
until 20 October 2017 at 23:59pm.

;_d
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DIRECTORS REPORT ON IT
Name of Meeting : IT&G Sub Committee Date of Meeting 4" October 2017

Executive Lead : Executive Director Therapies and Health Science

Author : Assistant Director Information Technology

Caring for People, Keeping People Well : This report underpins the Health Board’s
“Sustainability” and “Values” elements of the Health Board’s Strategy.
Financial impact :

Quality, Safety, Patient Experience impact :
Health and Care Standard Number 3 & 4.2

CRAF Reference Number 6.8

Equality and Health Impact Assessment Completed: Not Applicable

ASSURANCE AND RECOMMENDATION

ASSURANCE is provided by:

e To receive a verbal update from the Executive Director Therapies and Health
Science on specific IT project: PACs and LIMS updates

The Committee is asked to:

e NOTE the update

SITUATION

To provide a verbal update to the IT&G Sub Committee on specific projects :
e PACS
[}

BACKGROUND

e The update covers the period since the last IM&T sub committee.

ASSESSMENT AND ASSURANCE
PACs Update

e The UHB signed the PACS deployment order prior to September NIMB.
Radiology and IT are now working with Fuji to plan the implementation

date in 2018. _

CARING FOR PEOPLE d&p GIG | Burds ety ol
KEEPING PEOPLE WELL Y7 NHS | costandvote
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REPORT TITLE: BLOOD BANK AND CELLULAR PATHOLOGY LABORATORY
INFORMATION MANAGEMENT SYSTEMS

Name of Meeting : IT&G Sub Committee Date of Meeting: 4th October 2017
Executive Lead : Director of Therapies Health Science and IT

Author : CDA&T Clinical Board Quality and Safety lead/ Deputy Director of Therapies and
Health Science

Caring for People, Keeping People Well. The loss of blood bank due to a failure of the
existing TPATH LIMS will cease activity requiring the elective or emergency use of blood or
blood products within 72 hours and would create a national blood supply crisis for the Welsh
Blood Service. It will also introduce additional risks into the Cellular Pathology and Mortuary
service.

Financial impact: TBD.

Quality, Safety, Patient Experience impact: Blood Bank and Cellular Pathology services
are essential to the effective running of the many healthcare systems. There are significant
regulatory risks linked to the management of post mortem human tissue in the mortuary.
Health and Care Standard Number. Standard 2.8 Blood Management, Standard 2.9
Medical Devices, Equipment and Diagnostic Systems, Standard 3.1 Safe and Clinically
Effective Care

CRAF Reference Number. 1.2,5.1,5.1.2,5.1.4, 6.8, 6.9.1

Equality and Health Impact Assessment Completed: N/A

RECOMMENDATION:
The committee is asked to
¢ NOTE that the Management Executive received a comprehensive paper on the
current issues, risks and the business continuity options on 2 October
¢ NOTE this item will be discussed at the Medical Directors meeting on 6 October

SITUATION

DXC currently provides hardware and software support to the version of Telepath
(TPATH) used by NHS Wales as part of a national contract managed by NWIS.

DXC have served notice that the TPATH contract will expire at the end of this term
(i.e. the end of March 2018) unless we refresh both the hardware and the software
and provide them with formal notification of such by December 2017. The cost of this
option will be in the region of £350 -500K, will compete for local and national WLIMS
resources and will take nine months to implement.

The planned replacement for Telepath is the Intersystems (ISC) TrakCare module
(WLIMS) provided through NWIS. However, there have been significant delays to the
delivery of Blood Transfusion module of WLIMS and timescales for implementation
have continued to slip significantly. On the 18™ September 2017 at the UHB’s local
Blood Transfusion WLIMS Implementation Board, NWIS advised that the Blood
Transfusion Module will not go live on WLIMS before the 1% April 2018.Additionally,
there has been slippage against delivery of the Cellular Pathology modules as a
consequence of the HTA inspection and these will also not be implemented before
April 2018.

BACKGROUND

Failure of the TPATH System is recognised as a critical risk to the organisation.
Without TPATH, the Blood Transfusion Laboratory is only able to provide blood for
72 hours at which point the UHB would need to cease all activity requiring the
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elective or emergency use of blood or blood products and would create a national
blood supply crisis for the Welsh Blood Service. Additionally, there would be
regulatory, accreditation, reputational and financial risks from the loss of the Telepath
system across the service.

The support contract for TPATH is currently provided from DXC on a ‘best
endeavours’ basis. DXC have served notice that the TPATH contract will expire at
the end of March 2018 unless we refresh both the hardware and the software and
provide them with formal notification by December 2017. The withdrawal of this
service at the end of March 2018 will leave the UHB in a very vulnerable position.
Running TPATH unsupported would not be compliant with MHRA standards and
therefore likely to impact upon the UHB’s regulatory position.

This issue was discussed at the UHB’s local Blood Transfusion and Cellular
Pathology implementation board on 3™ July 2017. It was agreed that the best option
to address the withdrawal of DXC support to TPATH was to ‘go live’ with the Blood
Transfusion module of WLIMS prior to the 1% April 2018. Therefore all local
readiness, testing and validation work was fast tracked where resources allowed.
The local implementation board made a commitment that activities within its gift to
resolve would not contribute to a failure to deliver a WLIMS Blood Transfusion
module ready to safely and successfully go live in February / March 2018. Work was
also commenced in parallel to develop short term local business continuity options in
the event of national project slippage.

This work was commissioned as it was recognised that there are a number of critical
dependencies that are not within Cardiff and Vale UHB’s gift to resolve. These
include the migration of legacy data and functionality of the Welsh Clinical Portal
(WCP). There is also a planned MHRA assessment of the national testing and
validation process. It is not clear what format this will take or how long the process
will last. It would be very unusual for the MHRA not to identify issues to correct. This
activity on its own could prevent all Health Boards deploying the WLIMS Blood
Transfusion module in a timely manner or even render WLIMS uncreditable without
significant investment of resources.

Additionally, WLIMS has experienced unacceptable levels of unplanned downtime
and many other performance and safety issues since it went live. These are currently
under investigation by NWIS under their ‘major incident’ process. Confidence in
NWIS’s ability to safely deploy and support the residual pathology modules remains
low across Wales.

At the UHB'’s local Blood Transfusion and Cellular Pathology implementation board
meeting on 18" September 2017 NWIS advised that the earliest predicted go-live for
BTL WLIMS would be early summer 2018. Therefore, Cardiff and Vale will not be in
the live WLIMS environment when the support for TPATH ends. Senior NWIS
Pathology colleagues were unable to provide assurance that WLIMS stability and
performance would be to an acceptable standard to support a critical clinical service.
As a result of these discussions it was agreed that this issue should be escalated to
NHS Wales’ Medical Directors who are accountable for the management of blood
products.

It was anticipated that Cellular Pathology and Mortuary would go live in September
2017. However, at the recent HTA inspection the advice received was that the new
system must be fully validated before going live. Additionally, work relating to
traceability must be completed before changing systems. Go Live in Cellular
Pathology and Mortuary has therefore been delayed beyond April 2018.

2
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ASSESSMENT

The delayed delivery of WLIMS for Blood Transfusion and Cellular Pathology affects
Health Boards across Wales. There is a critical risk in that these vital services will be
running on aged infrastructure without a support contract in place. This will not meet
MHRA standards. A robust business continuity option is therefore essential.

Whilst it is recognised that an All Wales upgrade solution to this issue for the Health
Boards currently running on TPATH (C&VUHB, CT UHB, HD UHB, BC UHB) would
be the best outcome both financially (if funded centrally) and politically. It would
however signal the end of WLIMS as a viable option for all pathology disciplines,
without this decision being taken unilaterally by C&V UHB. However a local business
continuity plan will continue to be worked up within the Clinical Board in parallel with
the national planning.

Whilst it is accepted that the national position may be clearer when the project has
completed it user acceptance testing (UAT) on the 15" October, it is anticipated with
the lead time for delivery of either a national or a local business continuity plan that
decision will need to be taken during November, or December if the migration to an
updated version of TPATH is the preferred option.

9.4
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IM&T CAPITAL REVIEW

Executive Lead : Executive Director of Therapies and Health Science
Author : Assistant Director of IT

Caring for People, Keeping People Well :  This report underpins the
Health Board’s “Sustainability” and “Values” elements of the Health
Board’s Strategy.

Financial impact : £3,628,000 16/17 and £500,000 17/18

Quality, Safety, Patient Experience impact

Health and Care Standard Number ... 3.4and 4.2 CRAF Reference
Number 6.8
Equality Impact Assessment Completed: Not Applicable

REQUIREMENT: The IM&T Sub Committee is asked to:

e NOTE the successful delivery of the 2014/15 and 2015/16 “Keeping the
lights on” IT Capital Programme

e SUPPORT the ongoing requirement to invest in IT Infrastructure in line with
the “Keeping the Lights on” programme.

e NOTE the successful allocation of £550K from discretionary capital and
£1,150,000 from WG ICT capital to support this programme during 2016/17.

e NOTE Further capital slippage allocations of £100K internal slippage and
£1,828,000 Welsh Government Slippage bringing the total 16/17 IT Capital
Allocation to £3,628,000

e NOTE the allocation of £500K from discretionary capital in relation to the
programme for 2017/18 and the “Risk based” allocation of this funding in
line with the 2017/18 circa £2m requirement.

e CONSIDER additional requirements in line with 10 year risk adjusted IT
Infrastructure plans

SITUATION

The UHB has an enormous IT infrastructure to support the services it provides. This has
now grown to in excess of 9,000 access devices, hundreds of application servers and
thousands of items of network equipment. Historically, there has been insufficient
capital availability to appropriately address the replacement of this equipment when it
becomes “end of life”. This backlog has resulted in increased risk to the UHB in terms of
interruption of services.
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BACKGROUND

The UHB has now decided to act to address risks faced as a result of this historic lack of
investment in this area. A risk adjusted assessment of IT infrastructure replacement
requirements was undertaken and following previous approval by the IM&T Programme
Board significant steps have been made in terms of capital allocation for the first three
years of the “Keeping the Lights on Programme” . The first three years allocation was
intended as the first steps in a long term infrastructure upgrading programme.

ASSESSMENT

The successful commencement of this programme has delivered significant
improvement in robustness and resilience of UHB IT Infrastructure.

The list of projects and procurements in line with this “Keeping the Lights on” Capital
Programme is shown below:

Virtual Server Infrastructure
Cardiology Systems Upgrades

SQL Server Software Upgrades
Switchboard Server Replacements
WiFi Upgrade

Backup Infrastructure

Server Storage Infrastructure

Network Core and Outer Tier Upgrade
Data Centre Environmentals Upgrades
PARIS System Upgrade

Appendix 1 (attached) provides an assessment of all the IM&T Capital allocations for
2014/2015 and 2015/16. It also shows the planned spend against actual spend broken
down across all areas of the programme. The assessment outlines how far the capital
spend allocations have taken us in delivering the requirements of the “Keeping the
Lights” on programme and assesses how far we have come in taking forward the
requirement to deliver year 3 of the programme 2016/17.

It also outlines how the year 3 (2016/17) allocation was made up. It commenced with a
successful 2016/17 allocation of £1,700,000 capital to the programme. This is made up
of £550K from Discretionary Capital and a successful bid to Welsh Government for
£1,150,000 of ICT Capital. The WG criteria include:

Infrastructure Sustainability
Mobility

Network/Wifi expansion
Cyber Security

This programme was then further supplemented by UHB slippage (£100K) and WG
slippage (£1,828,000) bringing the total programme to £3,628,000.

The procurement programme in relation to the ICT Capital plan outlined in appendix one

was completed by the end of the financial year. The implementation of this infrastructure
is ongoing in line with plans.
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In relation to 2017/18 to date there has been an allocation from the Discretionary Capital
Programme of only £500K. This is in relation to the circa £2m requirement identified in
the agreed “Keeping the lights on” plan. As a result, this allocation is being ring fenced
against data centre environmental issues, Servers, Storage and network infrastructure
and will only be committed on a risk based assessment in the second half of the financial
year. In addition the UHB continues to engage with WG and other potential sources of
funding to supplement this programme where possible. To this end the UHB has been
successful in gaining the largest allocation (£448K) of WG Capital allocation for 17/18
although this is mainly for acceleration of National programmes rather than “Keeping the

Lights on”.
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APPENDIX ONE

KEEPING THE LIGHTS ON CAPITAL RAG STATUS REVIEW £K

TWO 14/15 TO RAG STATUS YEAR THREE YEAR THREE
ITEM 15/16 AFTER YEAR 2 2016/17 2016/17
SPEND/ CURRENT
IMPLEMENTATION CONFIRMED RAG STATUS
REQUIREMENT  |PROGRAMME REQUIREMENT  [ALLOCATION |YEAR 3 COMMENTS
Additional Requirements
VM SERVERS 940 880|AMBER 210 357 identified
Additional Storage and
Network Requirements
STORAGE AND BACK UP 725 201 identified
Alternative Supplier used
and a mixof layer 2
devices deployed to
achieve reduction in
NETWORKS 250 2052 782 costs and mitigate risk
SQL 250 Complete
CARDIOLOGY 895 Complete
Highest priority kit
SWITCHBOARD 100 70{AMBER 80 47|AMBER replaced
DATA CENTRE Highest priority kit
ENVIRONMENTALS 80 40|AMBER 90 16 replaced
Additional and
replacement Wifi to
enhance infrstructure
WiFR 80 and support systems
PARIS INFRASTRUCTURE 450 Complete
Highest usage devices
replaced, remaining
requirements part of
COMMUNITY MOBILE 250 120 218 80|AMBER WCCIS Business Case
Additional PCs to
address XP replacement
PC REPLACEMENT 166 548 482 more quickly
Various infrastructure
IM&T AND TURNING THE CURVE aimed at supporting TTC
PROJECT INFRASTRUCTURE 247 and WCP
TOTALS 4186 4448 3333 3628|AMBER
Cardiff and Vale University IT&G Sub Committee
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October 2017

Internal Audit Plan 2017/18
April 2017 NHS Wales Shared Services Partnership Audit and Assurance Services

AGENDA ITEM 11.a
Cardiff and Vale University Health Board Audit Assurance Review Plan

Planned output Audit Ref | Corporate | Outline Scope Indicative | Executive Lead | Outline
Risk Audit timing
Register days
Information Governance and Security
IT Strategy 6.8 Strategic MTED 15 days Director of Q2
deployment Therapies
Virtulisation Review the security and 15 days Director of Q3
resilience of the updated Therapies
virtualised environment.
IT Strategy Welsh Patient Referral TBC Director of TBC
Services (WPRS) Therapies
IT Help Desk or Departmental WCP Deployment 15 days Director of Q3/4
IT System including Helpdesk or Therapies
Welsh Patient Referral
System
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Audit Assurance Review Plan

Contents
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Maternity Audit Report June 2015

Risk & Recommendation Priority Management Response Responsible Previously Current
Officer agreed actions Status

R2. Password reset This function needs to go through System Still awaiting Discussion

A standard set of rules and Euroking for a system madification. We Administrator development from | underway with

questions should be put in place have no control over any upgrade dates. EuroKing other HBs to

and completed before a password This will need to go through a major Head of support the

reset is granted to ensure development with them so will take time Operational development

appropriateness and require approval from Euroking. Delivery and split the
costs for E3
development
due to financial
position.

R3. Single point of failure Plans will be developed to share the System Not practical to Discussions

A second administrator or support
officer should be in place to ensure

learning and skills within our existing
staffing. This finding will be escalated to

Administrator

share All Skills.
7.5 hrs

still underway
due to

service delivery in the event of the Clinical Board to enable further longer | Head of Temporally given | resource
system administrator not being term solutions to be explored. Operational but requires a restraints
able to carry out normal duties. Delivery minimum of 18.75

R4. Duplicate Identification This has recently started involving PMS, System First meeting was | Requirements

Numbers

The potential for an automated new
born registration interface from E3
to PMS should be explored and
discussions with IT about the
possibilities carried out.

Medical Records, Clinical staff and the
system administrator. Phil Clee has
approved this.

Administrator

03/06/2015
Further
discussion Nov.
16 — costs in
excess of 2K
Medical Records
and PMS to agree
the work so the
final quote from
the supplier. This
will then be
presented to the

presented to
the Board and
rejected.
Passed
through
endowments
and
successful.
Requirements
now with E3 to
implement with
PMS team.
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October 2017

Risk & Recommendation Priority Management Response Responsible Previously Current
Officer agreed actions Status
board. Awaiting time

scale from
supplier E3.

R5. Missing/incorrect LOW We are awaiting the interface of System Unable to Dependant on

demographics recommendation 4 to be completed Administrator progress until R4 being

Explore the potential of a 2 way before this recommendation can be point 4 complete

interface with PMS so that actioned. completed-costs

demographics can be updated in excess of 10K

immediately through E3.
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Theatreman Audit March 2015

Data entry controls should be
established to ensure data has the
correct format and is contextually
accurate.

Constraints should be added at the
database level.

issues within the whole system. Some
initial testing is in the process of being
undertaken and this will identify the
volume of changes to the system that may
be required. Trisoft will be contacted to
seek their advice and support to this task.
In terms of patient specific test results the
directorate will investigate what is in
theatreman and what is actually used with
a view to disabling these functionalities.

Theatre IT team

Clinical
Director/Lead
Nurse

Risk & Recommendation Priority Management Response Responsible Previously Current
Officer agreed actions Status

R2. Inaccurate data held in The Directorate accepts that testing is Applications Testing Oct 17

system required to locate fields with data controls | Support Manager completed and This

sent to Trisoft —
currently sat with
development.

Feb 2017 Data
controls
addressed by
Trisoft, upgrade
on hold until
CEPOD
Whiteboard
Project is
complete.

requirement is
connected to
our upcoming
TheatreMan
upgrade. The
upgrade is
planned to be
delivered to us
in December,
however, it has
been brought
to the services
attention
recently that
we require a
new
server/updated
software.
Therefore, the
delivery date
may be pushed
into next year
depending on
the date of the
server change.
The service is
working with
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Governance and Assurance: Audits

up a user group to seek input from
users on the system, its use,
problems and future development.

arranging an inaugural meeting where
terms of reference, composition of the
group and frequency of future meetings
can be agreed. It is envisaged this should
commence within the next 3 months.

Manager
Lead Nurse

Applications
Support Manager

confirmed — Jan
2017.

Risk & Recommendation Priority Management Response Responsible Previously Current
Officer agreed actions Status
both IT and the
supplier to
establish costs
and timescales
R6. Loss of processing/data LOW The Directorate has already accepted the | Directorate BCP reviewed, for | Testing
The BCP should be reviewed and Business Continuity Plan (BCP) should be | Manager discussion and completed on
the renewed plan tested. reviewed and is currently in the process of agreement at 14/9/17 action
updating the BCP documentation prior to | Clinical Director Directorate now complete .
circulation/communication to the Business meeting
Directorate Management and Clinical Lead Nurse 18.11.16 and
Leaders/Theatre teams. Directorate Policy
It is then proposed to undertake testing of | Applications forum 24.11.16.
the renewed plan where the TheatreMan Manager Date of test to be
server will be switched off and the confirmed.
disaster recovery plan invoked. Theatre IT Team
Clinical Leaders
Services
R10. The UHB is not maximising | LOW The Directorate has already Clinical Director Date for inaugural | Complete —
the benefits from the system acknowledged there is a need to set up a user group User Group to
Theatres should consider setting user group and is in the process of Directorate meeting to be meet Oct 2017

All Other actions have now been completed May 2017
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Telecoms Follow-up Audit March 2016

Risk & Recommendation Priority Management Response Responsible Previously Current
Officer agreed actions Status
1. A formal business continuity Technical Disaster Recovery Plan Head of IT Technical IT actions
document for telecoms should be completed and included in IT Disaster Disaster Complete
developed Recovery Plan. Recovery Plan
Operational Business Continuity Plan completed
gr;cri\(lei::ggnstructlon by Head of Operation Head O.f EPO 'to Ba Stratggic
: Operational appointed and planning team
Services commence work have
on action plan by | developed a
March 2016 — template for
EPO actually clinical boards
appointed to develop
September 2016 Business
continuity
plans. The
Chief
Operating
officer has
required
Clinical board
teams to
update their
BC plans using
the template
and complete
by 31 Dec 17.
Invite EPO to
next mtg to
seek
assurance on
progress.
7
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Audit Assurance Review Plan

Risk & Recommendation Priority Management Response Responsible Previously Current
Officer agreed actions Status

All other actions are now complete May 2017
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Digital Health Record January 2016

Risk & Recommendation Priority Management Response Responsible Previously Current
Officer agreed actions Status

R1. Breach of data HIGH All users of the DHR will have signed an Sion O’Keefe Deadline of 30" COMPLETE

protection/Caldicott due to IT User Security form as part of access April 2016 to have

inappropriate access to requirements to the Clinical Portal. As completed the A report tool

information such users of the DHR should be aware PIA and to have has been

Access restrictions should be of their responsibility in only accessing a an agreed developed and

developed to the DHR. patient's clinical record within the development plan | is operational

At a minimum the system should professional capacity of their UHB role linked to the that enables

log access to records. and within the specific need at that time. former identification of
The EDRM used does have who has
comprehensive audit functionality and will accessed the
log users and usage. Reports have been DHR by a
developed and are in testing in order to hospital
more readily monitor and share access number or by
information as part of the channels of the users
information security management and Clinical Portal
administration. In terms of access password.

restrictions, a mirroring of the active
directory associated with Clinical Portal
could be replicated for the EDRM.
However, currently only break-glass
functionality exists for results. To attempt
a similar process for an entire acute
record would require a clinical review of
access requirements at an organisational
level. Should this be undertaken and
permissions agreed, a comprehensive
mechanism in which to set-up and
manage this at individual and group level
will be required. The DHR Programme
will look to feed in accordingly.
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Capital Audit Assessment 2015

Risk & Recommendation Priority Management Response Responsible Previously Current
Officer agreed actions Status

All other actions are now complete May 2017

10
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WAO Diagnostic Review of ICT Capacity and Resources

Risk & Recommendation Priority Management Response Responsible Previously Current
Officer agreed actions | Status

All Actions are now Complete May 2017

11
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WAO combined follow up of Data Quality, Caldicott, Business Continuity Planning and
ICT “Backup and Recovery” Audits

Note: IOAs — Information Asset owners
IAAs — Information Asset Administrators
PPP — People, Planning and Performance Committee
IGSC - Information Governance Sub-Committee
C-PiP — Caldicott in Practice Assessment Tool

Risk & Recommendation Priority Management Response Responsible Previously Current
Officer agreed actions | Status

WAO Section: Data Quality
WAO Section: Caldicott Governance Arrangements
WAO Section: Disaster Recover/Business Continuity

12
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Audit Assurance Review Plan

Risk & Recommendation Priority Management Response Responsible Previously Current
Officer agreed actions | Status

13
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Risk & Recommendation Priority Management Response Responsible Previously Current
Officer agreed actions | Status
DR plans —clinical | Target to appoint | Strategic

systems - Director
of Planning (co-
ordination)/

EPO and
commence work
on action plan by

planning team
have
developed a

R2 The HB undertook a two year programme
Test all ICT disaster recovery plans of investment in infrastructure (Servers, server

for the systems and infrastructure Storage and Networks) in order to replace | infrastructure —
regularly to ensure they operate as aged equipment and address some of the | Head of IT

Relevant DMs March 2016 template for
(implementation Business clinical boards
Continuity to develop
planning is Business
subject to the continuity
appointment of an | plans. The
EPO - Chief
Operating
EPO appointed officer has
Sept 2017 required
Clinical board
teams to
update their
BC plans
using the
template and
complete by
31 Dec 17.
Invite EPO to
next mtg to
seek
assurance on
progress.
Upgrading of virtual | Investment The UHB has
programme been
ongoing — target undertaking an
for completion extensive

14
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Risk & Recommendation Priority Management Response Responsible Previously Current
Officer agreed actions | Status
intended gaps in existing infrastructure. This March 2017 programme of
Supplementary R2 financial investment period completed in Server
Identify any material/key clinical March 2017. Completion date infrastructure
systems that have not been tested moved to upgrades
for disaster recovery and test them Much of this funding became available at December 2017 facilitated by
appropriately the end of that financial year and the HB due to WG and
is currently undertaking a program of implementation Discretionary
implementation and replacement that will requirements and | Capital in line
stretch beyond September 2017. will be dependent | with the
on staff resources | agreed
The Health Board continues to —both IT and keeping the
successfully carry out restores of subsets Service lights on
of all system files at least a 100 times per Department.. strategy.
year. This ongoing level of Data Recent year
Restoration can provide the UHB end capital
assurance on the processes in place. has enabled
the UHB to
The ability to provide more significant address
levels of restore testing will be subject to requirements
completing the implementation of in relation to
purchased Hardware, Software Licensing additional
restrictions and staff resources. Once this storage and
begins it will be carried out on a risk network
assessed basis due to the stated resource requirements
restrictions. in order to
commence
Directorates should undertake tests of the targeted test
Business Continuity and DR Plans once and restore
they are established in line with R1. capability by
December
2017.
15
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Risk & Recommendation Priority Management Response Responsible Previously Current
Officer agreed actions | Status
Testing -Corporate | Data Restoration | Annual report
ICT systems - Head | is ongoing submitted

of IT March 2016 —
Annual report due | Complete

to be submitted

March 2016

Testing — Clinical
systems - Director

Appoint EPO and | Strategic
commence work planning team

of Planning on action plan by | have
(coordination)/ March 2016 developed a
Relevant template for
Directorate EPO Appointed clinical boards
Managers) Sept 2016 to develop
Investment Business
programme continuity
ongoing — target for plans. The
completion March Chief
2016 Operating
officer has
required
Clinical board
teams to
update their
BC plans
using the

template and

16
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Risk & Recommendation Priority Management Response Responsible Previously Current
Officer agreed actions | Status
complete by
31 Dec 17.
Invite EPO to
next mtg to
seek
assurance on
progress.
R3 The corporate template BC plan has been | Clinical systems - Appoint EPO and | As Above
Develop a corporate template BC completed but not implemented. The co- Director of Planning | commence work
plan to promote quality and ordination process for development and (coordination of on action plan by
consistency for BC plans implementation of BC and DR plans will implementation) March 2016
be taken forward by the Head of
Emergency Planning as agreed in the
response to R1 above.
R4 Agreed - see R1 Director of Planning | Appoint EPO and | As Above
Develop business continuity plans (coordination)/Rele | commence work
for key clinical depts and ensure vant DMs on action plan by
these exist for all other clinical/non- (implementation) March 2016
clinical depts Supplementary R4 | Supplementary
Supplementary R4 Directorate R4
Formally document business Manager — Surgical | Appoint EPO and
continuity plans relating to Health Support (Health commence work
Edge, Theatreman and Maternity Edge/ Theatreman) | on action plan by
Systems Interim Directorate | March 2016
Head of Operations
and Delivery
(Maternity)
R5 Agreed - see R1 Clinical systems Appoint EPO and | As Above
Introduce arrangements to Director of Planning | commence work
consider cross department and site (coordination)/Rele | on action plan by
level BC issues. vant DMs March 2016

17
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Risk & Recommendation Priority Management Response Responsible Previously Current
Officer agreed actions | Status
(implementation)
R6 Agreed - see R1 Clinical systems - Appoint EPO and | As Above
Test BC plans regularly to ensure Director of Planning | commence work
they operate as intended and (coordination) on action plan by
adequately support continued /Relevant DMs March 2016
clinical service provision within and (implementation)
across depts
R7 Agreed - see R1. Impact of failure in the Clinical systems - Appoint EPO and | As Above
Identify from testing of the BC event of downtime lasting a range of Director of Planning | commence work
plans and manual procedures the periods is documented in individual IM & (coordination)/Rele | on action plan by
effect on quality, cost and T hosting and backup HBAs. The vant DMs March 2016
timeliness of clinical service feasibility of using manual systems is (implementation)
provision of utilising manual usually considered in this process.
processes to inform future However, more comprehensive narrative
continuity planning needed in BC plans.
R8 Agreed - see R1 Clinical systems Appoint EPO and | As Above
Reinforce BC governance Director of Planning | commence work
arrangements by communication (coordination)/Rele | on action plan by
and training for relevant managers, vant DMs March 2016
clinicians and other staff (implementation)
R9 Agreed — links in to R1 Clinical systems — Appoint EPO and | As Above
Establish formal arrangements to In relation to Risk, the arrangements for BC Plans — Director | commence work
review BC plans and risk reviewing risk assessments are clearly of Planning on action plan by
assessments to ensure they are identified within the Risk Assessment and | (Coordination) March 2016
comprehensive, consistent and Risk Register Procedure. The Procedure | Risk Assessments
appropriate for business need also clearly states the responsibilities — Board Secretary
completing risk assessments, identifying
the required actions and escalating risks
where required. All high and extreme
risks should be incorporated within the
appropriate risk register and if appropriate
escalated to the Corporate Risk and

18
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Risk & Recommendation

Priority

Management Response

Responsible
Officer

Previously
agreed actions

Current
Status

Assurance Framework. Each Clinical
Board and Corporate Directorate is
responsible for ensuring that they have
taken or identified the appropriate action
in response to the risk.

19

142 of 178




Information, Technology and Governance Sub-Committee Meeting

Cardiff and Vale University Health Board

Audit Assurance Review Plan

Governance and Assurance: Audits

October 2017

Risk & Recommendation Priority Management Response Responsible Previously Current
Officer agreed actions | Status
DR plans — Appoint EPO and | Strategic

Executive Director
of Planning (co-
ordination)/
Relevant DMs
(implementation)

commence work
on action plan by
March 2016

EPO Appointed
Sept 2016

planning team
have
developed a
template for
clinical boards
to develop
Business
continuity
plans. The
Chief
Operating
officer has
required
Clinical board
teams to
update their
BC plans
using the
template and
complete by
31 Dec 17.

R10 The HB undertook a two year programme | Executive Director
Periodically test the backups by of investment in infrastructure (Servers, of Therapies &
using them to restore a working Storage and Networks) in order to replace | Health

copy of the system. This can be on aged equipment and address some of the | Science/Relevant

a cyclical basis and prioritised gaps in existing infrastructure. This DMs
according to the level of risk financial investment period completed in
associated with each system. March 2017.

Much of this funding became available at

Investment
programme
ongoing — target
for completion
March 2017

Completion date
moved to
December 2017

The UHB has
been
undertaking an
extensive
programme of
Server
infrastructure
upgrades
facilitated by

20
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is currently undertaking a program of
implementation and replacement that will
stretch beyond September 2017.

The Health Board continues to
successfully carry out restores of subsets
of all system files at least a 100 times per
year. This ongoing level of Data
Restoration can provide the UHB
assurance on the processes in place.

The ability to provide more significant
levels of restore testing will be subject to
completing the implementation of
purchased Hardware, Software Licensing
restrictions and staff resources. Once this
begins it will be carried out on a risk
assessed basis due to the stated resource
restrictions.

Directorates should undertake tests of the
Business Continuity and DR Plans once
they are established in line with R1.

implementation
requirements and
will be dependent
on staff resources
— both IT and
Service
Department..

Risk & Recommendation Priority Management Response Responsible Previously Current
Officer agreed actions | Status
the end of that financial year and the HB due to WG and

Discretionary
Capital in line
with the
agreed
keeping the
lights on
strategy.
Recent year
end capital
has enabled
the UHB to
address
requirements
in relation to
additional
storage and
network
requirements
in order to
commence
targeted test
restore
capability by
December
2017.

21
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Bluespier IT System Audit 2016/17

Risk & Recommendation Priority Management Response Responsible Previo | Current Status
Officer usly
agree
d
action
s
R1 Introductory meeting took place in March Deputy Directorate Complete
The system is not fully used. The with the new account manager for the Manager
system allows for the collection of company. Discussions now underway
operation notes and clinical regarding expanding use of the system
information (as per the business further, to allow the department to get the
case). This information can then be most from the system.

extracted as operation notes or in
the form on business information
reports that can be generated.
However this information isn’t
always entered and the UHB
cannot therefore get full information
out.

The system should be fully used
with all users entering clinical

information

R3 Directorate to address this in line with Assistant Due to | Due to complete 31%
Testing identified a number of recommendations above. Directorate compl | October 2017
weaknesses over user access: Manager ete

- There is no minimum password 31*

length, no complexity requirement Octob

and no forced change of password. er

- Generic accounts are in use, with 2017

2 having access to create / amend

data and 1 being a super user 11.1
22
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Risk & Recommendation Priority Management Response Responsible Previo | Current Status
Officer usly
agree
d
action
S

- 4 users do not have a nadex user
name and therefore do not use
active directory for login.

- There is no formal process to
identify leavers. As a result 1 super
user has moved to a new
department and is still active and 1
user has moved to another
organisation and is still active.
Minimum password controls
should be enacted in line with
the IT Security Policy.

The use of generic accounts
should cease.

A process for identifying when
staff leave the UHB and for
deactivating the user accounts
should be established.

R4 Directorate to discuss with supplier and Assistant Due to | Due to complete 31
Although backups are taken and healthboard I.T. department. Directorate compl | October 2017
reports provided to the admin team Manager ete

from IT, these have not been 31*

tested by a restore. In addition due Octob

to the change of staff in the office er

the new system admin is not fully 2017

aware of the files to be backed up,
or have copies of previous backup
reports for comparison.

The backups should be 11.1
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Risk & Recommendation Priority Management Response Responsible Previo | Current Status
Officer usly
agree
d
action
S

periodically tested by restore.
The log files should be checked
to ensure all expected items are
included and that the file sizes
are consistent.

R5 To be reviewed as part of the All Wales Directorate Curren | Complete
There is no business continuity strategy around national system Manager tly

procedure in place for the implementation. under

Bluespier system. way.

A formal continuity procedure
should be developed

R6 To be reviewed and recommendations Assistant End Complete
There is no departmental user taken on board. Directorate May
group at which UHB staff can Manager 2017

discuss the use of the system and
potential improvements. In addition
the super users are unaware of any
national user groups.

A departmental user group
should be established.

A UHB representative should
seek to attend any national user

group.
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October 2017

Specialist Services Patientcare IT System Audit 2016/17

Risk & Recommendation Priority Management Response Responsible Previously Current
Officer agreed actions Status

R2 High . . L . Andrea Richards End of June 2017 | Work in

Inappropriate access to system / The Directorate will seek clarification with Progress

data.

The system provider should
ensure that the database is kept
up to date and maintained
appropriately.

IT and the Service provider on who is
responsible  for the upkeep and

maintenance of the system.

The Directorate will put a contract/SLA in
place accordingly

R3

Inaccurate data held in system.
Data input controls should be
enacted with ranges, limits,
formats and mandatory fields
considered.

A user group will be set up to discuss how
to implement the changes required
around the enablement of limits on certain
fields and mandatory fields

Andrea Richards in
conjunction with the
Service Provider

Group to be set

up by end of June
2017 and work to

be completed by
July 2017

Organisation of
a working
group has
been delayed
for several
reasons
relating to
availability of
staff etc. A
meeting will be
pulled together
by the end of
October 2017
to take forward
the outstanding
issues
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Risk & Recommendation Priority Management Response Responsible Previously Current
Officer agreed actions Status

fc?ss of processing / data. The directorate  will ' investigate_ the Andrea Richards July 2017 @Jg.rr?;?s
A formal business continuity process ford (?_evelopmg a bulsmefss continuity Plan
and disaster recovery procedure fr?;tI!’naL:iI(%tacnare (ljsaa;:l‘;)earsgecovery pian for has been
should be developed. drafted which
Detailed system documentation The directorate suggest that this needs to be
should be provided or held in separated into application issues and discussed with
escrow as part of this process. server issues IT.

The directorate will work through the .

requirements and develop a disaster WO”.( IS

recovery plan detailing the actions needed required on

to manage in the event of loss of regards to

database. escrow

The directorate to link with IT and the

Service Provider to develop this plan via

the user group.

It should be noted that if there was a loss

of the data held within the database there

would be no effect to patient care as all

clinical information is held on Clinical

Portal and in patient notes.

The Directorate will investigate how to

take forward ensuring a detailed system

documentation is held in escrow
R5 . I . . Andrea Richards June 2017 Discussions
Although backups are taken, there Neurosciences will liaise with the Cardiff & are underway
has been no test of these to ensure Vale UHB IT Department, to produce a with the IT

their integrity.
The backups should be tested
on a periodic basis.

scheduling plan for undertaking backups
and the testing of these backups are
within  CAV approved policies and

Department to
put the system
onto the
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Risk & Recommendation

Priority

Management Response

Responsible
Officer

Previously
agreed actions

Current
Status

procedures.

This process will be linked with the
development of the business continuity
and disaster recovery plan

VEEAMing
server this
could provide
the best
backup and
testing
scenario. This
would allow us
to test the
veracity of the
backups
robustly. Plan
to move over
to the new
backup system
by end of
December
2017.

R6

The UHB is not maximising the
benefits from the system.

The exact ownership of the
system should be clarified and
payments made to Eldrix
reassessed to ensure that the
UHB has not paid for software it
owns.

Should ownership be either
wholly or partly by the UHB, the
UHB should seek payment from
Eldrix relating to income from
sale of the system elsewhere.

High

For clarity, (accepting that payments have
been made) no payments have been
made to Eldrix from Neurology revenue.
Payments for the epilepsy database and
ongoing maintenance were agreed
through the contract arrangements and
have been funded through the Epilepsy
research Pl account.

The Directorate will work with Eldrix to put
in place a contractual arrangement for the
MS data base.

The directorate have had no involvement
in the Parkinson’s database as this a

Andrea Richards

June 2017

Meeting
arranged with
Mr peter Welsh
to discuss the
IP issues (26"
September
2017)
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Inaccurate data held in system.
The interface between PMS and
Patientcare should be 2 way to
allow for updating of patient
demographic information.

The User group will be tasked to take
forward the development of a 2 way
interface.

Directorate to invite a member of the
Health Board IT Department to support
the User group

IT Response:

Maintenance of the patient record lies with
Medical Records (also known as Health
Records). Allowing tertiary systems to
update the patient demographic record
would be at their behest and not at the
behest of other departments. They would
need to satisfy themselves that the
procedures and processes in place are fit
for purpose. Importantly, the PMS index
must be regarded as sacrosanct and any
requirement to update via tertiary systems
must be confirmed as ‘Gold Standard’
before it could be allowed.

It is also the case that the need to update
the patient demographics is almost
certainly not appropriate in this instance
and hence a two way interface would not
be required. It is the IT Department’s

Risk & Recommendation Priority Management Response Responsible Previously Current
Officer agreed actions Status
service that sits within the Clinical
Gerontology Directorate
The directorate to seek advice from Peter
Welsh in regards to Intellectual Property
R8 Andrea Richards July 2017 WIP
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Risk & Recommendation

Priority

Management Response

Responsible
Officer

Previously
agreed actions

Current
Status

understanding that all patient events are
managed administratively through the
‘PMS System’ and it is only the clinical
data that enters the ‘Patientcare System’.
As such attendances, etc.., are being
recorded on PMS directly and can be
updated within the PMS system as part of
that attendance process.

Nevertheless, in the event that a tertiary
system is ratified as both Gold Standard
and appropriate to directly update
demographics then the IT Department will
make relevant functions available to the
Supplier of that system.
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Cyber Security Update
Name of Meeting : IT&G Sub Committee Date of Meeting 4" October 2017

Executive Lead : Executive Director Therapies and Health Science

Author : Assistant Director Information Technology

Caring for People, Keeping People Well : This report underpins the Health Board’s
“Sustainability” and “Values” elements of the Health Board’s Strategy.
Financial impact : TBC

Quality, Safety, Patient Experience impact :
Health and Care Standard Number 3 & 4.2

CRAF Reference Number 6.8

Equality and Health Impact Assessment Completed: Not Applicable

ASSURANCE AND RECOMMENDATION
ASSURANCE i

e The committee is asked to note the ongoing process of Cyber Security review
being undertaken at a national and local level.

e The committee is also asked to note the potential requirement for National
and local investment to support cyber security enhancements.

SITUATION

This report is intended to provide a verbal update to the IT&G Sub Committee
on Cyber Security

Cyber Security, as all will be aware, is becoming an increasing risk to service
continuity and resilience in all organisations.

BACKGROUND

The UHB recognised these potential threats and developed a business case
to enhance cyber security management as part of the 16/17 IMTP process.

Although this business case was recognised as one of the highest priority
funding requirements for the Health board, to date, it has been unsuccessful
in achieving additional investment. Additional work has been requested to

support the case. -

CARING FOR PEOPLE d&p GIG | Burds ety ol
KEEPING PEOPLE WELL Y7 NHS | costandvote
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ASSESSMENT AND ASSURANCE

Subsequently the ‘Wannacry’ virus illustrated the potential threat to all
organisations and specifically Health in that it caused major disruption in
dozens of mainly English hospitals resulting in them having to suspend many
services and engage in many activities to resolve the crisis.

All NHS organisations in Wales collaborated to prevent the spread of this
infection into Welsh health systems.

NHS Wales and Cardiff in particular were successful in protecting the UHB
from the worst effects of this outbreak through a concerted effort over a
prolonged period including out of hours.

In the light of the above it had been proposed that there be an internal audit in
relation to cyber security however discussions at a national level have led to
agreement that there should be a national review of cyber security.

This review is intended to lead to a set of standard recommendations across
Wales to support all organisations in enhancing cyber security.

To this end in collaboration with other UHBs an allocation of £150k to
undertake this independent review has been secured with a view to securing
a further £1.5m from WG capital to deliver the recommendations. (The draft
review remit is attached for information)

All UHBs have also, in support of this process, undertaken a cyber security
self assessment review the findings of which have been collated by NWIS to
aid the review process.

It is intended that the outcome of this national review and capital allocation
process will be reported to a future IT&G sub committee and that this will
further support the case for an enhanced business case for cyber security to
be submitted to the BCAG.

;___/
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The provision of external security assessment for NHS Wales

Introduction

Following on from recent global cyber security issue which affected both
public and private sector organisations including the NHS, the Associate
Directors of Informatics from the various NHS Wales organisations have
requested an external review of their readiness to deal with a cyber-security
attack against one of more NHS Wales organisations.

This document sets some background information and the initial requirements
relating to the engagement.

Background Information

Welsh Cyber Assurance Process
A Welsh Cyber Assurance Process (WCAP) has been developed by NWIS in
order to assure both NHS Wales organisations and authorised 3™ Parties who
connect to the NHS Wales network and assist organisations identify areas for
improvement for inclusion within local security improvement plans; The WCAP
is based upon published international standards and recognised best practice.
A follow up scope of work has been defined to further enhance the security
posture across NHS Wales.
While a number of the components below have already been identified,
reported on and a resultant security improvement plans made available
through the local organisation’s WCAP submission further work will be
necessary to ensure all resultant work is prioritised and resourced to ensure
the level of assurance in both attained and maintained.
Importantly an NHS Wales national Cyber Security status report would
support the adoption of National Systems and Services and provide
assurances of the depth and consistence of controls enacted to WG, WAO,
NHS England and others.
Any assurance will need to clearly articulate the requirements within the
scope of work below but in summary
e [|nitial Gap analysis
e Security Improvement Plan & Timescales
e Resource & Cost allocation required in order to deliver planned improvements
o LHB local reporting (both initial and ongoing using a consistent reporting
format)
e National & Local (enterprise) reporting for NHS Wales (initial and ongoing
using a consistent reporting format)
LHB Review of the security improvement plan on a quarterly basis
¢ National and local (enterprise) reporting on a 24month basis to include local
organisations re-submission of the WCAP.

NHS Wales Networking and Active Directory

NHS Wales organisations all connect to a single Layer 3 (routed) network
provided as an MPLS VPN on the Welsh Public Sector Broadband
Aggregation Network (PSBA). Many sites have firewalls to segment

themselves from the PSBA network, but little or no NATing is done. There are ‘
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over 1000 sites connecting to this network (in this NHS Wales VPN), including
hospitals, clinics, GP practices, data centres, etc.

The NHS Wales network connects to the N3 network in England and the IP
addresses used in Wales is a subet of that in use on N3. There are two
firewalled connections between NHS Wales PSBA and N3.

NHS Wales uses a single Microsoft Active Directory (CYMRU.nhs.uk) for all
user and computer accounts. Some legacy domains exist for server
resources, and various ‘domain trusts’ are in place between CYMRU and
these legacy domains.

As such, whilst some network segmentation is in place between sites on the
network, all organisations share a significant amount of common infrastructure
resources such as the CYMRU domain, a single Microsoft Exchange
Organisation, a single Skype/Lync infrastructure and so on. Therefore, to
some extent, the overall security of the network is considered to only be as
strong as the weakest link in that chain. WAST?

Scope of Work:

¢ Identification of key weaknesses, risks posed and options for mitigating them,
for people, processes and technology (incorporating impact, level of risk pre
& post mitigation and likely costs for each option). This is for the local
organisation and the network/community more generally.
o ldentify, analyse and evaluate security risks.
=  Working with the LHBs and NHS Wales more generally to help
them develop a realistic view and understanding of the cyber
security risks that affect their organisations and the wider
network/community as a whole.
= Communicating risk assessment outcomes to LHBs in ways
that support effective security and inform decision making.

o Generate proposed Security Improvement Plans along with recommended
timescales and prioritised areas for investment
o These should incorporate the development and documentation of risk

management improvement plans that are appropriate for the LHBs
individual environments and take into account local resources and
importantly what they are trying to achieve in regard to both improving
security while supporting the delivery and enhancement of patient
related services.

¢ Provide advice and guidance on the establishment of an information security
management system (ISMS), where one doesn’t exist.

o Undertake the creation of on-going scheduled review process to
support the mitigation of security risks and provide associated
management reports.

= The provision of organisational specific advice to develop a
mature Information Security Management System

= The provision of advice and guidance to help LHBs develop
approaches that ensure the continuous management of
identified risks which evolve to cope with changes in, for
example the business, threat and technology landscape within

their ISMS _
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¢ Provide advice and guidance for further compliance necessary to support
connections to third party networks, such as PSN Connection
o Provide LHBs with a route to expand this work to attain a relevant
externally assured level of compliance against current and future
legislation such as GDPR, NIS Directive and international standard
EN/ 1SO27001:2013; as well as other models such as PSN and N3
compliance.

e Undertake review and provide recommendations relating to strategies and
processes for Vulnerability Testing, Penetration Testing, Remediation & Re-
testing.

o Provide a comprehensive common strategy and plan for the additional
assurance that such testing can provide, and how this can be
undertaken to common national standards.

e Undertake review of governance related to cyber security from a local
organisation and NHS Wales perspective
o Incorporating, Corporate Governance, Audit Committees, Risk
management, Board awareness of cyber risk, existing ISMS systems,
ISO27001, Cyber Essentials, ITIL, etc.

¢ Undertake review and make recommendations for improvements to existing
operational policies and processes relating to Cyber Security, including.
o IT /Information Security

o Optimal Hardware/software

o Encryption

o Maintaining Exisiting Services and End of Life Management

o Backup and restore

o Anti-Virus / Malware

o Password and identity authentication

o Patching policy (Microsoft and others, including firmware)

o Public-Facing web access to NHS Wales

o Mobile Devices — both networked and stand-alone

o Network topology, including links the wider NHS and third party
network

o Content inspection / filtering for web browsing — specifically focussing

on risk of infection/breach.

o Content inspection / filtering for emails — specifically focussing on risk
of infection/breach.

o Authentication processes — password policies, etc.

o Wireless (WiFi) access

e Review existing approaches for the management of Medical Devices, Internet
of Things, and other Health 2.0 implications
o Provide a methodology to manage such devices to an agreed
framework to maintain the necessary security

¢ Provide recommendations for minimum and costed All-Wales standards
relating to Cyber Security, including, but not limited to:
o Anti-Virus / Malware
o Password and identity authentication, including password policies.
= Toinclude access to NHS resources from non-NHS networks
o Security updates / patching (Microsoft and othersi i
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o Content inspection / filtering for web browsing — specifically focussing
on risk of infection/breach.
o Minimum staff and skills matrix
o Content inspection / filtering for email — specifically focussing on risk
of infection/breach.
o Security configuration for PCs and servers, for access from the NHS
network and from access from 3 party networks or the internet.
o Wireless (WiFi) access
This should include recommendations about which functions/features
should be configured/controlled locally and which should be
configured/controlled nationally.

o Undertake review of numbers and capabilities of the existing staff working in
the area of cyber security within each organisation. Benchmark against
recommendations around appropriate staff quantities and skills levels
(including certifications where necessary) to maintain a formal organisation
Cyber Security certification such as EN/ 1SO27001:2013 or Cyber Essentials
Plus.

e Undertake reviews of existing processes and materials for user education
relating to Cyber Security. Provide recommendation on methods to improve
as necessary.

e Undertake reviews of the processes and systems for responding to Cyber
Security Incidents from a local organisation and NHS Wales perspective

¢ Provide advice and guidance on developing an education/development
programme to get more technical expertise into the Cyber Security Field?

Organisations within scope

Aneurin Bevan University Health Board

Betsi Cadwaladr University Health Board

Cardiff and Vale University Health Board

Cwm Taf University Health Board

Abertawe Bro Morgannwg University Health Board
Hywel Dda University Health Board

Powys Teaching Health Board

Public Health Wales Trust

Welsh Ambulance NHS Trust

Velindre NHS Trust, including Welsh Blood Service
NHS Wales Informatics Service, including services provided to GP practices
NHS Wales Shared Services Partnership

Structure of engagement

There are two key parts to the engagement. The first is described as the
‘Initial assessment’, which is to carry out the work as described above. The
second part is a ‘Follow on review’ at a later date (approx. 12 months) to

review progress against the Security Improvement Plans developed as part of -
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the initial assessment. This follow on review would be an option for
LHBs/Trusts to call off as required.

There should sufficient and suitably skilled / experienced resources assigned
to the project to allow most of the work to be completed in parallel.

Initial assessment

The approach to the engagement is to be proposed by the suppliers, but is
expected to include the following:
¢ Initial meeting with representatives from NHS Wales’s organisations to
confirm scope of works, method of engagement, etc.
Review of organisation submissions for the WCAP process
o A series of meetings with each organisation to gather further information as
required to complete the review.
Production of reports
e Presentation of reports/finding to organisations

Follow on review

This is a follow on review for each organisation in around 12 months, to
review and assess progress of that organisation’s Security Improvement Plan
— as created in the Initial Assessment. As above, the approach is to be
proposed by the suppliers.

Outputs

Initial assessment

o Areport to be produced for each organisation and an aggregated ‘national’
report for NHS Wales
e A presentation of the reports, findings and key recommendations to each
organisations board (or their nominated representatives)
o A presentation of the aggregated report, findings and key recommendations
for
o The NHS Wales Implementation Planning and Delivery Board
o The NHS Wales National Informatics Management Board

Follow on review

o Afollow on review for each organisation in around 12 months, to review and
assess progress of that organisation’s Security Improvement Plan — as
created in the first engagement. Produce an individual report for each
organisation and an aggregated ‘national’ report for NHS Wales

o Presentation of findings to the local organisation
o The NHS Wales Implementation Planning and Delivery Board

Indicative Timescales:

¢ Initial scoping meeting to take place in September 2017
Interviews and information gathering with organisations during
October/November 2017

e Draft reports by end November 2017

¢ Final reports and presentations during December/January 2018

;___/
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Expected outcomes

Organisations will be in a position to better understand their current cyber
security readiness and also to strengthen their improvement plans generated
from their WCAP submission.

When combined with an externally delivered Penetration Test of their
networks or systems/ Services (outside scope of this engagement) this would
provide each organisation with a robust Gap Analysis to generate a full and
comprehensive cyber-security improvement plan for their local I.T
environments.

NHS Wales more widely to have stronger policies and governance
arrangements which are essential in maintaining and improving the security of
the NHS Wales networks, systems and information.

Format for the supplier response

Approach, Methodology and Suitability

Suppliers must describe their approach and methodology in engaging with
NHS Wales to meet the initial requirements - including an outline of the
proposed deliverables to local organisations and a national view. This should
include examples of similar engagements undertaken by the supplier.
Suppliers must describe their approach and methodology for delivering the
follow-on review of the Security Improvement Plans.

Suppliers must provide CVs (or equivalent) for the candidates being proposed
for the work, which would demonstrate their suitability to undertake the work.
Suppliers should also include a description of the role that each of the
proposed candidates would be undertaking as part of this engagement.
Suppliers must describe their approach for the project / engagement
management.

Suppliers must confirm their ability to undertake the work within the specified
timescales.

Commercials

Suppliers must provide costs (including a reasonable breakdown of how the
costs are derived) for the ‘Initial assessment’ for all the organisations within
the scope described above.

Suppliers must provide a per-organisation cost for the ‘Follow on Review’.
This is an option for each organisation to take, but for evaluation and scoring
purposes, it will be assumed that all organisations would choose to undertake
the ‘Follow on Review’.

Suppliers must also provide day-rates for resources to provide advice and
support to assist organisations in delivering the identified improvement plans.
It is anticipated that this could be up to 10 days per organisation and this
number will be used in the evaluation and scoring. Where multiple types of
resources are proposed at various costs, an average of the costs will be used
for evaluation and scoring purposes (which will not include project and
engagement management resources).

;___/
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NOTES OF THE MEDICAL RECORDS MANAGEMENT GROUP
Meeting on 22 August 2017
Small Meeting Room, Head Quarters, UHW
Present:

Dr Graham Shortland Medical Director/Caldicott Guardian Chair (GS)

Paul Rothwell Senior Manager Performance (PJR)
Sion O’Keefe Directorate Manager, OP Services (SOK)
Keeley Baker Health Records Manager (KB)
David Hanks Project Manager, Children & Women (DH)
Tina Bayliss Deputy Director of Operations, Surgery (TB)
Apologies:

Jenny Thomas, Matt Temby, Mike Bourne, Chris Darling and Eira Yassien
MRMG 17/026 WELCOME AND INTRODUCTION

GS welcomed everyone to the meeting. Members noted that Carolyn Jones would
be retiring permanently in approx 5 weeks time. Catherine Thomas would then
support GS on a 4 days per week basis.

MRMG 17/027 MINUTES OF PREVIOUS MEETING

The minutes of the meeting held on 14 June 2017 were agreed as an accurate
record of the meeting.

MRMG 17/028 MATTERS ARISING
e ICO Report

PJR advised members that after a desk based follow up review the ICO had
expressed disappointment at the relative lack of progress in terms of delivering the
action plan agreed after their in depth review of DPA compliance carried out the
previous year. Although it was not expected that the ICO would carry out a further
review at the current time, it was important to realise that the ICO would take the
above into account in the event that, in the future, they felt the UHB had fallen short
in terms of discharging its statutory obligations.
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PJR explained that the thrust of the action plan going forward was for the IG dept to
engage systematically with Clinical Boards (CBs)/Corporate Depts (CDs) on I1G
matters, specifically via attendance at relevant meetings on a quarterly basis. A pro
forma had been produced to enable CBs/CDs to report relevant developments in a
consistent manner. PJR was asked to supply a copy of this to members. Good
progress had also been made in terms of “mainstreaming” IG via the Datix incident
reporting process. In this way CBs/CDs were made aware of relevant incidents in
order that they could learn from them as appropriate.

Action: PJR

Members noted that steps being taken to deliver the ICO action plan would be
documented in a legacy statement relating to all work overseen by the Information
Governance Sub-Committee. This would be presented by IGSC to a new committee
that, subject to PPP approval, would be formed when IGSC and the IT Committee
were merged. The new committee was scheduled to have its inaugural meeting on 4
October 2017. PJR explained that, going forward, the intention was to present IG
matters to the new committee primarily for information, after relevant operational
discussions overseen by the Director of Public Health (Executive lead for 1G), the
Caldicott Guardian and the SIRO. This “IG Executive” would escalate matters,
primarily to Management Executive, where appropriate.

The legacy statement would also cover matters discussed by the Medical Records
Management Group. In this way the MRMG would essentially have a work plan for
2017/8 even though one had not been formally submitted to IGSC.

e Destruction of Records
Members noted that the IGSC had agreed the following:

o Arecords management policy (for onward transmission to the new
Strategy and Engagement Committee for formal adoption)

o A records management procedure (to be formally implemented once the
policy agreed)

o Supporting detailed procedures including the Department of Health
retention schedule

Collectively the above would provide a comprehensive framework that would inform
the appropriate destruction of records going forward and thus would be fundamental
to good governance.

e Standard Operating Procedures
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PJR advised members that he still awaited a response from Charles Dalton in
relation to the suggestion that the cut off point of max 6 months before a record was
deemed to be “lost” as opposed to “misplaced” be documented in the updated UHB
Incident Reporting Procedure. GS asked for the relevant correspondance to be
forwarded to him.

Action: PJR

e Digitisation

Members noted that practice in this area i.e. whether to destroy paper records if the
corresponding information was recorded digitally varied between Clinical Boards. It
was agreed that a 3 month consultation exercise should be carried out with CBs to
try and understand and standardise practice. SO’K was asked to give GS a max 1
side A4 SBAR that could be discussed via CB quality and safety leads. GS would
present this initially at a forthcoming Monday CBD meeting.

Action: SO’K

Members noted the good progress that was currently being made in digitisation
projects in some specialties, particularly in conjunction with IT platforms such as
COM. This work was essentially guided by the principle of only digitising those
records that the relevant clinician particularly wanted to access, which were not
already available electronically. Other records could be accessed via the Portal, with
paper records available as back up subject to relevant retention periods. The Health
Records department were due to complete a three month trial of the Clinical
Information Triage project by mid-September and would bring a review paper to the
next MRMG.

Action: SO’K

e Libraries

SO’K advised members that progress with regards restricting access to filing libraries
to Health Records staff only had been very limited due to funding reasons. The
following actions were agreed:

o Reference should be made to the matter in the IGSC legacy statement
Action: PJR

o Reference should also be made in the UHB CRAF
Action: P Welsh

MRMG 17/029 Storage of Records at Whitchurch
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Members noted that the transfer of records from Whitchurch to Treforest was
progressing with the move of some physio records. It was noted that Management
Executive supported the position that CBs should be required to make a financial
contribution for the transfer of their records to Treforest unless the Board agree a
global allocation specifically for this. Members noted that the latest estimate was
that Whitchurch would need to be wholly vacated within 3 months. It was also noted
that the current projection was that if all records currently stored at Whitchurch (i.e.
without any prior culling) were transferred to Treforest that would take up approx
75% of available capacity. Records to be transferred from the decommissioned
Lansdowne site, as well as pre-identified community locations, would take up a good
deal of the remaining capacity.

It was agreed that this subject should be covered in the IGSC legacy statement.

Action: PJR

MRMG 17/030 Emergency Unit Cards — Standard Operating Procedures
Members agreed the SOP.

MRMG17/031 Transport of Medical Records

Members noted that, following concerns expressed by Tony Chatfield, a meeting
would be held to look at costed options for the secure transport of medical records in
particular to prevent packages breaking open.

MRMG 17/032 Chair’s Action

SAR sign off

GS advised that HSMB, after considering an SBAR, had requested a robust proposal
for the signing off of SARs. It was agreed that this subject would be discussed in
more detail at the Group’s next meeting prior to further discussion at HSMB. GS

asked that mechanisms for improving the current system be provided ahead of this.

Action: SOK

MRMG 17/033 Any Other Business

It was agreed that the use of fax machines should be discontinued from a medical
records perspective.

MRMG 17/034 Matters to be referred to IGSC
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Given that IGSC would shortly be disbanded relevant MRMG matters would be
picked up in the IGSC legacy statement.

MRMG 17/035 Date of Next Meeting

It was agreed that the Group’s next meeting should be held after 5 October 2017.
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Tracey Lewis Mental Health
Usmaa Umer Mental Health
Secretariat: Kimberley Cox - IT Project Manager

SCIMaTG 1.01 WELCOME AND INTRODUCTIONS

The Chair opened the meeting and welcomed everyone present.
SCIMaTG 1.02 APOLOGIES FOR ABSENCE

Apologies for absence were noted.

SCIMaTG 1 INFORMATION SHARING AND CLINICAL
PRESENTATIONS

The Chair gave an update on recent IM&T developments and emphasised the

need for clinical engagement in IM&T initiatives

SCIMaTG 1.2 e-Patient Flow Management (ePFM) Programme overview
and update

JF gave an overview of the ePFM programme and scope. JF advised that an
outline business case has been drafted and the programme have been asked to
include an option within the business case to develop ‘in house’ through NWIS as
well as procuring a solution from an external supplier. Once the outline business
case has been agreed it will come back to the health boards for sign off of local
revenue costs involved in the programme.

The group discussed backup and business continuity and were advised that all
clinical boards are required to have business continuity plans in place for all
systems. The group discussed how the system would aid the clinicians decision
making process and how national standards will need to be agreed with input from
all local health boards, accepting that there will be some variation in practice
across the country. The procurement process will be aiming to deliver the
specification that the health boards collectively have asked for, it was emphasised
that this specification will need to have a high level of scrutiny by a wide range of
clinicians.

ACTION: Secretariat to circulate slides from presentation to SCIMaT members for
information

ACTION: Secretariat to circulate detailed business requirements document to
SCIMaT members for review and invite feedback directly to JF

SCIMaTG 1.3 Notification of Critical, Urgent and Unexpected
Significant Radiological findings

REO advised the group that due to a safer practice notification from 2007 there is 15.3
a need to radiologists to notify the referring clinician of all critical, urgent and
unexpected significant radiological findings and that the referring clinician is
required to confirm receipt of this notification. Ideally there should be a safe
effective electronic means of fail-safe alert notification to facilitate this process.
Such an electronic system doesn’t currently exist in CAV and therefore radiology
are trying to implement a manual system. However implementing this across the
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health board has been difficult due to different working practices across different
areas. The current manual method of alerting referring clinicians is also very time
consuming for radiology so there is a need for an effective and less time
consuming solution. A system has been built into RaDIS that will produce lists of
reports that have been flagged as having critical, urgent and unexpected
significant radiological findings and this list is then distributed to clinicians but
there is currently no reliable method for clinicians to confirm receipt of this
information. The current proposal being put forward by radiology is for each
directorate to nominate a name person(s) to receive (and confirm receipt of) these
lists who will then be responsible for passing the information to their relevant team
members. This proposal is currently with the clinical boards awaiting comment.

It was noted that email is not the safest or most reliable method for making sure
notifications are received. The IT dept have developed the e-advice system which
while looking like email is much more auditable and might provide the
confirmation of receipt that radiology need.

ACTION: IT dept to arrange demonstration of e-advice system for REO

SCIMaTG 2 IM&T TEAM PRESENTATIONS

SCIMaTG 2.1 Radiology e-requesting demo

CS showed the new radiology e-requesting form that is being developed so that
referring clinicians can make radiology reports through WCP and they will be sent
electronically to RaDIS, taking away the need for paper forms. Demographics for
the system will be few from the eMPI, there will be a standard list of radiological
investigations available and this will be searchable. The system will be fully
auditable. Over a period of 3 months NWIS have been engaging with a large
number of clinicians across a range of disciplines to get input into how the form
should look.

ACTION: REO and SH to meet to discuss ongoing radiology requirements in
more detail outside of this group

SCIMaTG 2.2 Information for you update: The Citizen Portal

MC gave a brief background to the reasons for the citizen portal project. My
Health Online is very underused and there are over 400 online presences giving
health information that WG have been involved in. There is a need for this
information to be consolidated in one location. A ‘discovery’ period has been
underway to consult with stakeholders and a findings paper has been produced.

ACTION: Secretariat to circulate Citizen Portal Discovery Findings paper to
SCIMaT members for information

ACTION: SCIMaT members to discuss with colleagues and their clinical boards
how patient portals might impact on/change their practice

SCIMaTG 3 BUSINESS MEETING
SCIMaTG 3.1 PROJECT UPDATES

e Microsoft Lync roll out
The Group NOTED the Lync paper. GCB gave an update on where the roll is at
present. GCB advised that 3 new temporary members of staff have recently
started work to support the roll out and this will increase the pace. The group
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noted that the current polycom video conferencing software doesn’t work well with
lync at present. It was advised that NWIS are producing a document on how to
use the polycom video conferencing system and lync together

ACTION: GCB to provide update on progress at next SCIMaT meeting

e TRRR
The Group NOTED the TRRR paper. SH gave an update on where the TRRR roll
out is at present and the challenges that have been encountered. There are
significant time savings to be made by the pathology labs from the system but it
takes clinicians longer to complete the blood forms electronically than it does to
complete a paper form. This had led to varied levels of usage of TRRR across the
health board. Work is underway to shadow a clinician on a ward and compare the
time it takes to request tests on paper compared to electronically. It was noted
that mobile access to TRRR might improve usage and that changing the current
process so that admin staff made the requests electronically could also be
investigated by individual areas if they wished.

ACTION: Invite GS to next ISEC meeting to discuss specifics of TRRR
implementation in paeds.

ACTION: SH to look at training and awareness to make sure users are aware of
the time series requesting functionality within TRRR

ACTION: SH to investigate the paosition of other HBs in relation to TRRR roll out
and update at a future SCIMaT meeting.

e Medicbleep
The Group NOTED the Medicbleep update paper and discussed if WhatsApp
could be used securely as another option. It was noted that the problem with
WhatsApp is once and image is sent through WhatsApp the health board no
longer has ownership over that image or control over what happens to it. Also
images taken on users own devices and sent via WhatsApp are saved onto the
device and may be uploaded to the cloud etc. This poses a security risk for patient
identifiable information. It was agreed that an application for sharing images
containing PID instantly through mobile devices was required and that WhatsApp
was not secure enough for this purpose.

ACTION: IT dept/GCB to review potential options for a secure picture/messaging
application and bring back results of this review to a future SCIMaT meeting for
discussion

e Introduction of ADT functionality to CAV WCP

The Group NOTED the discussion paper. JB gave a background to the request,
NWIS are developing ADT functionality with WCP as other health boards have
requested this for out of hours ADTSs. This is not something that CAV generally
require as CAV has WCWS and the ‘one number’ for admitting and transferring
patients out of hours and this is done by admin/nursing staff. If CAV would like to 15.3
include this development in their version of WCP then the development needs to
be prioritised internally as it will require development within PMS. It was agreed
that clinicians in CAV do not require this functionality and therefore there was no
need to prioritise the development.
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SCIMaTG 3.6 FOR INFORMATION:
e Proposed process for clinical board authorisation of WCP account
access to WGPR
The Group NOTED the proposed process

e ISEC
The Group NOTED the draft ISEC minutes.
e WCIC
The Group NOTED the WCIC notes.
e NIMB
The Group NOTED the draft NIMB minutes.
SCIMaTG 3.7 IT RAG STATUS REPORT - FOR INFORMATION
The Group NOTED the draft IT RAG status report.
SCIMaTG 3.8 MINUTES AND ACTIONS FROM PREVIOUS MEETING
HELD ON 5" MAY 2017
Agreed.
SCIMaTG 3.9 AOB

Nothing raised.

SCIMaTG 3.10 TO NOTE THE DATE, TIME AND VENUE OF THE NECT
MEETING OF THE SCIMaT GROUP

Thursday 9" September, 9am, Seminar Room A/B, 3" Floor, CHfW
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NHS WALES INFORMATICS MANAGEMENT BOARD

Draft minutes of the meeting
Tuesday 04 July 2017 — 14.30-17.00

Attendees:

Andrew Goodall (AGD), Chair - Welsh Government

Dylan Williams (DW) - Betsi Cadwaladr UHB

Huw George (HG) - Public Health Wales

Sharon Hopkins (ShH) - Cardiff and Vale UHB

Rhidian Hurle (RhH) - NHS Wales Informatics Service
Hamish Laing (HL) - Abertawe Bro Morgannwg UHB
Peter Jones (PJ) - Welsh Government

Andrew Griffiths (AG) - NHS Wales Informatics Service
Elizabeth Waites (LW) - NHS Wales Informatics Service
Frances Duffy (FD) - Welsh Government

Mark Osland (MO) - Velindre

Neil Frow (NF) - NHS Shared Services Partnership
Lloyd Bishop (LB) - Aneurin Bevan

Anthony Tracey (AT) - Hywel Dda

Aled Williams (AW) - WAST

Eifion Williams (EW) - Powys

Stephen Harrhy (StH) - Cwm Taf UHB

Frank Atherton (FA) - Welsh Government

Daniel Phillips (DP) - Velindre

Caren Fullerton (CF) - Welsh Government

Evan Moore (EM) - Hywel Dda

Angela Gough (Secretariat) - Welsh Government
Apologies:

Steve Ham — Velindre

Fiona Jenkins — Cardiff & Vale
Albert Heaney — Welsh Government
Nicola Prygodzicz — Aneurin Bevan
Karen Miles — Hywel Dda

Patsy Roseblade — WAST

1. Welcome and Introductions

AGD welcomed members to the meeting and members introduced themselves. AGD
also introduced CF to members, and welcomed her to the meeting.

2. Detailed update from NHS Wales Shared Services Partnership (NWSSP)

NF gave a presentation to members about the current work and future plans for
NWSSP.
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Some key points from the presentation were:

e NWSSP are uniquely placed to encourage collaborative working, help to
reduce duplication and to share lessons learned.

e NF provided a number of examples where technology had been used to
improve efficiency and deliver financial benefits e.g. the introduction of an all
Wales e-Expenses system, ESR enhance, TRAC recruitment system, e-DBS
system, prescription pricing system (Phase 2), BOSS student bursary system
and a pan public sector e-learning platform.

e In particular NF noted that NWSSP are currently working with Directors of
Workforce across a number of areas to make changes happen in line with the
national improvement programme targets of introducing an improved
recruitment system.

e NWSSP updated their ICT strategy in 2017 and will shortly be submitting their
SOP for review. It was important to recognise that ICT was an enabler for
efficiency and service improvement and that the real challenges and
opportunities came from the change management process working with
trusted partners in health boards & trusts.

¢ NF noted that Welsh Government funding had been welcome to replace some
of their old IT kit to introduce ‘Once for Wales’ systems which would not run
on the old machines. There were numerous benefits around procurement,
functionality, updates when common systems were used across Wales.

e Mobile working had only recently become a reality for NWSSP as it had
previously been unsupported by NWIS so things like Mobile Iron have been
successful, with a positive effect on staff and different ways of working.

e A complete review of the infrastructure has taken place, linking in with NWIS.
Outputs had linked into issues of speed and cyber security.

e Links with NWIS were key when working to resolve the latest cyber security
issue as they were the experts and there was no point in trying to duplicate
this in other places.

e In March 2016, NWSSP carried out a cyber security assessment, which
resulted in creation of an action plan. Work is ongoing to implement the plan.

¢ NF noted that some of the issues NWSSP encounter are issues with firewalls
when introducing new systems and the pace of rolling out systems were often
linked to organisational change rather than problems with introducing a new
system.

e NF noted that NWSSP currently operate e-learning for the public sector,
which had been a great success from a relatively small team. Welsh
Government themselves have recently migrated to this platform. It was
important that this was put on a better footing NWIS had always covered the
servers etc., but it had never formally been included within the NWIS work
programme given the strategic significance across the public sector.

e NHAIS (patient registration system) is going to be outsourced in NHS England
as part of their transformation programme, however changes had already
been implemented in Wales, which helped streamline and consolidate the
service. There has not been a great deal of engagement with Wales on this.
There were three elements: records transfers, patient registrations and family
practitioner payments. The first two were being covered off however the
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payments element still needed to be sorted as there were two options which
needed to be resolved. NWSSP have a recorded risk of the costs of
replacement of this system.

e Prescriptions — NF noted that there are approximately 79 million items
processed each year. Currently, a barcode is used for processing and there is
a 55-60% automation of these.

¢ NWSSP have invested in some high quality scanners that were being used to
remove paper and assist transactional processing within Primary Care,
Student Awards, Legal & Risk and Procurement Services.

AGD recognised how important the systems that NWSSP run are.

EW raised an issue in that systems are implemented that are core to the running of
the NHS but there is not 24/7 resilience cover on these systems. NF noted that some
of the bigger systems have 24/7 coverage built in to their contracts.

RhH noted that eLearning is key for clinicians as this prevents them from being
pulled away from work to do training.

FD highlighted a number of areas of common interest across the work being carried
out by Shared Services and the NIMB programme (e.g. contract management,
change management), and that hopefully both sides are learning from each other.

HL asked whether there is a view to move to a fully electronic prescription service.
NF advised that there are legislative issues around signatures on forms and there
would be uses with changing the culture in GP practices.

AGD advised that this should be raised at an efficiency board meeting.

Action — FD/PJ to ensure this is raised at an efficiency board meeting

CF noted that the eLearning package is welcomed and asked how NWSSP prioritise
where they should invest next. NF advised that they have a board structure in place
and they regularly move people around the organisation to focus on different things.

3. Strategic Discussion

FD asked members to note a general overview on the Team Wales actions in Doc 1
and advised that there are several actions which are scheduled for the September
meeting.

DP presented Doc 2, regarding the Team Wales change management action. DP
noted that IPAD had supported the recommendations in the paper.

The key points from the discussion of this paper were:

e ShH raised a concern that there are a lot of task and finish groups being
established and it is becoming a problem to populate all of these. FD noted
that these groups should be short-term groups. AGD advised members to
keep an eye on this and there will be a need to re-prioritise if it becomes a
problem.

e There is a need to ensure alignment between ICT processes and change
management processes.
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e AGD asked members to provide some examples of where recognition of
change management has worked:
o ShH - a lot of time was taken to work with people concerning e-
referrals and this proved to be effective
o StH - Cardiology had taken a step back to consider change
management and this accelerated processes
o LW —Pharmacy is an area where there has been clear leadership with
a strong vision of what was wanted. This resulted in ownership of the
product
o ShH noted that the Veterans Association have done a lot of work and it
would be useful to link in with them. DP advised that he would link in
with the contact from the Team Wales meetings
e DP noted that change management will be on the agenda for the Strategy
Workshop in the autumn.

NIMB members were supportive of the proposed approach to improving change
management.

4. Informed Health and Care, a digital health and social care strategy for Wales

Update on progress

Highlight reports setting out progress on the four Informed Health and Care delivery
Workstreams (Information for You, Supporting Professionals, Improvement and
Innovation and A Planned Future) were distributed in advance of the meeting, for
information. AG confirmed that these papers had all been agreed by IPAD.

AG noted that IPAD have been struggling to complete these reports on time.
Steering groups have now been set up for each of the workstreams. ADIs are
covering attendance of these so that they don't all have to attend each one.

ShH noted that it is difficult to get a feel of what is being driven towards from the
highlight reports. It would be nice to see more focus on benefits and outcomes.
AG agreed to focus more on this in future reports.

Action — AG to amend highlight reports to include more information on
benefits and outcomes

Risks/issues

AGD noted that there are four risks marked as critical on the risk log:
e WCCIS
o Doc 8 gave an update on the progress so far in the procurement and
implementation of WCCIS and the next steps.
o NIMB members agreed with the next steps.
o EW gave a verbal update on WCCIS in Powys. The key points
included:
= |tis recognised that information sharing is a challenge. There is
a big task in getting the Information Governance right.
= ltis critical that enough resources are acquired to successfully
implement WCCIS
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= A large amount of time has been taken to test and re-test
functionality

= Alesson for the future is to reduce variance in the system
across organisations. Tailoring the system has caused problems
with updates

= There is a need to keep in mind that the goal is not
implementation of the system, but the improvement of client
services

o ShH asked about learning from pilot implementations and whether a
Gateway review will take place. LW noted that Carol Shillabeer has
already asked for a Gateway review to take place.

o LW noted that there are key people from the first local authorities who
are now moving around to help implementation in other local
authorities. A similar system will need to be established for health.

o EM highlighted a need to show the outcomes and benefits of using the
system. EW was keen that there should be a sufficient enough period
to monitor the benefits appropriately. AGD noted that enough time has
passed in order to go back to the first local authorities and identify their
realised benefits. LW noted that a lessons learned/benefits paper will
be created and will focus on the early benefits of adopting the system.

o FD asked if the WCCIS programme board is taking the risk on board.
LW advised that this will be picked up at the programme board and
also noted that the risk on the NIMB log is about resources and this
may be aided by the share of the £10M capital allocated to WCCIS.

o HL raised concerns that the health part of WCCIS hasn’t been finished
yet and also the timetable in the paper is not accurate. LW advised that
she would review the timetable and take out the indicative dates for the
organisations who have not yet signed the deployment order.

Action — LW to review the timetable in Doc 8

e WEDS

o AG advised that a letter of non-conformance has been issued to the
supplier, who has 30 days to respond.

o NWIS are meeting the affected health boards regularly to work through
the next steps.

o AGD advised that there is a need to concentrate on contingency plans.

o FD asked whether decisions will be made by the WEDS programme
board? AG advised that they would and initially they have been
concentrating on the affected health boards but all organisations will be
included in any decision making.

o A lessons learned exercise will be carried out to inform any future
procurement.

o AGD asked that this risk be managed by the Programme Board, with
updates given to NIMB as appropriate.

e Cyber Security
o This is covered under section 5 of the agenda

e WLIMS
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o AGD noted that he is happy that there are mechanisms in place to
manage this but asked for a brief update.
o LW gave an update:
= the testing of the blood transfusion module hasn’t moved on as
quickly as they would like
= the company that owns Telepath has written out to say that
hardware and software will need to be updated for support to
continue past April 2018. This issue will be discussed by the
Service Management Board and the Blood Transfusion Board
o AGD asked that WLIMS be added to the September NIMB agenda for
a detailed discussion.
Action — Secretariat to add WLIMS to the September agenda

AGD also asked about MHOL and the progress on online registration. AG agreed to
provide AGD with a detailed brief outside of the meeting but noted that the new
release of MHOL will include online registration and is currently in testing.

Action — AG to brief AGD on MHOL

AGD asked for a general discussion about PACS to take place at the September
NIMB meeting.
Action — Secretariat to add PACS to the September agenda

CCIO progress update

NIMB members were asked to note the content of Doc 9.

RhH noted that publication of NIIAS reports should be considered. The IG team at
NWIS have some ideas on how these can be presented and NIMB members can
consult with Darren Lloyd on this.

ShH noted that it would be good for this paper to focus on outcomes and benefits.

Capital funding

Doc 10 set out recommendations from IPAD on prioritisation of £10M capital for
2017-18. NIMB members were asked to support the priorities and the next steps.

DP thanked everyone for their contribution to the paper.
ShH asked for IPAD to be thanked for the work they have done on this.

FA raised a concern that we are already 3 months in to the financial year. DP noted
that the allocation is phased.

NIMB members supported the priorities and AGD asked that the advice be sent to
the Cabinet Secretary ASAP.

Action — PJ to advise the Cabinet Secretary and ask for a decision on the
allocation of the £10M capital funding ASAP

Update on the online platform
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PJ asked members to note the content of Doc 11. The proposal is for work to
continue on developing the online platform with an incremental development. The
ambition is to deliver a platform that is similar to gov.uk

HG noted that there should be consideration of the preventative side of healthcare.

CF noted that Wales.com are moving away from the platform approach towards
content that can be used in different places.

AGD advised that there is a need to think about the content, not just the technology.
There should be more discussion outside of NIMB and an update at a future
meeting.

5. Information Governance/Security/Standards

Sub-groups

Doc 12 provided a summary from each sub-groups. There were no escalations to
NIMB for this meeting.

FD advised the group that she had held a meeting with NWIS to look at all the NIMB

sub-groups. Further work on reviewing these will take place. NIMB will be kept
informed.

Cyber Security

Doc 13 gave an update. NIMB members were asked to note the content.

AG noted that a workshop has taken place to look at what happened and the issues.
The paper notes a list of areas for improvement.

Some money has been allocated in the £10M capital for cyber security.
HL advised that the first meeting of SIROs has been held. It was agreed that a lot of
work is needed to get up to speed and they are looking at the training that can be

brought in to Wales.

EM noted that this incident appeared to be treated separately from the serious
incident plan and links should have been made.

CF noted that a review will be commissioned for local Government and she will link
in with AG on this.

FD noted that at the Digital Symposium, it was suggested that the biggest risk is
around the understanding of staff. She referred to the previous CIO report on
information governance, and noted that a follow up review was expected this year.
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HL raised an issue with the NWSSP e-learning platform — he said that information
governance training was not being recorded on the system, and that this was the
measure that the ICO would look at.

Action — NF to review and report on correcting this problem

7. Minutes and actions from the previous meeting

The minutes of 18 May meeting were agreed and actions updated accordingly.

8. AOB

LW noted that there was a Welsh-language workstream in WCCIS where there was
a lot of detailed work that could be useful elsewhere. She agreed to bring this to a

future meeting.

AGD asked that members take away a general note about including information on
benefits and outcomes in NIMB papers.

LW asked that the Cabinet Secretary’s Informatics report be circulated with future
NIMB papers. Members agreed with this.

Cwm Taf will provide the detailed update at the September meeting.

Members were reminded that the Cabinet Secretary will be attending the first hour of
the September meeting.
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